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Executive Summary

As a strategic transit country between Asia and Europe, Turkey remains far
from immune to sophisticated cyber-attacks performed by APT groups in
an inter-connected world. Turkish businesses and governments are
becoming highly digitized with the youngest growing population in
Europe, increasing the potential attack surface and exposing the digital
assets to notorious threat actors.

SOCRadar Threat Landscape Report provides organizations with an
understanding of evolving cyber threats relevant to their geographical
operating locations to enable security leaders to make better decisions.
The intelligence provided in this report can help plan enterprise-wide
security programs, make investment decisions, and define cybersecurity
requirements.

SOCRadar characterizes the threat landscape based on recently observed
threat actor activities, malware campaigns, new critical vulnerabilities,
exploits, data gathered from open threat sharing platforms, and leveraging
the comprehensive data monitoring, collection, classification, and analysis
capabilities.

SOCRadar CTIA Team performs deep/dark web threat research, HUMINT
observations, cybersecurity vendor blogs, and aggregating information
gathered on social media trends, thanks to its unique perspective on
understanding its competitors and their TTPs.

Key Findings

e There are more than 150 listings of 30 threat actors targeting the Turkish entities.
22% of these posts were customer database sales, and 9% were unauthorized
network access sales.

e E-commerce, banking, and insurance are among the top affected industries.

e The top 10 ransomware gangs believed to be behind criminal activity had moved
about $5.2bn worth of bitcoin over the past three years. Top ransomware groups
targeting Turkey are LockBit, Conti and Xing.

¢ Due to its geographical location, Turkey is likely to be targeted by nation-state
actors looking to gain influence regarding geopolitics, such as the Russia-Ukraine
tension. Significant APT groups around Turkish deep web are APT28, APT29,
APT39 and APTA4]1.

e SOCRadar detected 42,136 phishing attacks targeting millions of consumers over
the last 12 months.

e The most commonly exploited vulnerabilities beside Logshell are CVE-2021-31206,
CVE-2021-21985, CVE-2020-5902 and CVE-2021-3064.

e Over the last year, SOCRadar discovered more than 1 billion exposed login data
with plaintext passwords by monitoring dark web forums and marketplaces.

e Turkey can generate ~31Tbit/sec DDoS traffic, ranking number 27 globally.

N TRODUCTON
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Dark Web Threats On The Rise

With various hacking tools, fraudulent methods, and stolen databases available for
purchase, the dark web is a springboard to launch cyberattacks. The cyber threats born
in the dark web increasingly target and impact the organizations in Turkey.

Based on the data gleaned from SOCRadar DarkMirror Intelligence Portal, there are
more than 150 listings of 30 threat actors targeting the Turkish entities. 22% of these
posts were customer database sales, and 9% were unauthorized network access sales.
These posts listed by threat actors have impacted different organizations from various
industries, including finance, telecommunication, and education.

Banking & Finance

17.4%
Education
28.3%
Healthcare The most targeted
6.5% verticals in Turkey

based on
DarkMirror

= Larmisice Intelligence data

8.7%

Construction

Manufacturing
10.9%

4.3%

Insurance Telecommunication
(o)
6.5% 13%

158

Threat posts over the last 1year

52 30

Dark web threat actors / aliases

« Finance | Education

Top targeted verticals

‘L‘- Customer database
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Recent Dark Web Activities Targeting Turkish
Companies

The Ratio of Deep Web Posts Targeting E-commerce Institutions

b VPN gocryn Turkish bank, $2 Billion

s P 1 hour ago in Auctions
1piic
S V' Posted 1 hour ago
Country: Turkey
Accesss VPN
Finance revenue: §2 Billion
Rights: user
Industry: Finance and Insurance , Commerncial banks
Emplayee: 13,000
| 490 Corporate Family Connections
©2nd
pas START: 2k
ined

306541 STEP: 5008

Activity BLITZ: 4k
virclogy / mabware 241 PPS
Guarantor +

+

On December 10th, on a dark web forum tracked by SOCRadar, a threat actor attempted to
sell unauthorized VPN access allegedly for a Turkish financial institution. While the dark
web vendor did not give the name of the victim organization, it is claimed that its revenue
is more than $2 billion with 13,000 employees. The dark web vendor auctioned the VPN
access setting a starting price of $2000.

Customer Database with 3 Million Lines of a Turkish Travel Company For Sale

by s Yesterday at 04:59 PM

§ vesterday at 04:50 P

hi, i have about 3m travel company data.
data content

travel history

expedition number

name surname

phone number

identification number

Hes Code

travel itinerary

New User

available in the query panel.

|  MEMBER |

On November 28th, a dark web vendor offered to sell a customer database for a large travel
agency from Turkey on a dark web forum monitored by SOCRadar. According to the listing,
the buyer would have various data types, including expedition numbers, full ID details,
travel history, and itineraries, consisting of 3 million data lines. The vendor also stated that
it's available for potential buyers to query the database to check the validity.
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Growing Turkish-speaking Underground Forums

The Turkish-language underground hacking/fraud forums provide a shelter for criminal hackers
to anonymously network and advertise. Through these forums, along with messaging apps,
threat actors are exchanging and trading hacking tools for various attacks, including credential
stuffing.

E-commerce, banking, and insurance are among the top affected industries. Cybercriminal
forum communities are not alone, however. SOCRadar CTIA team is observing a spike in
Turkish-speaking hacker activities moving to the remote corners of legitimate IM platforms
such as Telegram, ICQ, and Discord.

Examples of Turkish-Speaking Underground Hacker
Community Discussions

Stealer Virus as-a-Service for Sale on a Turkish Dark Web Forum

satm Port GEREKTIRMEYEN Tum Sifreleri Calan Virts Kurulumu Yapilir (1 viewsr

= T | ekl gl gahe | awaley | aie

An image of a dark
web post describing
4 b e | . .
!— v e and selling an info
stealer malware as-
a-Service which can

Viris port gereknirmes, 7724 kullanabilirsiniz. phyassdala FREDLUNE STEALER lle neredeyse sy Gzeliklers sahiptir,
Kk

A At s el o RN help facilitate future
I\!‘UH.HJGG‘II‘EHDIGIMM!‘! attaCkS.
!ﬂ e oo ° lad

Full-fledged DDoS Attack for Sale to lllegally Disrupt Competitors

B PIYASANIN EN GUCLI DDOS AGT

-
L o]
Bella esialerden beni L vardrr, esk
A |ISt‘Ihg fora F)lstrlbuted .: e T e o Rt St et o
Denial of Service attack-
. ‘Gelelim
for-hire as shown as i R s S B
advertised as a tool to ——
i i ! DS hizmetimizde %100 garanti vardwr yani sakd basladsg chsitesi dan bir gii
disrupt the competitors e, e
businesses. S———
-
- — DDoS k h je CloudFlare alty eulk k gereldi
p— (3 Y1l boyunca biyiik sanal bahis firmalarmnm korumalgun dstlen
Simdli bu DDoS Hin

% SOCRadar opens the door of the deep web securely and
efficiently with its search engine for deep web: ThreatHose.

Request a free deep web report today to see what threat actors
post about your company.
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POS-compatible Credit Card Cloning Malware for Sale

SOCRadar

e~
B L
In this post, the threat actor is
selling a malware program to
copy&steal payment card
data from specific Point-of-
sale devices. o S———
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Pll Data of 35 Million Turkish Citizens Allegedly For Sale

Ak 2021 35m Data Satilik (¢ viewers)

& @8 aakii fince

| e

o

B dnloin Gince

Mernis2021 Datas Gegti Gengler Elime 4m Olii Var Iglerinde.
Fiyat 50.000 TL Escrow Komisyonu Alicya Alt .

B oS Malware

PaS dhazlanna takilan

geritl kartlarm
Uyumiu Modeller

Verifone VX 680
Ingenica Move/S000F
Ingenica iwl 250

Bu program ile kendi kontroliinlz altinda olan tiim PoS cihazlars takilan kart bilgilerini kopyalayabilicsiniz. A

* TRACK1/TRACK 2 + Pin bilgilerinl kopyalayabilirsiniz

*® Slip text uzunhugu normaldic

# Banka terminall e kangiklk yasanmamasi adina Snkemler alinmigtr.

* Kart Pos clhaaina tskidiinda normal ddeme k Iglemi gerp Eski g
® Msr 206 ve MsrG05x e tim igemberinizi gergeklestirebilirsiniz,

SADECE 15! BILEN CIDD! ALICILAR MESAJ ATSIN,

FIYAT : 10008

The Central Registration
Administration System (tr.
MERNIS) data is valuable
since it contains citizens'
complete address and
identity information. This
situation can easily use for
social engineering attacks.

Threat Actors Keeping Up with the Credential Stuffing Trend

A threat actor claimed to have -
accessed and posted 20K+
credentials (username and
password) belonging to the
customers of an online streaming
and media platform. Not
surprisingly, it's available for free to
gain a reputation for potential
future sales.

o s 8 &

e
- Tarkiye’nin Lider Hosting Hizmeti u

a0

|HESAP  20.000x B =m0 [V BY bl inhieid =

SOSYAL MEDYA |

| htips//dosya c=S il Sl e, e homl

Katalwrs: M3 1 2021
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Method for Remote Access Tool Targeting Insurance Companies

pu— £ Sigortac Ratlama (Giincel)

- ONCELIKLE BIR RAT YAPIYORUZ BATTIN NE OLDUGUNU BILMEYENLER ICIN ;
Solucan ve dilfer

ENMMTMWNWMMWR

MODEMINIZIN ADMIN PANELINDEN ; 192.18.1.1 , 192.168.0.1 OLABILIR.

- KULLANIMI ONCE
1604 PORTU ACIN PORT ACMAYT BILMEYENLER 1CIN ;
/

- ASYNC RATT ACIN VE SAG TIKLAYIN EN ASSAGIDA BUILDER SECENEG] VAR ACTIGINIZ PORT

- DAHA SONRA ILERI DEDIGINIZ ZAMAN BIR EXE DOSYASI YARATIYORSUNUZ.
S - SIMDI BIZE BIR CRYPTER LAZIM

ICIN YAPILAN BUILDER DIR.
—— - -

CRYPTER UCRETLIDIR FREE BULAMADIM OZUR DILERIM. CF
ISLETIM SESTEMLERE WIN 10 8 8PRO 10 PRO V5 GBI SEYLERDE RATI GONDERDIGINLZ ZAMAI

bilgisayar virtsherinin aksine RATIann amaca sisteme zarar vermek dedil, sistem
korsantannn hedef aldidan kurbann bilgisayannda yetki sshibi olmak icin kullandidan bir kimbik

This listing of a threat actor
provides a detailed
description of AsyncRAT and
dives into how it can be
used to hack insurance
brokers and agencies
operating in Turkey.

P— - EVET RATI HAZIRLADIK SIMDI NE YAPACAGEZ, TAVSIYEM SIGORTACT VURUN HEMEN NASIL'
SIMDI i EXE DOSYASINI PDF YAPMAMIZ GEREK GOOGLE DAN BIR PDF ICONU

- S POF YAPACAGLZ.

[ hitps://ftr.pdf24.orgf e 8 S BURDANDA OKUYABILIRSINIZ.
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Skyrocketing Ransomware Threats in 2021

Ransomware attacks dominated the headlines in 2021. The top 10 ransomware gangs believed
to be behind criminal activity had moved about $5.2bn worth of bitcoin over the past three
years. Many global enterprises with large Turkey operations also faced significant attacks this

year, disrupting businesses.

In the last three months of 2021, the increase in ransomware attacks skyrocketed. Alarmingly,
the activities of ransomware groups targeting Turkey more than tripled from June to
December 2021. Manufacturing and Finance are the most targeted verticals based on the

insights gained from SOCRadar DarkMirror.

Clop Conti

3.4% B2 Snatch

Others 6.9%

10.3%

Distribution of ransomware

Ragnarok
3.4% LockBit 2.0 gang activities targeting
20.7% Turkey in 2021
REvil
3.4%
LV
6.9%
Avos Locker 10.3%
10.3% BlackByte
6.9%
Government
14.3% Construction
21.4%
Agriculture
The verticals in Turkey VAL

targeted by
ransomware groups in ~ Telecommunication

7.1%
2021 Banking & Finance
14.3%

E-Commerce

Manufacturing 7.1%
28.6%
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Top Ransomware Gangs Targeting Turkey

LockBit

-Ransomware-as-a-service (RaaS) operator.

UNTIL FILES

-It's one of the best-designed lockers
OD 07:06:06 regarding encryption speed and overall
PUBLICATION functionality.

-Lately, the long list of victims has included
Schneider Electric, the consultancy firm
Accenture, and Bangkok Airways.

Conti

-Ransomware-as-a-service (RaaS)
operator, operating out of Russia.

The group has pulled off several high-
profile attacks on the Turkish companies
in a broad range of verticals, including
pharmaceutical.

- A playbook related to Conti was
allegedly released by an affiliate upset
with Conti in September 2021.

XiNng
- This name comes from a Mandarin word for
"star"

- Assessed to be a rebranding of the

E HGHYPTED MountLocker/Avaddon ransomware
YyOUR FILES - — r important
ts -
' Phgtos. n;eﬂ ith ld:‘;?“e - Targeted Turkish food production and
Y?i:les have b ated fo this comP logistics companies
gener

- Using Enterprise Windows Active Directory
APIs to worm through networks
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APT Groups Targeting Turkey

Organizations in Turkey continue to target resourceful APT groups with diverse
objectives. The sophisticated APT actors frequently target the organizations in verticals
with a sheer amount of valuable information and assets that could gain financial
advantage, access strategic processes, or gather strategic intelligence.

Due to its geographical location, Turkey is likely to be targeted by nation-state actors
looking to gain influence regarding geopolitics, such as the Russia-Ukraine tension.
Over the last year, new APT groups like ChamelGang were also identified to be
stretching their muscles in Turkey and neighboring countries while energy, critical
government infrastructure, and finance remain the top 3 verticals deemed quite
attractive.

Significant APT Groups Around Turkish Deep Web
APT4T  Siivers, zom
A pTz 8 Ilsaescfear:\tti)\;i: );:5, 2021
APT29  amberss zom
APT39 52l
Recent APT Activities Round Up

New APT Group ChamelGang targeting Turkey through Supply
Chain Attacks

In 2021, researchers identified a new APT group targeting fuel, energy, government, and
aviation sectors in various countries, including Turkey, the United States, Russia, and
Japan. The investigations revealed that the group exploited vulnerabilities such as
ProxyShell in Microsoft Exchange Servers and CVE-2017-12149 in the RedHat JBoss
Application Server platform.

After gaining the initial access, the attackers installed a modified version of the
backdoor called DoorMe and named it legitimate I|IS server modules for hiding
purposes. The APT group also registered phishing domains and used SSL certificates
mimicking legitimate, well-known technology companies like Microsoft, GitHub, and
McAfee, which are all known to be commonly preferred vendors for organizations in
Turkey. By performing these attack stages in a subsidiary, the group aimed to infiltrate
into the leading target organization by compromising trusted supply-chain networks
channels.

10
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Cyberespionage Group Gelsemium targeting Turkish
organizations with Complex Malware

In June 2021, researchers revealed the new campaigns of the Gelsemium group targeting
governments, electronic companies, universities, and religious organizations in East Asia
and the Middle East. Known to be active since 2014, Gelsemium is showing signs of more
sophisticated operational techniques and a higher level of C++ skills by analyzing its new
modular malware called Gelsemine.

Experts believe the group is behind the supply chain attack on Nox Player, part of the
BigNox Android Emulator, which has more than 150 million users worldwide—exploiting
an RCE vulnerability in MS Exchange (CVE-2020-0688) and distributing malicious
documents (e.g., resume) in phishing emails are two known initial access vectors the
group is leveraging during the attacks. Another typical characteristic of the group is the
common usage of Dynamic DNS domain names for malware command&control servers,
which are cheaper than regular domain names.

Phishing Threats in Turkey

Threat actors have been quick to react to the high mobile penetration in Turkey with new
digital-born brands such as delivery apps, online retail, and neo banks. Hundreds of
phishing domains imitating these companies were registered daily for stealing sensitive
information and gaining initial access to internal systems.

As the first choice of major enterprises and banks for Digital Risk Protection Services,
SOCRadar detected 42,136 phishing attacks targeting millions of consumers over the last
12 months and proactively disrupted thousands of malicious infrastructures through
automation-powered takedown impersonating domains, mobile applications, and social
accounts.

Online Retail

15.3% Banking

PARSY)

The most commonly targeted
verticals by cybercriminals
based on the data gleaned from
SOCRadar's Phishing Domain
Alert Generation Data over the
last year.

E-Commerce
17.8%

FinTech

Grocery Delivery 30.8%

14.2%
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xa 42136

Total phishing attacks detected over the last 1year

10Million+

Internet users from Turkey are protected from
becoming victims of phishing attacks through
proactive takedowns.

FinTech

Top vertical most often targeted by phishing
attacks

The Digital Industries Commonly Targeted by Phishing Attacks

Attacker
. Common Platforms
Objective
To distribute malware and 9 » @
Social Media /IM steal the social media login
credentials of individuals. 'f @

To steal the corporate email
credentials to gain an initial N1
foothold to the victim's

communication channels.

To benefit from the popularity

of the well-known brands and 93\5'&
steal the credentials of

consumers/companies and

other personal info (PII) for using

in fraudulent e-shopping

activities.

Cloud / Webmail

N%

E-commerce | Retail

With Turkey having a mobile-first
young population increasingly
penetrating financial apps, attackers'
FinTech | Banking objective is to steal the login
accounts of individuals/ businesses
for financial gain or use them in
illegal transactions.
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Critical Asset Exposures & Vulnerabilities

In the last days of 2021, a new highly-critical vulnerability in the widely used Java logging library
(CVE-2021-44228 dubbed #log4shell), Log4j 2, impacted a sheer number of enterprise software
applications with dependencies, including security appliances. Attackers immediately began
scanning the internet for finding and exploiting this flaw, which is incredibly easy.

Ransomware gangs such as Khonsari and APT groups are also exploiting this vulnerability. While
the SOC teams are working hard to detect the vulnerable hosts, SOCRadar Analysts recommend
that organizations in Turkey not overlook other well-known vulnerabilities on the internet-facing
hosts known to be exploited.

Internet-facing hosts at risk in Turkey | CVE ID | CVSSv3

(The most commonly exploited vulnerabilities are listed only.)

#ProxyShelltUnauthRCEvulnerability

197 4. Microsoft Exchange Serve* CVE-2021-31206 | CVSS:9.2

-|9O VIR VE R CVE-2021-21985 CVSS: 9.8

#vSphere #PreauthRCEvulnerability

110 F5BIG-IP TMUI CVE-2020-5902 | CVSS:10.0

#F5Networks #RCE

S5 Palo Alto Networks VPN CVE-2021-3064 | CV55:9.8

#GlobalProtect #RCE

Other Critical Findings

=) 47354 28,000

= |
Exim Mail Server Open RDP 3389

1262 254 -

CVE-2014-0160 CVE-2019-0708
#Heartbleed #BlueKeep

[ .'_é-'). SHODAN
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Using leaked credentials is one of the most effective initial access vectors leveraged by threat
actors. Credentials belonging to VIPs are beneficial for BEC attackers. Over the last year,
SOCRadar discovered more than 1 billion exposed login data with plaintext passwords by
monitoring dark web forums and marketplaces.

When password reuse merges with the lack of 2FA mechanisms, the result can be devastating.
Attackers, including ransomware actors, continuously look for easy-to-obtain digital identities to

gain an initial foothold into the victim network. Following are the statistics about the current risk
situation of Turkey.

January
February
March
April

VEY Month-over-month
June number of detected
July credentials
August related to TURKEY in
September 2021
October
November

Decembe

"0 1,000,000 2,000,000 3,000,000

41.4K IMillion

Turkish bots for sale Total bots for sale

"Genesis and 2easy" Black
markets are the dark web
underground avenues for

_ threat actors to buy digital
) _ identities of the bot devices
Genesis . .
infected by info stealer
0 5,000 10,000 15,000 20,000 25,000 malware such as RedLine, 2%
of which are from Turkey.

2easy
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A 5.2 Million

«s+++  Total leaked credentials

G
Country code TLDs: com.tr | gov.tr | org.tr | mil.tr | net.tr

. 108.169

m Leaked credentials from
government agencies

2020

47M In 2021 alone, SOCRadar

has discovered 5.2
million stolen
credentials related to
Turkey, which added up
to a total of 4.7 million
credentials found in
2021 2020.

WAV

DDoS | Risk-to-others

The global internet ecosystem is highly connected and vulnerable to disruptive DDoS attacks.
Attackers leverage this connectivity with protocol dependencies for amplifying disruptive DDoS

attacks against enterprises of all sizes, causing financial losses and outage of services affecting
the whole internet ecosystem.

DDoS attacks can be challenging to stop; however, a collective "risk-to-others" mindset can help
us all mitigate the global-level risks. Based on the global risk condition dataset provided by
Cyber Green Initiative, Turkey can generate ~31Tbit/sec DDoS traffic, ranking #27 globally.
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Global heatmap view
of total potential
DDoS bandwidth by
country

Data source: 'CgbefGFGEﬂ

Bandwidth Amplification

Protocol
Factor

DNS 28 to 54

SNMPv2 6,3
SSDP 30,8
CHARGEN 358,8
NTP 556,9

31 TBit/Sec

Turkey | Total DDoS Potential

QLA 9,645 48,595

Open Recursive DNS Open SNMP Open NTP

92 1,043

Open CHARGEN Open SSDP
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SOCRadar platform is an all-in-one solution that provides "
Extended Threat Intelligence, Digital Risk Protection, and ;
External Attack Surface Management . Its false-positive free '
platform helps companies proactively defend themselves

against cyber incidents. SOCRadar is empowered with
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