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TOTAL NUMBER
OF DARK WEB
POSTS 308

Top Mentioned
Industries

 (H1 2023)

Monthly
Change
 (H1 2023)
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Threat
Landscapes
of The Posts

 (H1 2023)

Top Attacked
Industries

Number of Posts Related to Ransomware Groups in Dark Web 

Most Active Ransomware Groups
Attacking Indonesia

 (H1 2023)
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THREAT ACTORS 
BASED IN INDONESIA

GET A FREE DARK WEB REPORT
FOR YOUR ORGANIZATION 

RECEIVE A FREE REPORT

SOCRadar, the early warning system for information security, analyzes thousands 
of dark web resources daily, including hacker forums and social channels. 

Country of Origin:

Bjorka is a hacktivist known 
for high-profile attacks on 
the Indonesian government, 

private sectors, and critical 
infrastructure.

Believed to be
Indonesian

Bjorka Motivation:
Political, Financial, and possibly 
Ideological

Target  Countries:
Primarily Indonesia (potential 
international reach unconfirmed)

Target Sectors:
Government, Healthcare, 
Immigration-related Services, and 
Individual Personal Data

Attack Type:
Hacking, Data Leak, Selling Information 
on the Dark Web, Social Engineering

Characteristics of Bjorka

Leaking sensitive information
Selling data on the Dark Web

Motivation:
Financial Gain

Target  Countries:
United States, United Kingdom, Italy, 
Spain, Austria, France, Germany and 
Australia

Target Sectors:
Education, Manufacturing, Government, 
Technology, Professional Services

Attack Type:
Ransomware-as-a-service (RaaS), Data 
Exfiltration, Double Extortion

TTPs
Country of Origin:

Big Head, emerging in May 
2023, is ransomware with 

multiple variants, possibly 
linked to Indonesia. The 
actor has been observed 

engaging with victims via 
email and Telegram.

Indonesia

Big Head
Ransomware

Bjorka

Big Head Ransomware

Phishing:

Data Encrypted for Impact:

Exfiltration Over C2 Channel:

T1566

T1486

T1041

Country of Origin:

Bjorka is a hacktivist known for high-profile attacks on the Indonesian government, private sectors, and critical infrastructure.

Believed to be
Indonesian

Bjorka
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https://socradar.io/labs/

