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TOTAL NUMBER W ¢
OF DARK WEB g 2
posts 308 — S

- *

80

(=2}

Monthly

0
Change | I I I I
(H12023) L} 20
; i
Jan Feb

e March  April May June July

Top Mentioned
\ ¢ Industries

(H12023)
/ Public Administration

Educational Services

25,2%

Other Services (Except Pub. Adm.)

Information and Telecom. Tech.

Finance and Insurance

Health Care and Social Assistance
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Target Attack Buying
Hack 0,32% 0,32%
Announcement
T h re at 5,84% | Partnership/Cooperation
ﬁ ‘\ /Offer

Landscapes o
of The Posts e
Sharing
7110%

Number of Posts Related to Ransomware Groups in Dark Web

Educational Services 6,67%

Transportation 6,67%
Professional, Scientific, and
Top Attacked
Public Administration 6,67% o p a C e
Industries

Finance and Insurance
(H12023)
Manufacturing

Mining 33,33%

Most Active Ransomware Groups Share Type

Attacking Indonesia

(H12023)

47%

20,00% Data
, Exposed
15,00%
10,00%
IR R RER1N
0,00% » 53%

& & Victim
Announcement
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THREAT ACTORS
BASED IN INDONESIA

Motivation: Target Sectors:
Political, Financial, and possibly Government, Healthcare,
Ideological Immigration-related Services, and
Individual Personal Data
Target Countries:
Primarily Indonesia (potential Attack Type:
international reach unconfirmed) Hacking, Data Leak, Selling Information
on the Dark Web, Social Engineering
Bjorka is a hack s . . .
R A CIEEE G 2
rivate sectors, and critical
P erastoucrure.  Leaking sensitive information
« Selling data on the Dark Web
Bjorka
Motivation: Target Sectors:
Financial Gain Education, Manufacturing, Government,
Technology, Professional Services
Target Countries: Attack Type:
United States, United Kingdom, Italy, Ransomware-as-a-service (RaaS), Data
Spain, Austria, France, Germany and  Exfiltration, Double Extortion
Australia
o Origin: Indonesia
Big ﬁHea_d, emerging in _May TTPS
mlcistoRAE R 2 Phishing: T1566
linked tro Indot e
A ot Data Encrypted for Impact: T1486
email and Telegram.
Exfiltration Over C2 Channel: T1041 Big Head Ransomware

GET AFREE DARK WEB REPORT
FOR YOUR ORGANIZATION

SOCRadar, the early warning system for information security, analyzes thousands
of dark web resources daily, including hacker forums and social channels.

L} RECEIVE A FREE REPORT



https://socradar.io/labs/

