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In the first quarter of 2024, the aviation
industry faced a multifaceted array of
cybersecurity threats that highlighted its
vulnerabilities and cybercriminals' persistent
sophistication. This report delves into
detailed incidents detected and analyzed
through SOCRadar’s comprehensive
monitoring of hacker forums, Telegram
channels, and dark web platforms.

Our findings underline the prevalent types of
attacks and the significant focus on specific
carriers and infrastructure, underscoring the
pressing need for advanced security
measures and proactive threat intelligence in
the sector.




The analysis of cybersecurity incidents in Q1 2024 reveals a
disconcerting landscape of threats targeting the global aviation
industry. We observed that:
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Types of Attacks in Q1 2024 Incidents

 Distributed Denial of Service (DDoS) Attacks: Representing
the most frequent type of incident, DDoS attacks constituted
50% of all reported cases. These attacks disrupt services and
operations, causing significant downtime and financial losses.

» Data/Database Breaches: Comprising 22.5% of the incidents,
these breaches involved unauthorized access to sensitive data,
affecting both operational security and consumer privacy.

e Access Sales: Amounting 15% of the total, this category
highlights a troubling trend in the sale of initial access to
systems, which can lead to further breaches and exploitation.

 Ransomware Attacks: Making up 12.5% of the incidents, these
attacks continue to pose a severe threat by encrypting critical
data and demanding ransom, reflecting cybercriminals'
continued focus on monetizing their intrusions.
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In the first quarter of 2024, cyber threats to the aviation industry were distributed unevenly

across various nations, each experiencing different levels of cyber risk. Here is a breakdown
expressed as a percentage of total incidents, coupled with insights into possible motivations
behind these attacks:

Target Countries for the Aviation Industry in Q12024
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Target Countries for the Aviation Industry in Q1 2024

Highly Targeted Nations: The United States and the United Arab Emirates, with about 16% and 14%
of incidents, respectively, are prominent targets. Their extensive air traffic, high economic stakes,
and geopolitical significance make them attractive for both financially and politically motivated
attacks. The high percentage reflects a mix of opportunistic breaches aimed at financial gain and
strategic attacks possibly linked to Islamic-oriented or pro-Russian hacktivist threat actors.

Moderately Targeted Nations: Germany, China, and Malaysia, each accounting for about 6% of the
incidents, and Kuwait and the Netherlands at 4% each, also indicate targeted motives. Economic
espionage and competitive intelligence gathering are likely incentives, especially in countries with
advanced technological infrastructures and substantial commercial traffic.

Rarely Targeted Nations: Including countries like Brazil, Slovenia, and Luxembourg, each at about
2%, these incidents, though less frequent, might be exploratory in nature or tests for broader
campaigns. The impact, even from single incidents, can be significant, suggesting that no nation is
truly immune. The low frequency does not diminish the potential severity and disruptive capabilities
of these attacks.

socradar.io 5



socradar.io

Let's delve into the significant Data/Database claims detected by the
SOCRadar Dark Web Team. This section explores various allegations and
incidents involving data access and breaches within the aviation industry, as
uncovered on dark web platforms.

Alleged Database Leak at Los Angeles
International Airport Affects Private Plane Owners

Los Angeles International Airport Database, Leaked - Download!
by IntelBroker - Friday February 23, 2024 at 12:59 PM

Hello BreachForums Community
Today, I have uploaded the database belonging to LAX, enjoy reading!

LAX

BreachForums Operative

MODERATOR

. In February 2024, a user by the name of "kwillsy" breached a database belonging to Los Angeles International Airport. The same hacker proceeded to steal confidential user data of private
= plane owners.
[k k ki i G A
View All Compromised User Data: Full names, Email Addresses, Company Names, Plane Model Numbers, CPA Numbers.
Sample!

IntelBroker claiming to have leaked LAX data

On February 23, The SOCRadar Dark Web Team reported a post on a hacker
forum where the notorious threat actor, IntelBroker, announced an alleged
database leak concerning Los Angeles International Airport (LAX). According to
IntelBroker, the leak occurred earlier in February 2024 and was orchestrated by
a different threat actor, specifically targeting private plane owners.

The breach reportedly compromised about 2.5 million records. The stolen
information includes full names, CPA numbers, email addresses, company
names, plane model numbers, and tail numbers. This breach underscores the
significant privacy risks facing the aviation sector.

Database Los Angeles International Airport
S Sunday March 31,2024 at 04:36 PM

prise 300§

telegram
! PHP Code:

The post that shared on March 31


https://socradar.io/dark-web-profile-cyberniggers/

IntelBroker's claim garnered considerable attention across various platforms,
including other dark web forums. Further complicating matters, the data was
later republished and resold by other threat actors, treating it as a new breach.
For instance, a post dated March 31 attempted to sell this data for $300.

J) INreatr Hunung -

A All Results

Target Countries for the Aviation Industry in Q1 2024

Research conducted using the SOCRadar with a
sample email address from the leaked data, revealed that the information was
also disseminated across Telegram channels. This incident highlights the
aviation industry's growing appeal to cybercriminals and the ongoing
challenges in protecting sensitive information.
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Alleged Sale of Kuwait Airways Passenger Data
Detected on Hacker Forum

KUWAIT AIRLINES 600K PERSONAL DATA

Alleged Sale of Kuwait Airways’ passenger data

On March 24, SOCRadar analysts detected a post on a popular
Russian-speaking hacker forum, where a threat actor claimed to be selling a
database of 600,000 Kuwait Airways passengers. The asking price for the data
is set at $2,000. The claimed database purportedly contains extensive personal
details including member titles, names, marital status, job titles, dates of birth,
gender, email addresses, nationalities, Kuwait national IDs, passport numbers
with expiry dates, phone numbers, addresses, and other sensitive information
related to the airline’s frequent flier program. Additionally, the database is said
to include 150,000 passport numbers and detailed information on family
members

On March 11, the hacktivist group SiegedSec
announced via their Telegram channel that
they had allegedly infiltrated AirAsia's

systems and obtained 2.2 GB of data. The
compromised data reportedly includes
source code and hardcoded credentials.
Alongside their claim, SiegedSec provided a
link which allegedly contains the stolen files.

meow :3

we've successfully gained access to 2.2GB of source code
and files from the largest low-cost carrier in asia, AirAsia.
these files contain hardcoded credentials, fun sourcey
codez, and more :D

“Sitting at the top, got no plans on leaving
So when it comes to you, you always gon' be beneath me”

we'll delete this post if AirAsia gives us free private flights
to the United States of America, we heard they love
SiegedSec over there *-*

LEAK: https://mega.nz/folde

SiegedSec’s statement

socradar.io 8



) -Ransomware Group-

Motivation: Hacktivisim

Target United States, Colombia,
Countries: Mexico, India, Russia, China,
Belgium, Italy, Taiwan

A\ frwkgg Target Public Administration,
A 4‘ ﬁﬂ oy Sectors: Information, Finance,
(’ ( G/ s Professional Services,
N TN j)“?’ \/ﬁ Manufacturing, Retail
. | !;" ‘ A'/,'/“ W 4! W/
S v ¢ A

Attack Type: XSS, SQL Injection, Use of
Automated Tools, Exfiltration,
-TTPs- Data Leak

Country of Origin: Unknown

SiegedSec is a Hacktivist
group that has been actively
targeting governmental
organizations and leaking
their sensitive data since
April 2022.

Active Scanning: T1595

Exploit Public-Facing Application: T1190

Exfiltration Over Web Service: T1567

[ I I N N I N N I N I O I I

SiegedSec’s Threat Actor Profile Card

For further analysis and threat feed, check out our blog post about SiegedSec.

Customer Database of Aerolineas Argentinas
Allegedly Leaked

ARGENTINA AIRLINES Leaked, Download!
- Tuesday February 20, 2024 at 02:49 AM

ARGENTINA AIRLINES Leaked, Download!

L ¥
| Lines: 43,982
' -i | Site:aerolineas.com.ar
or 3

41 Tarj

A screenshot from the hacker forum where the threat actor claims to have leaked a
customer database from Aerolineas Argentinas

On February 20, SOCRadar detected a post on a hacker forum claiming that a
customer database of Aerolineas Argentinas had been leaked. The threat
actor's post titled "ARGENTINA AIRLINES Leaked, Download!" mentions the
database containing 49,982 records from the site aerolineas.com.ar.

The data allegedly includes detailed customer information such as emails,
phone numbers, ticket numbers, travel routes, payment details, and more.

socradar.io
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In recent investigations, a concerning trend has been observed within the
aviation sector, highlighting an increase in the listings for unauthorized access
to systems and databases on various hacker forums and Telegram channels.
This growing threat poses a significant risk to the security of airlines, airports,
and related infrastructure, underscoring the urgent need for heightened
vigilance and enhanced protective measures throughout the industry.

[ 4 Full Access] US Airline company with 500m$ revenue - Become the CEO for 1k
W mee - Sunday January 14,2024 at 04:41 PM

—— Country: USA
Revenue: >$500 Million
Access type: Cirix admin (74 devices)
Price: $200
Price: 1800 USD
Currency: XMR
_—TL T

The hacker forum post offered unauthorized Citrix access to an major American airline

On January 14, The SOCRadar Dark Web Team discovered a post on a hacker
forum where a threat actor claimed to offer unauthorized Citrix access for sale.
This access, allegedly linked to a major American airline with revenues over
$500 million, reportedly includes administrative privileges on 74 devices, with
an asking price of $1,800 USD. The specific airline was not named in the post.

ROOTK1T ISC CYBER TEAM Further complicating the security
- landscape, another post was
detected by The SOCRadar Dark
Web Team on March 14. This time,

the threat was found on a

EEEE 111

https://government.malaysiaairlines.com ‘ I Telegram Channel, Where a threat
- e group allegedly clglmed to have
PASSWORD: Sy e obtained unauthorized access to
ID: @water.gov.my email accounts associated with
e VEIEVSER L EIE

ID: @arkib.gov.my compromised information is said to
PASSWORD:

include sensitive login details for

various Malaysian government
email domains, along with their

1D: @bheuu.gov.my .

PASSWORD: corresponding passwords.

ID: p@mod.gov.my
PASSWORD: =

"Security Is Just An lllusion, Privacy Is Just Another Illusion”
F*ck Society & The System!
We Are ROOTK1T Will Be Anywhere Anytime!

The Telegram post claimed unauthorized
access to Malaysia Airlines email accounts
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SOCRadar Dark Web News

SOCRadar's Dark Web News feature is a crucial tool for organizations looking to
stay informed about the latest cybersecurity threats emerging from the dark
web. This feature provides users with timely updates and detailed reports on
hacker activities, discussions, and trends within deep and dark web forums,
including channels on platforms like Telegram.

By leveraging this information, businesses can gain a deeper understanding of
potential threats and adapt their security strategies accordingly. SOCRadar's
Dark Web News acts not only as a surveillance tool but also as a strategic

asset, helping companies anticipate and mitigate risks before they manifest into
significant security breaches.
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The aviation industry faces threats from cyber actors, driven by both financial
and political motives. Among these, politically motivated actors are particularly
active, employing tactics like DDoS and website defacement. These groups
operate globally, utilizing platforms like Telegram to coordinate their attacks
against the aviation sector.

SYLHET GANG-5G

Stuttgart Airport W W
https//www.stuttgart-airport.com/?cl=en
https://check-host.net/check-report/14608e97k1e0

#
#

i d o m
Announcement of Sylhet Gang - SG

socradar.io

According to SOCRadar's Dark
Web News module, an
Islamic-oriented Asian group
known as Sylhet - Gang SG
allegedly claimed to have
disrupted the website of
Stuttgart Airport in Germany
with a DDoS attack on
January 4. The group's claim
was broadcast on its Telegram
channel.
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Anonymous Collective

I The cyber assault continues. We will not stop until UAE
stops the normalization of its relations with Israel.

W UAE official airport website offline.
3¢ https://www.dubaiairports.ae/
Check

Anonymous Collective’s statement

Similarly, on February 12, a group calling itself Anonymous Collective
reportedly claimed to have targeted Dubai Airports in the United Arab
Emirates with a DDoS attack. These claims were also made on their
Telegram channel.

Threat Groups such as Sylhet Gang - SG and Anonymous Collective,
particularly during the have been active as
pro-Palestinian hacktivists, allegedly carrying out cyber attacks. The
aviation industry remains a high-profile target amidst these geopolitical
tensions.

SOCRadar's monitoring tools continue to track these and other cyber

threats, providing insights from dark web forums, Telegram channels, and
other platforms monitored by SOCRadar Dark Web Team.

socradar.io 13
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Recent findings from SOCRadar reveal that 12.52% of dark web incidents
related to the aviation industry were ransomware attacks. Despite the FBl's
ongoing Operation Cronos targeting the notorious LockBit ransomware group,

LockBit remains active and prominent, continually updating its victim list.
Notably, it ranks first among groups targeting the aviation sector.

willislease.com x

WLFC

n has been a ploneer and provider of aviation services for aver 45 years. Launched by founder Charles WAlls with the then new and radical idea to lease jet engines fo
fonger period of time than any independent competitor. We offer one of the broadest product lines in the industry, including engine types from all major manufacturers, le

mmercial alines, WLFC has since purchased, leased, and sold more
terms to meet any operational need, engine pools and engine financing,

Willis Lease Finance

engines in more countr
Sale leasebacks, forward purchases, finance leases and engine As a pioneer 7 ‘sharing pools, our North American CFMS6-7B Engine Sharing Pool provides services for more than 600 arcraft and continues 1o be the market feader.

SITE:
W wilislease.com
wwwewitc.global

ADDRESS:

4700 Lyons Technology Parkway
Coconut Creek, Florida 33073 USA
el

ALL DATA SIZE: 910gh
1. CompanyFolders

2. Execulive

3. Finance-Accty

4. Human-Resources

5. Customers

6. Personnel

7. Users Shared Folders, Documents
8. Confidentiaity & Nondisclosure: AQrs
and efc

Black Basta’s announcement

Among other ransomware groups focusing on the aviation industry are
Black Basta, BianLian, and Slug. On February 12, Black Basta claimed a
significant breach by adding Willis Lease Finance Corporation to its victim
roster, asserting infiltration into their systems.

NN | EAKED DATA

UNTIL FILES

PUBLICATION Furthermore, on February 13,
LockBit announced on their
dark web platforms that they
had successfully infiltrated
the systems of Silver
Airways.

FILES WILL BEPUBLISHED |

15006h47m00s

LockBit’s statement
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Conclusion

The first quarter of 2024 has underscored the persistent and evolving threats
facing the global aviation industry. From sophisticated DDoS attacks to
intricate data breaches and ransomware infiltrations, cybercriminals continue
to target critical infrastructure with increasing precision and malice. The
incidents detailed in this report, ranging from the extensive data leak at Los
Angeles International Airport to the sale of sensitive Kuwait Airways passenger
information, highlight a crucial junction for cybersecurity within the sector.
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SOCRadar Supply Chain Intelligence

To effectively address these challenges, the aviation industry must leverage
advanced threat intelligence sources like SOCRadar's XTI platform. This
platform provides an extended cyber threat intelligence solution, incorporating
External Attack Surface Management (EASM) and Digital Risk Protection (DRP)
to bolster defenses. Specifically, the Supply Chain Intelligence module offers
real-time updates on vendors, which is crucial for managing and mitigating
risks associated with third-party entities.
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Who is SOCRadar’ ?

SOCRadar provides Extended Threat

Intelligence
combines: "Cyber Threat Intelligence, Brand Protection, External
Attack Surface Management, and Dark Web Radar Services."
SOCRadar provides the actionable and timely intelligence context in

Your Eyes Beyond

(XTI) that

Trusted by
companies
countries

you need to manage the risks in the transformation era.

SOCRadar's fusion of
its unique Dark Web recon technology with the
human analyst eye further provides in-depth
insights into financially-targeted APT groups
and the threat landscape.

Enhance your fraud
detection mechanisms with automation speed
by identifying stolen credit card data on
popular global black markets, carding forums,
social channels, and chatters.

Scan millions of
data points on the surface, deep and Dark Web
to accurately identify the leakage of your
customers' Personally Identifiable Information
(PIl) in compliance with regulations.

Achieve  digital
resilience by maintaining internet-facing digital
asset inventory. Significantly accelerate this
process by automated discovery, mapping,
and continuous asset monitoring.

GET ACCESS FOR FREE k

MEET THE NEW MOBILE APP

Access threat intelligence, act on-the-go, and be instantly notified of new threats.View
alerts, breaking Dark Web news, and new ransomware attacks

Gartner.
Peer

GET IT ON
" Google Play
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