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Public administration is the most targeted industry in MEA, accounting for 14,91% of
all posts on Dark Web forums monitored by SOCRadar. The retail trade industry takes
second place with 8,92% of the posts, while the information sector ranks third with
8,09% of all Dark Web forum posts.

Israel was the most targeted country in MEA, accounting for 35.43% of all Dark Web
posts. The United Arab Emirates was second, with 13.55% of the posts targeting it.
Pakistan came in third, with 10.11% of the posts targeting Spanish organizations.

Threat actors targeting MEA mostly shared the product of their illicit activities. The
“Sharing" category is in first place, comprising 44,75% of all posts from Dark Web
forums. The "Hack Announcement" category follows with 30,40% of the posts. In
third place is "Selling," which accounts for 24,39% of the posts.

Ransomware groups most targeted the information industry in MEA, accounting for
14.49% of all attacks. The manufacturing industry took the second spot with 13.04%
of the attacks, while Professional, Scientific, and Technical Services ranked third
with 8.7%.

The United Arab Emirates was the most targeted country in MEA by ransomware
groups, with 21,57% of the attacks targeting organizations there. Israel was in second
place, suffering from 13,73% ransomware attacks. Iran ranked third, targeted by
9,80% of the ransomware attacks.

Our analysis shows that LockBit 3.0 was the most active ransomware group targeting
MEA, responsible for 31.7% of all attacks. Hunters International was the second most
active group, accounting for 5.2% of the attacks. In third place, GhostSec appeared,
responsible for 5% of all ransomware attacks on regional organizations.

The Information Services industry in the MEA region faced the most phishing attacks,
with 17,02% of the total attempts. The retail industry was second with 15,6% of the
attacks, and Telecommunications was targeted with 14,89%.

Tunisia had the highest presence of stealer logs in the MEA region, with 24.71% of
logs linked to individuals from there. Iran followed, with 10.29% of stealer logs
associated with users from the country, while Kuwait ranked third, with 7.59% of logs
originating from there.
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Technical Details

Industry Distribution of Dark Web Threats
» Dark Web Threats - Distribution by Industries

Public Administration
Retail Trade
Information

Educational Services

Electronic Shopping
and Mail-Order

Finance and
Insurance

Professional Scientific _
and Technical
Commercial Banking _
Telecommunications _
Other Services (except _
Public Administration)

0,00% 5,00% 10,00% 15,00%

Public administration is the most targeted industry in MEA, accounting for 14,91% of
all posts on Dark Web forums monitored by SOCRadar. The retail trade industry takes
second place with 8,92% of the posts, while the information sector ranks third with
8,09% of all Dark Web forum posts.
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Distribution of Dark Web Threats by Primary
Target Country

» Dark Web Threats - Distribution by Target Country

Israel
United Arab Emirates

Pakistan

Saudi Arabia |G 59%
Islamic Republic of Iran -
Iraq - 2,45%
Palestinian Territory - 2,12%
Qatar [ 2,05%

Bahrain [ 1,52%

0,00% 10,00% 20,00% 30,00% 40,00%

Israel was the most targeted country in MEA, accounting for 35,43% of all Dark Web
posts. The United Arab Emirates was second, with 13,55% of the posts targeting it.
Pakistan came in third, with 10,11% of the posts targeting Spanish organizations.
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Distribution of Dark Web Threats by Threat
Categories

» Dark Web Threats - Distribution by Threat Categories

Sharing

Hack
Announcement

Selling

0,00% 10,00% 20,00% 30,00% 40,00% 50,00%

Threat actors targeting MEA mostly shared the product of their illicit activities. The
"Sharing" category is in first place, comprising 44,75% of all posts from Dark Web
forums. The "Hack Announcement" category follows with 30,40% of the posts. In
third place, there is "Selling," which accounts for 24,39% of the posts.
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Distribution of Dark Web Threats by Threat Type
» Dark Web Threats - Distribution by Threat Type

Data / Database
Website
Access -
Vulnerability I 1,65%
other | 0,60%

Tools / Service I 0,38%

0,00% 20,00% 40,00% 60,00%

When examining the type of information published on Dark Web forums, databases
take the top spot, accounting for 51,18% of all posts. The second most popular type of
information that threat actors share is related to website information (defacements,
DDoS attacks, etc.), comprising 33,86% of the posts. Lastly, posts related to access
information (sales, shares, etc.) make up 12,31%.
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The Alleged User Database of Boutigaat is Leaked

Boutigaat.com Database - 3 Million Users - Kuwait
- Wednesday October 9, 2024 at 15:31

hello everyone
ﬂ today we have Boutigaat.com leaked db for you to download
0

Operator of an e-commerc ecosme( s platform bast d H awalli, Kuwait. The compai y virtual bout (q alloy wso ial media influencers to add their favorite products,
nabling fans and other customers to easily browse through these curated select 1p oducts and ease the buying process.

In a post published on a Dark Web forum, a threat actor claimed to possess and leak
the user database of Boutigaat, a prominent e-commerce platform headquartered in
Kuwait. The forum post, which SOCRadar detected, alleges that the compromised data
includes personal information of approximately 3 million users.

Alleged Database of the Minister of Education of Jordan is on Sale

R In a recent post on a Dark Web
forum, a threat actor claims to
have obtained and is selling a
database allegedly linked to the
Ministry of Education in Jordan.
The post, detected by SOCRadar,
details that the dataset contains
o sensitive information about

ot individuals and has 155,000 rows
2 uyer (oniy X0 of data from 2024.

'

The threat actor has put the data up for sale exclusively in Monero (XMR), a
privacy-focused cryptocurrency, and has stated that they will only deal with three buyers.
The price is not fixed but will be negotiated, with the actor offering to use an intermediary
to facilitate the transaction.

The database is claimed to include several CSV files containing a wide range of personal
details, such as national IDs, birthdays, gender, names, and even educational institution
information. The threat actor shared sample data structures from the files to demonstrate
the types of information allegedly contained in the dataset.
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The Alleged Hack Announcement is Detected for Israeli Systems

ISRAEL Breach
- Sunday September 15, 2024 at 07:10 AM

BY:
. Bingo!!
lsraelwnoy nt to play with us !?
- (o]

Hello Community, thanks for reading and please enjoy the show I
We have hacked seven targets in Israel with a small virus we made 40 days ago, we have already reached things and data that were completely unexpected
Maybe we reached it through governments, clouds, servers, closed-loop networks or companies, who knows 11l
Through this breach and the data we got, we saw what Israel is doing, its influence and its dirty plans to control and humiliate nations, not only Arabs and Muslims, but also Christians and
other peoples and sects.
We really have a lot of dirty documents and many countries are involved in supporting Israel with money, weapons, safety, technology and intelligence , and the most prominent of these
countries are: USA, UK, KSA, UAE.

We are not a religious group or political group, we are like any hacker who wants to have fun and make money. but when we looked at the files, we were shocked by the genocide that Israel is
committing against the people of Gaza and its dirty operations that affect all countries..

Yes, we are hackers, but we are human beings with feelings, emotions and we have dignity, and our conscience doesn' allow us to remain silent about this

In order not to bother you with too many details, we will mention some of the data we have that is classified as highly confidential, including
- Documents and contracts of secret meetings and invitations with companies and governments with (Egypt, Turkey, Morocco, Jordan, Azerbaijan, Taiwan, Ukraine, France, America, Britain,
Saudi Arabia, Emir: many other countries.)
- Reports on organizations operating in several countries under the name of huma rganizations, but in reality they are subordinate to Israel, and most of their business is
concentrated in and around the Middle East, such n, Syria, Iraq, Lebanon, Pakistan, Azerbaijan and others.
- Diplomatic and lations with countries.
- Defense and war technologies, studies and strategies.
- Airports and ports

In a recent post on a Dark Web forum monitored by SOCRadar, a threat actor claims to
have carried out a significant cyberattack targeting multiple Israeli systems.

The threat actor claims to have access to confidential documents from 1980 to the
present. According to their post, the compromised data includes reports on secret
meetings, defense systems like Israel’s Iron Dome, diplomatic relations, and even highly
detailed military intelligence regarding Israel's borders and weapons stockpiles.

The threat actor has offered to sell the data to specific adversaries of Israel, including
Hamas, Hezbollah, and Iran, among others, for a substantial sum, demanding payment
in Monero (XMR) cryptocurrency.

While these are serious allegations, it is essential to highlight that the threat actor's
claims remain unproven.

] ]

The Alleged User Databa

You can learn about the latest Dark Web developments with

SOCRadar’s Dark Web News page revolutionizes how you stay
informed. It's not just an information aggregator; it's a sophisticated filter, meticulously
separating the signal from the noise.
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Distribution of Ransomware Attacks by Industry

» Ransomware Attacks - Distribution by Industry

Information

Manufacturing

Professional Scientific and
Technical Services
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Finance and Insurance

Educational Services

Wholesale Trade

Software Publishers - 0,90%

0,00% 5,00% 10,00% 15,00%

Ransomware groups most targeted the information industry in MEA, accounting for
14,49% of all attacks. The manufacturing industry took the second spot with 13,04% of
the attacks, while Professional, Scientific, and Technical Services ranked third with 8.7%.
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Distribution of Ransomware Attacks by Primary
Target Country

» Ransomware Attacks - Distribution by Target Country

United Arab
Emirates

Israel

Islamic Republic of
Iran

Egypt
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Tunisia
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Jordan
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The United Arab Emirates was the most targeted country in MEA by ransomware
groups, with 21,57% of the attacks targeting organizations there. Israel was in second
place, suffering from 13,73% ransomware attacks. Iran ranked third, targeted by 9,80%
of the ransomware attacks.
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Top Ransomware Groups Targeting MEA Region

» Top 3 Ransomware Groups

LockBit 3.0
31,7%

Other
58,1%
Hunters International
5,2%
GhostSec
5,0%

Our analysis shows that LockBit 3.0 was the most active ransomware group targeting
MEA, responsible for 31,7% of all attacks. Hunters International was the second most
active group, accounting for 5,2% of the attacks. In third place, GhostSec appeared,
responsible for 5% of all ransomware attacks on regional organizations.
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A Closer Look into The Top 3
Ransomware Groups

LockBit 3.0

) -Ransomware Group-

Motivation: Financial Gain

Target United States, United Kingdom,

Countries: Canada, Europe, Thailand,
Taiwan

Target Manufacturing, Professional

Sectors: Services, IT, Healthcare,
Finance, Education, Legal
Services

Attack Type: Phishing, RDP and VPN access
Exploitation, Ransomware, Data

Country of Origin: Russia e . B q
_TTPs- Exfiltration, Double-extortion

The most successful RaaS
group operating since 2019.
The group is continuously

Exploit Public-Facing Application: T1190

evolving and is highly active Remote Desktop Protocol: T1021.001
in deploying models such as
double-extortion and initial Data Encrypted for Impact: T1486

access broker affiliates.

Threat Actor Card of Lockbit 3.0 Ransomware Group

LockBit 3.0, succeeding LockBit and LockBit 2.0, functions as a
Ransomware-as-a-Service (RaaS) entity.

Since January 2020, LockBit has transitioned to an affiliate-based model,
employing diverse methodologies to target businesses and critical
infrastructure entities. Noteworthy tactics include double extortion and the
utilization of initial access broker affiliates, alongside recruitment efforts
involving insiders and hacker recruitment competitions.

With over 1,500 victim disclosures on the SOCRadar platform, LockBit
emerged as the most active ransomware group in 2022 following Conti's
cessation. As of the first quarter of 2023, they retain their position as the
most prolific group, with over 300 disclosed victims.

You can visit our blog post for more detailed information about the Lockbit
3.0 Ransomware Group.
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https://socradar.io/dark-web-profile-lockbit-3-0-ransomware/
https://socradar.io/blog/
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Hunters International

-Ransomware Group-

Motivation: Financial

AL N
. 2 5 Target US, Europe, Canada, Brazil,
| Countries: New Zealand, Japan
? Target Healthcare, Manufacturing,
Sectors: Automative, Logistics,
Education

Attack Type: Extortion, Encryption

Country of Origin: Unknown
=IPS=
Hunters International surfaced
following the disruption of the
Hive ransomware group by law

Boot or Logon Autostart Execution: T1547.001

enforcement in Q3 of 2023. Obfuscated Files or Information: T1027
Showing substantial technical
SHmlErLiiles, 1 cgpEars D BE Data Encrypted for Impact: T1486

a successor or offshoot of
Hive.

Hunters International emerged in the cyber landscape around the time law
enforcement agencies disrupted the Hive ransomware group. This new
group, detected in Q3 of 2023, exhibited significant technical overlap with
Hive, suggesting an evolution or offshoot of the dismantled operation.

Hunters International has targeted diverse industries worldwide,
demonstrating a global reach with a strategic focus on maximizing impact
and ransom potential. Their victims span healthcare, automotive,
manufacturing, logistics, financial, educational, and food sectors,
indicating a non-discriminatory approach to exploiting any vulnerable
entity.

You can visit our blog post for more detailed information about Hunters
International.

socradar.io
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https://socradar.io/dark-web-profile-blackcat-alphv/
https://socradar.io/dark-web-profile-hunters-international/
https://socradar.io/dark-web-profile-blackcat-alphv/
https://socradar.io/dark-web-profile-hunters-international/

GhostSec

) -Hacker Collective-

Motivation: Financial

Target US, Europe, China, Turkiye,
Countries: Egypt, Brazil

Target Information Technology,
Sectors: Education, Manufacturing

Attack Type: Double-Extortion, Encryption,

Country of Origin: Unknown Twin Ransomware

-TTPs-
GhostSec, a significant member of The
Five Families hacker collective. Startup TItems: T1037 .005
Supposedly initially linked with
Anonymous and often identified as
vigilante hackers, had taken on the Masquerading: T1036
responsibility of combating extremist
content and activities on the
internet, explicitly targeting ISIS Data Encrypted for ImpaCt: T1486

when they first emerged. But now, a
full-fledged ransomware group in 2024.

GhostSec, a significant member of The Five Families, has garnered
substantial attention with the latest research following their recent twin
ransomware attack with Stormous, another Five Families—affiliated threat
group. Researchers and the group itself allege that this group, supposedly
initially linked with Anonymous and often identified as vigilante hackers,
had taken on the responsibility of combating extremist content and
activities on the internet, explicitly targeting ISIS when they first emerged.

As in their sayings, GhostSec’s initial mission revolved around the
somewhat vague aim of disrupting the online presence and communication
of terrorist organizations like ISIS (Islamic State of Iraq and Syria) and
Al-Qaeda. However, while the group initially appeared neutral in the
Israel-Hamas conflict, they later declared their support for Palestine
against what they perceived as Israel’s war crimes.

You can visit our blog post for more detailed information about GhostSec.
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https://socradar.io/dark-web-profile-blackcat-alphv/
https://socradar.io/reflections-of-the-israel-palestine-conflict-on-the-cyber-world/
https://socradar.io/dark-web-profile-ghostsec/
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https://socradar.io/dark-web-profile-ghostsec/

The Ransomware Victim of KillSec: moi.gov.ly

|4 home contact marketplace «f

moi.gov.ly Data Pay

s Data contains, but is not limited to: Full employers dats (full names, Click here to pay.
interior ministry of Libya. The Ministry is headquartered in Tripoli. national identification numbers, dates of birth, places of birth, email

addresses, passport application details, and other identifying

infornation such as family names and places of residence.

The Ministry of Internal Affairs of Libya (awlll wlsldl &)3)

In the killsec ransomware group website monitored by SOCRadar, a new ransomware
victim allegedly announced as moi.gov.ly

The Ministry of Internal Affairs of Libya (i aus11 5)55) IS headquartered in Tripoli.

While these claims have not been verified, it is crucial to emphasize that these are
allegations made by the ransomware group.

The Ransomware Victim of RansomHub: www.nissan-dubai.com

In the RansomHub ransomware group
website monitored by SOCRadar, Nissan
Dubai was announced as a ransomware
victim.

RansomHub

www.nissan-dubai.com

al B / ba

Nissan Dubai is a leading automotive
company that specializes in selling and
servicing Nissan venhicles in Dubai.

While these claims have not been verified,
it is crucial to emphasize that these are
allegations made by the ransomware

group.
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The Ransomware Victim of LockBit 3.0: Emirates
Telecommunications Group

B MIVERIND Y. S eones LockBit 3.0 ransomware group
allegedly announced Emirates
UNTIL FILES B T'ele.communications.Group as a
victim. The group claimed
m responsibility for a ransomware
PUBLICATION attack on the UAE-based
state-owned telecommunications
company, one of the world's
salat.ae largest mobile network operators,
i o pusLsHED - with millions of subscribers.

EXTEND TIMER FOR 24 HOURS DESTROY ALL INFORMATION DOWNLOAD DATA AT ANY MOMENT

$ 5000 $ 100000 $100000

While these claims have not been verified, the allegations raise serious concerns about
potential data exposure for a major telecommunications company. It is crucial to
emphasize that these are allegations made by the ransomware group.

Explore our newly renovated and gain
comprehensive insights with detailed group profiles, MITRE Visualizer, and actionable
|IOCs. These insights will empower you to stay ahead of evolving threats and enhance
your cybersecurity strategy.

SOCRadar Ransomware Intelligence Search Al a remsocnaw. vl w ereence RO

€3 Do
0, Aok surfoce Management >
) g Risk Protaction
@) s Twestimsiigencs
S
4 Voot neligence
[ —
] s mmeagence
1 Breach Datasets
2 ecrco magince ~
& Threat Feed /10C
T Dok b s
D oo mvecn s

D Mobware Aeciyss )
ransomed
21 Threa tunsg Fudes

3 Oparoonl esigence &
&2 O el T
155 Threcr Acror ineigerca
X Famsomwore Ineligence

& comsairs

B Theor apors
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Stealer Log Statistics: Top Domains in the
MEA Region

Thousands of users' IDs, email addresses, passwords, credit card data, password
hashes, and victim IP addresses were compromised via Stealers from some of the most
popular domains in the MEA region.

The table below lists the domains in MEA with the highest traffic in various parts of the
region.

lequipe.fr e.gov.kw talabat.com cricbuzz.com
education.tn moi.gov.qa moe.gov.om beytoote.com
matchendirect.fr allocine.fr sanjaesh.org donoghte.com
dahaboo.com mytek.tn shobiddak.com bahrain.bh
kora-lives.com tunisianet.com.tn roozaneh.net footmercato.net
clubic.com islamweb.net justgiving.com digikala.com
savefrom.net moi.gov.kw 365scores.com alazhar.edu.ps
opensoog.com paci.gov.kw cafebazaar.ir maannews.net
webteb.com alagsa.edu.ps lingvanex.com Imra.gov.bh
tayara.tn alaneesqgatar.qa edunet.bh uob.edu.bh
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Stealer Logs - Distribution of the Compromised Data

» Stealer Logs - Compromised Data

Total E-mail /
Password (Credentials
Exposed)

Total Password Hash

Total Credit Card 26.600

0 200.000 400.000 600.000

Stealer logs reveal victims' information in plain text, indicating a significant risk for
organizations in MEA. The information in these logs, including employees' data, can be
used to target their workplaces.
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Stealer Logs - Distribution of the Victim Countries

» Stealer Logs - Distribution of Victims' Countries

Tunisia 24,71%
Islamic Republic of °
o 10,29%
L VET
Egypt
Bahrain
0,00% 5,00% 10,00% 15,00% 20,00% 25,00%

Stealers are malware that track and save your activity, including credentials. They
infiltrate your system and compromise sensitive information, which threat actors can
later sell.

Regardless of your organization's size or location, it is crucial to prioritize robust
password management and maintain a secure, organized work environment.
Maintaining strong, unique passwords and securing your digital work environment from
malicious software can significantly reduce the risk of unauthorized access and data
breaches.

Tunisia had the highest presence of stealer logs in the MEA region, with 24,71% of
logs linked to individuals from there. Iran followed, with 10,29% of stealer logs
associated with users from the country, while Kuwait ranked third, with 7,59% of logs
originating from there.
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Phishing Threats Targeting the MEA Region
» Phishing Attacks - Distribution by Industry

Information Services

Retail

Telecommunications

Delivery Services

National
Security&International Affairs

CryptoCurrency & NFT

Transportation&Warehousing

Public Administration

Finance

Arts & Entertainment

0,00% 5,00% 10,00% 15,00% 20,00%

The Information Services industry in the MEA region faced the most phishing attacks,
with 17,02% of the total attempts. The retail industry was second with 15,6% of the
attacks, and Telecommunications was targeted with 14,89%.
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Phishing Attacks - Distribution by Target Country
» Phishing Attacks - Distribution by Target Country

United Arab
Emirates

Morocco

Israel

Oman [IIIINSE0%
Afghanistan [[I1842%
Tunisia -

syria [l] 1,23%

Qatar || 0,92%
Kuwait || 0,61%

Bahrain || 0,53%

0,00% 10,00% 20,00% 30,00% 40,00%

The United Arab Emirates was targeted the most by phishing attacks, with 32,62% of
the attacks compared to other countries in the MEA region. Morocco was in the
second spot, being the victim of 26,8% of phishing attacks. In the third spot, Israel
suffered 13,32% of the phishing attacks.
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Phishing Attacks - Distribution by Phishing Page Title
» Phishing Attacks - Distribution by Phishing Page Title

None

Suivi de colis - 0
Mondial Relay - A

Index of / . 2,13%

Hecho para tien o
todo momento . UL

Bern Region | .
Schweiz Tourismus . 1.42%

Amazon Sign-In . 1,25%

404 Not Found l 1,11%
WA ERFE - &5 0
Ju:ll 0,71%

FHYU R E—ERIZ .
BlLxnchEs | 033%

0,00% 10,00%

20,00%

30,00%

40,00%

50,00%

Our analysis shows the most used pages in phishing attacks. The data reveals a
predominant usage of the “None” page.

socradar.io
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Phishing Attacks - Distribution by SSL/TLS Protocol

HTTP
22,7%

HTTPS
77,3%

When we analyze the protocols used by phishing websites, we see a predominant use
of HTTPS protocols. This is generally done to improve the websites' genuineness.

SOCRadar Labs provides free services such as which helps identify

phishing attacks swiftly. Our Al-powered scans millions
of domain registrations to detect malicious domains and alerts on suspicious activity.

SOCRadar’ Impersonating Domains Saarch. Al e TestsocRadar v w entenomse (L3 (AA)

SOCRadar Brand Protection Module
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https://socradar.io/labs/soc-tools/phishing-radar?utm_campaign=CountryIndustryReport&utm_source=Report&utm_medium=mea24&utm_term=PhishingRadar&utm_content=SOCRadarLabs
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https://socradar.io/labs/soc-tools/phishing-radar?utm_campaign=CountryIndustryReport&utm_source=Report&utm_medium=mea24&utm_term=PhishingRadar&utm_content=SOCRadarLabs
https://socradar.io/solutions/phishing-domain-detection/?utm_campaign=CountryIndustryReport&utm_source=Report&utm_medium=mea24&utm_term=BrandProtection&utm_content=FormSubmissions

DDoS Attack Statistics

The threat landscape was pretty active for the MEA region.

« The peak bandwidth witnessed during a DDoS attack reached 3847,58 Gbps,
highlighting a significant capacity from the cyber threats.

+ The highest recorded throughput during these incidents was 728,40 Mpps.

« Most DDoS attacks lasted 36 minutes on average.

o 787,347 DDoS attacks were recorded, highlighting the high frequency of
cyberattacks and illustrating the general threat landscape for MEA targets.

The numbers above show that the MEA region faces a serious DDoS risk. The attacks
don’t take too long, but the amount of attacks and their size are considerable threats
to organizations.

Attack Vector Number of Attacks (1H 2024)
TCP ACK 251,412
TCP SYN 8,149
TCKRST 42,639
DNS Ampilification 234,626
ICMP 59,874
Enhance your DDoS defense with Our Free DoS

Resilience Service allows you to check your domain’s or subnet's resilience against DoS
attacks, such as slow loris attacks.

SOCRada:

External Threat Assessment
Report

piet

Country Threat Landscape
Report

See SOCRadar in Action

Z@ Get a Demo Now

Industry Threat Landscape
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https://socradar.io/labs/dos_resilience/?utm_campaign=CountryIndustryReport&utm_source=Report&utm_medium=mea24&utm_term=DosResilience&utm_content=SOCRadarLabs
https://socradar.io/labs/dos_resilience/?utm_campaign=CountryIndustryReport&utm_source=Report&utm_medium=mea24&utm_term=DosResilience&utm_content=SOCRadarLabs

Upon reflection of the cyber threat landscape impacting organizations in MEA,
several pivotal lessons and recommendations emerge. These insights, coupled with
the capabilities of SOCRadar, offer a roadmap for enhancing cyber resilience and
preserving operational integrity. The following are the top 5 takeaways from our
analysis:

Maintain vigilance regarding the evolving cyber threat landscape:

The cyber threat landscape is dynamically evolving, as evidenced by the surge in Dark
Web activity related to MEA and the proliferation of ransomware incidents. Organizations
must stay abreast of these developments and adapt their security strategies accordingly.
Leveraging SOCRadar's Cyber Threat Intelligence provides businesses with real-time
insights into emerging threats, enabling them to stay ahead of cyber adversaries.

Emphasize multi-layered security measures:

The diverse range of industries targeted by cyber threats underscores the necessity for
multi-layered security measures. As demonstrated, threat actors do not discriminate
based on industry, necessitating a comprehensive security approach across all
industries, from Information Technology to Public Administration. SOCRadar can support
this effort through proactive threat intelligence and monitoring services.

Maintain vigilance against ransomware:

Ransomware remains a significant threat, highlighting the importance of robust defenses
and response plans. SOCRadar's threat intelligence capabilities enable businesses to
identify potential ransomware threats and develop effective response strategies.

Educate and train employees:

Continuous employee education and training are essential, given the persistent threat of
phishing attacks. Familiarity with phishing tactics and detection methods is critical.
SOCRadar's solutions can assist by identifying potential phishing domains and raising
awareness of the latest phishing techniques.

Ensure defense against Stealers:

Organizations must enhance their defenses against these malicious software.
SOCRadar's advanced threat intelligence aids in detecting and mitigating Stealer
Threats, bolstering the organization's overall security posture. Adopting a proactive,
informed, and comprehensive approach to cybersecurity is paramount. By partnering
with solutions such as SOCRadar, organizations in MEA can fortify their defenses and
effectively navigate the evolving cyber threat landscape.
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Who is SOCRadar’ 2

SOCRadar provides Extended Threat

Intelligence
combines: "Cyber Threat Intelligence, Brand Protection, External
Attack Surface Management, and Dark Web Radar Services."
SOCRadar provides the actionable and timely intelligence context in

Your Eyes Beyond

(XTI) that

Trusted by
companies
countries

you need to manage the risks in the transformation era.

SOCRadar's fusion of
its unique Dark Web recon technology with the
human analyst eye further provides in-depth
insights into financially-targeted APT groups
and the threat landscape.

Enhance your fraud
detection mechanisms with automation speed
by identifying stolen credit card data on
popular global black markets, carding forums,
social channels, and chatters.

Scan millions of
data points on the surface, deep and Dark Web
to accurately identify the leakage of your
customers' Personally Identifiable Information
(PIl) in compliance with regulations.

Achieve  digital
resilience by maintaining internet-facing digital
asset inventory. Significantly accelerate this
process by automated discovery, mapping,
and continuous asset monitoring.

GET ACCESS FOR FREE k

START YOUR PERSONALIZED DEMO

Discover SOCRadar’s powerful tools and easy-to-use interface to enhance cyber
threat intelligence efforts. Schedule a demo with our experts to see it in action, and
we’ll show you what SOCRadar can do.

Start Your Demo
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