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As a major economic hub in the Middle East and a global leader in the
energy sector, Saudi Arabia has emerged as a key target for cyber
threats. The country's growing reliance on digital transformation, driven
by its Vision 2030 initiatives, has significantly advanced its economic
sectors, including oil and gas, finance, healthcare, and technology.
However, this rapid digitalization has also exposed critical
vulnerabilities, posing significant risks to its infrastructure and national
security.

Saudi Arabia faces a persistent barrage of cyber threats from both
financially motivated cybercriminals and state-sponsored actors. These
attackers frequently exploit weaknesses in the country's digital
ecosystem, with notable targets including the energy, finance, and
government sectors. The sophistication and frequency of cyber
incidents have surged, encompassing ransomware attacks, data
breaches, and insider threats. The rise of Ransomware-as-a-Service
(RaaS) has further enabled attackers to launch disruptive campaigns
with minimal technical expertise.

The Dark Web plays a pivotal role in the cyber threat landscape,
facilitating the trade of stolen data, cyber tools, and services. This
clandestine ecosystem gives attackers greater anonymity, allowing
them to coordinate and execute more advanced attacks against Saudi
organizations.

This report analyzes Saudi Arabia's cyber threat landscape in-depth,
combining open-source intelligence with proprietary research. It is
designed to equip public and private sector stakeholders with
actionable insights to enhance their cyber defenses, mitigate risks, and
bolster resilience against evolving threats in an increasingly hostile
digital environment.

To access SOCRadar's 2023 Saudi Arabia report, click here.
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Dark Web Activity: In 2024, 72 distinct threat actors actively targeted
Saudi Arabian entities, making 166 postings on the Dark Web. These
activities primarily focused on selling compromised data and
unauthorized access credentials, emphasizing the critical need for
robust data protection measures.

Retail Trade Under Threat: The Retail Trade sector emerged as the
most targeted industry, accounting for 22.89% of Dark Web activities.
This underscores its strategic importance and susceptibility to cyber
threats.

Ransomware Surge: Saudi Arabia experienced 88 ransomware
incidents in 2024, with attacks increasingly targeting key industries like
manufacturing, information, and construction. This highlights the
persistent focus of ransomware operators on exploiting vulnerabilities in
vital sectors.

Prominent Ransomware Groups: Notorious ransomware groups such
as LockBit 3.0, ClOp, and ALPHYV (BlackCat) dominated the threat
landscape in Saudi Arabia, collectively accounting for most ransomware
incidents.

Stealer Logs Impact: Extensive use of Stealer Logs in 2024 led to the
compromise of sensitive data from high-traffic domains, including 1.8
million email/password combinations and over 57,000 credit card
entries, showcasing the severity of credential-based attacks.

Record-Breaking DDoS Attacks: Saudi Arabia faced unprecedented
Distributed Denial of Service (DDoS) attacks in 2024. The most
significant multi-vector attack utilized 26 techniques and reached a
peak bandwidth of 2 Tbps. This illustrates the growing sophistication
and intensity of cyber threats.



Technical Details

Over the preceding year, SOCRadar's Dark Web Analysts diligently monitored activities
within the Dark Web, identifying notable trends and establishing connections between
Saudi Arabia enterprises and covert threat actors. Throughout 2024, Saudi Arabian
entities encountered a continuous barrage of cyber threats, with various actors
attempting to exploit successful intrusions by trading or leveraging their gains in Dark
Web forums.

SOCRadar observed 166 Dark Web forum posts linked to 72 distinct threat actors
during this period. The Retail Trade industry emerged as the most prominently affected
sector, representing 22.89% of the identified cyber threats during this period. Public
Administration followed, accounting for 17.47%, while Electronic Shopping comprised
16.87% of the targeted industries. The information, finance, and Insurance sectors
accounted for 14.46%, highlighting the critical vulnerabilities in these areas and the
need for enhanced cybersecurity measures.

» Industry Distribution of Dark Web Threats
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» Distribution of Dark Web Threats by Post Type
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provides Saudi Arabian organi-
zations with critical insights into hidden threats targeting their sectors,
including Retail Trade, finance, and Insurance, which have faced significant
risks over the past year. With real-time tracking of underground chatter and
sensitive data exposure, SOCRadar enables proactive defense against Dark
Web threats.

Activate your to safeguard your organization’s most valua-
ble assets.

SOCRadar BlackMarket € Seamh

The Alleged Unauthorized Access Sale is Detected for a
Saudi Arabian EPC Company

07 Oct 2024

An unauthorized access sale was detected in a hacker forum monitored by SOCRadar.
The sale allegedly belongs to a major Saudi Arabian EPC company specializing in Oil
and gas. The seller claims full access to the company's servers and is seeking $15,000
USD in exchange for the access credentials.

Access to the Servers of a Major Saudi Arabian EPC Company in the Oil & Gas Industry
- Saturday December 7, 2024 at 10:46 PM

Hello Community
1 hope this message finds you all in high spirits and ready to engage in some serious
Today, 1 bring to you an opportunity that doesn't c
T'am offering exclusive access to the servers and IT systems of one of the largest P and C¢

business.

One of the top EPC companies in Saudi Arabi significant presence in the Ol & Gas sector.

><
Payment Method: Escrow only. Safety and trust are paramount
Sc
Serious Inquiries Only
1 will only respond to serious buyers.
Don't waste my time or yours.

Inquiries via TOX:

Initial Contact: Send i ccess Inquiry.”
Verification: 1 bilit eed.

e through escrow.
the access details.

e ten
Delivery: Upon suc

Screenshot of the forum post - Unauthorized access sale
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The Alleged Email Data of Saudi Arabian Citizens Are Leaked
06 Dec 2024

SOCRadar's monitoring of a hacker forum has uncovered a potential data breach
targeting Saudi Arabian citizens, with a collection of 1.5 million alleged email
addresses advertised on the dark web. The leaked data, primarily affecting Gulf
region email domains linked to Saudi Arabia, includes examples such as "hlatib.bh,"
"hlayal.com," and "hlbji**e." A link to download the data has also been shared on the
forum, raising concerns about its authenticity and potential misuse.

+1 million Arabic emails
-Friday December 6, 2024 at 16:28

example:
hig sh
hiay om
hi e
hibjiva 16t ae
hibvm_ .COf

h P
hidi om
alwahic net ae
alwaic com
hwai com
a
Iwajr et &
alwak com
alwake netae
alwake Leom
alwakes 20.com
alwak com
alwala 2.com
alwale ».com
alwal com
natas .com
natior com
nature.c all.com
naufal Lcom
nauma il.com
naushe il.com
navi om
navet com
navee com
navir om
Naws com
nawh com
nayde com
nayeb: Lcom
nayl om
nayl om
nayya com

Screenshot of the forum post - Saudi Arabia +1 million emails

Alleged Database of a Saudi Arabian E-Commerce Company is on Sale
07 Nov 2024

SOCRadar's monitoring of a hacker forum has revealed the alleged sale of a database
belonging to a Saudi Arabian e-commerce company, reportedly containing customers'
email addresses and card information.

Shopping Site Saudi Arabia +92K Mail List + 80K Cc (Name+Card Number + Expirydate) ' & cloud

I ®Todayat 651 AM -0 cards frech leakes mailist saudiarabia shop shopping sql

& cloud Shopping Site Saudi Arabia +92K Mail List + 80K Cc (Name+Card Number + Expirydate)
Today at 651 AM

Helle Scammers
i've Dump data from shopping site From Saudi Arabla =
mail list and Cards Infos

contact me for more infos

Screenshot of the forum post - Shopping site Saudi Arabia
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Ransomware attacks represent significant threats to organizations, often resulting in
dire consequences such as extensive data loss and the exposure of sensitive
information. SOCRadar's surveillance has identified 88 ransomware victim notifications
attributable to various ransomware threat actors and/or groups.

Manufacturing emerges as the most prominently affected sector among the targeted
industries, representing 25.41% of the identified ransomware attacks during this
period. Following this, the Information sector accounted for 10.50% of the attacks,
while the Construction industry experienced 9.94% of the ransomware incidents.

» Distribution of Ransomware Attacks by Industry
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Top Ransomware Groups Targeting the Nordic Region

When examining the top ransomware groups targeting Saudi Arabia, LockBit 3.0
emerges as the most prolific threat, accounting for 26.14% of the attacks. Following
this, CIOp represents 19.32% of the ransomware incidents. ALPHV BlackCat accounts
for 14.77%, while Black Basta contributes 12.50%. Lastly, Conti accounts for 10.23%
of the ransomware activity.

This analysis highlights the dominant presence of LockBit 3.0, followed by a range of
other impactful ransomware groups.

» Top Ransomware Groups Targeting Saudi Arabia

® LockBit 3.0
Clop

® ALPHYV Blackcat

© Black Basta

® Conti
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The New Ransomware Victim of ransomhub:
www.hashem-contracting.com
13 Dec 2024

SOCRadar's monitoring of the Ransonkub

Ransomhub ransomware group www . hashem-contracting.com
website has revealed that Hashem
Contracting, a construction and
contracting company, has allegedly
been listed as a victim. Specializing
in project management,
engineering, and construction
execution, Hashem Contracting is
known for its commitment to
quality and customer satisfaction.
Serving various sectors, the
company delivers commercial,

residential, and infrastructural
projects while adhering to industry Screenshot from ransomhub ransomware group’s website

standards and ensuring timely
delivery.

The New Ransomware Victim of ransomhouse:
Fursan Travel
06 Sep 2024

SOCRadar's monitoring of the ransomhouse ransomware group's website revealed the
alleged targeting of Fursan Travel, an unnamed travel agency. The dark web
announcement underscores the potential impact on the company and its customers,
highlighting the critical importance of safety and convenience.

Fursan Travel

Encrypted
0610912024

Screenshot from ransomhub ransomware group’s website
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The New Ransomware Victim of 8base: Saudia MRO
28 Feb 2024

SOCRadar's monitoring of the 8base ransomware group's website revealed
the alleged victimization of Saudia MRO, a Saudi Arabian aircraft
maintenance company. The ransomware group claims to have stolen and
leaked sensitive data, including invoices, accounting documents, personal
data, certificates, employment contracts, and other confidential information.

Saudia MRO

Proud to be partnered with the national airline of Saudi Arabia, Saudia Technic (formerly SAEI)
serves our regional and global clients from a network of more than 100 locations around the

globe. Saudia Technic provides end-to-end aircraft maintenance, repair and overhaul solutions.

Comment:

Were uploaded to the servers:
Invoice

Receipts

Accounting documents
Personal data

Certificates

Employment contracts

A huge amount of confidential information
Confidentiality agreements
Personal files

Other

Screenshot from 8base ransomware group’s website

SOCRadar  Ransamuore Inteligence

Explore and gain comprehensive
insights with detailed group profiles, MITRE Visualizer, and actionable
IOCs. These insights will empower you to stay ahead of evolving threats
and enhance your cybersecurity strategy.
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Top Threat Actors Targeting Saudi Arabian Organizations

Lockbit 3.0 Ransomware Group

) -Ransomware Group-

Motivation: Financial Gain

Target United States, United Kingdom,

Countries: Canada, Europe, Thailand,
Taiwan

Target Manufacturing, Professional

Sectors: Services, IT, Healthcare,
Finance, Education, Legal
Services

Attack Type: Phishing, RDP and VPN access
Exploitation, Ransomware, Data

Country of Origin: Russia S . q q
_TTPs- Exfiltration, Double-extortion

The most successful RaaS
group operating since 2019.
The group is continuously

Exploit Public-Facing Application: T1190

evolving and is highly active Remote Desktop Protocol: T1021.001
in deploying models such as
double-extortion and initial Data Encrypted for Impact:  T1486

access broker affiliates.

LockBit 3.0, a successor to LockBit and LockBit 2.0, operates as a
Ransomware-as-a-Service (RaaS) group. Since January 2020, LockBit has
shifted to an affiliate-based model, employing various tactics to target
businesses and critical infrastructure organizations. They are known for
employing strategies like double extortion and initial access broker
affiliates, recruiting insiders, and hosting hacker recruitment contests.

With over 1,500 victim announcements on the SOCRadar platform, LockBit
emerged as the most active ransomware group in 2022 following Conti's
shutdown. As of the first quarter of 2023, they remain the most prolific
group, boasting over 300 announced victims.

You can visit our blog post for more detailed Lockbit 3.0 Ransomware
Group information.
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ClOp Ransomware Group

) -Ransomware Group-

Motivation: Financial Gain

Target The US, Canada, The UK,
Countries: Australia, Colombia, Sweden,
Germany, India, Mexico, Turkey

Target IT, Healthcare, Finance,
Sectors: Professional Services, Retail,
Media, Telecommunication

Attack Type: Spearphishing, Zero-Day
Exploitation, Compromised RDP,
Ransomware, Data exfiltration,
—TTPs- Double-extortion

Country of Origin: Russia S

A Ransomware group that has
been active since 2019 and
currently brings up its name
by exploiting zero-day
vulnerabilities that existed
in GoAnyWhere MFT and MOVEit
MFT software.

Exploit Public-Facing Application: T1190

Exploitation for Privilege
Escalation: T1068

Exfiltration Over C2 Channel: T1041

ClOp is a cybercriminal entity recognized for its sophisticated extortion
tactics and widespread dissemination of malware across the globe. The
word “clop” comes from the Russian word “klop,” which means “bed bug,” a
Cimex-like insect that feeds on human blood at night (mosquito). A
distinguishing feature of CIOp is the string “Don’t Worry C|OP” found in the
ransom notes.

With a track record of extorting over $500 million in ransom payments, the
group focuses on major organizations on a global scale. Gaining infamy in
2019, the CIOp ransomware group has executed notable attacks, employing
extensive phishing initiatives and advanced malware to breach networks
and coerce ransom payments. The group leverages the threat of data
exposure if demands remain unmet.

You can visit our blog post for more detailed ClOp Ransomware Group
information.
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ALPHV Blackcat Ransomware Group

-Ransomware Group-

Motivation: Financial Gain

Target United States, United Kingdom,
Countries: Canada, Germany, Australia,
France, Italy, Spain

Target Professional Services,
Sectors: Manufacturing, Healthcare,
\ Finance, Information
Technology

Attack Type: Spearphishing, Stolen

country of CRINIRNTIEETS Credentials, RaaS, Ransomware,

_TTPs- Triple-Extortion

BlackCat, or ALPHV, is a . L. .

ransomware group known for User Execution: Malicious File: T1204.002
being the pioneer to use Rust
and the group first announced Defacement: T1491
its RaaS affiliate program in
a dark web forum in December Data Encrypted for Impact: T1486

2021.

BlackCat, or ALPHYV, is a ransomware group known for being the first to successfully
use Rust—a cross-platform programming language that allows for easy malware
customization for different operating systems, such as Windows and Linux. The
group has been able to evade detection and successfully encrypt their victims' files
by using Rust, which allows them to target multiple operating systems and bypass
security controls not designed to analyze malware written in Rust.

You can Vvisit our for more detailed information about the ALPHV BlackCat
Ransomware Group.

SOCRadar enhances cybersecurity measures with its ,
which features advanced Threat Actor Tracking capabilities for organizations that want
to stay ahead of cyber threats in real time.
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Top Domains in Saudi Arabia

Throughout 2024, thousands of users' user IDs/email addresses, passwords, credit
card data, password hashes, and victim IP address information were compromised
via Stealer Logs from users' computers with accounts or access to some of the
highest traffic domains in Saudi Arabia.

The table below lists the domains that receive the highest traffic from Saudi Arabia.

amazon.sa
absher.sa
iam.gov.sa
haraj.com.sa
madrasati.sa
timesprayer.sa
moe.gov.sa

nahdionline.sa
altibbi.sa
my.gov.sa

can detect stealers on your
devices and identify their location, facilitating a secure working environment.
Changing passwords without eliminating stealers is insufficient to secure your
organization, as it will only provide new passwords to threat actors.

socradar.io
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The graph below displays the distribution of compromised user data obtained
through Stealer Logs across the domains with the highest traffic from Saudi Arabia.

Stealer Logs - Distribution of the Compromised Data

Email / Password 1.804.168

Password Hash 196.020

Victim IP 168.090

Credit Card Data || 57.200

0 500.000 1.000.000 1.500.000 2.000.000

The data reveals significant dissemination of compromised information, including
1,804,168 email/password combinations, 196,020 password hashes, 168,090
compromised victim IPs, and 57,200 credit card data entries, each representing
significant instances of compromise.

These discoveries emphasize the gravity of data compromises that impact users,

highlighting the urgent need for robust cybersecurity protocols to mitigate such
risks efficiently.

SOCRada:

ndustry Troot Londscope

Enhance your DDoS defense with . Our
Free DoS Resilience Service allows you to check your domain’s or subnet's
resilience against DoS attacks, such as slow loris attacks.
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Saudi Arabia experienced a dynamic DDoS threat landscape marked by
considerable cyber activity in 2024.

« The most extensive multi-vector DDoS attack recorded encompassed 26
vectors, featuring prevalent techniques such as CLDAP Amplification and
COAP Amplification attacks.

« The maximum bandwidth observed during a DDoS attack reached 2 Tbps (peak
aggregate bandwidth in one minute), indicating the severe capacity of these
cyber threats.

« The highest recorded throughput during these incidents was 154 Mpps (peak
aggregate throughput in one minute), underscoring the intense rate at which
data packets were sent.

« Each DDoS attack lasted 12.04 minutes on average, indicating a strategy
focused on medium-duration but high-frequency service disruptions.

o 278,324 DDoS attacks were recorded throughout the year, illustrating the high
frequency of cyber-attacks aimed at Saudi Arabian targets.

Attack Vector Number of Attacks in 2024
TCP ACK 135,684

TCP SYN/ACK 47,677

DNS Amplification 37,490

ICMP 27,393

TCP RST 18,398

The ongoing evolution of DDoS tactics underscores the importance of
implementing stringent monitoring and resilient defense mechanisms to safeguard
essential infrastructures and ensure uninterrupted service delivery.
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Several critical insights have emerged in assessing the cybersecurity
challenges faced by organizations in Saudi Arabia. These findings and
SOCRadar's capabilities offer a strategic pathway to enhance cyber
resilience and safeguard operational continuity. Below are the key
takeaways from our analysis:

Adapting to an Evolving Cyber Threat Landscape

The constantly shifting cyber threat landscape, characterized by rising Dark Web
activity and ransomware attacks targeting Saudi Arabia, calls for heightened
vigilance. Organizations must evolve their security strategies to stay ahead of
emerging threats. By leveraging SOCRadar’s Extended Threat Intelligence solution,
businesses can obtain real-time threat insights and proactively counter cyber
adversaries.

Multi-layered Security Defenses

The broad range of industries targeted by cyber threats necessitates implementing
comprehensive, multi-layered security measures. SOCRadar supports these
initiatives with its proactive Threat Intelligence and Advanced Dark Web Monitoring
services, ensuring organizations are well-protected across various threats.

Addressing Ransomware Threats

Ransomware remains a significant threat, emphasizing the importance of robust
defensive and responsive strategies. SOCRadar’s Attack Surface Management
capabilities enable businesses to identify potential ransomware vulnerabilities and
develop effective countermeasures.
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Strengthening Defenses Against Stealer Malware

Saudi Arabia remains a frequent target of stealer malware, making enhanced
defenses against this threat crucial. SOCRadar’s Identity & Access Intelligence
Module is vital in detecting and mitigating data breach risks, strengthening the
overall security posture.

Mitigating DDoS Attacks

With the increasing complexity of Distributed Denial of Service (DDoS) attacks,
organizations must prioritize robust mitigation strategies. Deploying advanced
DDoS protection technologies to absorb high-volume traffic and counter
multi-vector attacks is essential. SOCRadar's DoS Resilience Free Tool offers a
sophisticated solution to assess and strengthen infrastructure against these
threats, utilizing Al and cloud technologies for optimal protection.

SOCRadar’'s Recommendations: Proactive Strategies for Threat Detection,
Dark Web Monitoring, and Brand Protection

» Adopting a proactive and comprehensive cybersecurity approach is crucial
for Saudi Arabian organizations.

« Partnering with advanced solutions like SOCRadar enhances defenses and
helps navigate the evolving cyber threat landscape.

« Building a culture of risk awareness and implementing proactive mitigation
strategies fortifies defenses against dynamic threats.

« Utilizing Cyber Threat Intelligence (CTI) empowers teams to respond to
immediate threats and confidently prepare for future challenges.

« Collaboration among cybersecurity professionals, supported by robust CTI
frameworks, is essential for safeguarding digital assets and maintaining
organizational resilience against cyber threats.

By adopting these recommendations, organizations can significantly improve
their cyber defense capabilities and navigate the complexities of today’s threat
landscape.

socradar.io
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Who is SOCRadar’ ?

SOCRadar provides Extended Threat

Intelligence
combines: "Cyber Threat Intelligence, Brand Protection, External
Attack Surface Management, and Dark Web Radar Services."
SOCRadar provides the actionable and timely intelligence context in

Your Eyes Beyond

(XTI) that

Trusted by
companies
countries

you need to manage the risks in the transformation era.

SOCRadar's fusion of
its unique Dark Web recon technology with the
human analyst eye further provides in-depth
insights into financially-targeted APT groups
and the threat landscape.

Enhance your fraud
detection mechanisms with automation speed
by identifying stolen credit card data on
popular global black markets, carding forums,
social channels, and chatters.

Scan millions of
data points on the surface, deep and Dark Web
to accurately identify the leakage of your
customers' Personally Identifiable Information
(PIl) in compliance with regulations.

Achieve  digital
resilience by maintaining internet-facing digital
asset inventory. Significantly accelerate this
process by automated discovery, mapping,
and continuous asset monitoring.

GET ACCESS FOR FREE k

START YOUR FREE TRIAL

Discover SOCRadar’s powerful tools and easy-to-use interface to enhance cyber
threat intelligence efforts. Schedule a demo with our experts to see it in action, and
we’ll show you what SOCRadar can do.

Start Your Free Trial
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