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Bulwark

What is Bulwark

Bulwark is a new tool marketed on Deep Web sites and the Dark Web. It is desighed to
bypass modern antivirus and EDR solutions, which constitute one of the main lines of
defense for most organizations.

The tool allows Windows executables to be protected in a way that enables them to run
other binaries in protected environments, effectively circumventing those protections.
Although it is presented as a capability intended for "security research purposes only", its
publication has clearly resonated across channels used by various threat actors.

Next-gen Protection #  Zero Detection Rate

Antivirus Detection

Advanced cryptographic protection for Windows executables. Designed to preserve
operational stealth, our solution applies structural transformation and behavior

obfuscation to minimize detection across modern AV and EDR platforms.

Start Protection >

Bulwark landing page
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The previous road

Bulwark began appearing in Telegram channels in July, showcasing its capabilities and
promising an effective bypass for any EDR or antivirus solution. During continuous hunting
activities, SOCRadar's research team detected an announcement referencing a platform
called Database.forum, where this tool was listed. At the time, that database was not
indexed by mainstream search engines and formed part of the Deep Web, and has recently
been added to the Dark Web as well; over the following days, its popularity grew, and it later
became discoverable via traditional search engines.

site:database forum

Search Console
webmasters/

Do you own database.forum? Get indexing and ranking data from Google.

database forum
hitp atabase forum

DATABASE

About proj DATABASE is a no ial, an information resource. It pr
ontent, links, and tools for quick access to useful data.

Google results of database[.]Jforum
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4 PARADOCS SERVICE

EXPLORE

patch v10.2.2: TOR page added, Cloudflare working.

- TOR page added, onion link :
|

- Cloudflare DNS updated

date: 17.09.25

Telegram message with the Tor link advertising the database

During threat hunting tasks on the SOCRadar platform, we discovered a database forum,
where tools such as Bulwark, Aura Stealer, etc. were found.

https://t.me/5427675939/58116
Telegram - 2025 Sep 04 18:2 UTC

MNocTuur Expert in JAMES LOOKUP CHAT

;I;
%[ database forum ] — very big... database of projects! - Markets, Services, Categories, Verified Sellers, News, Jobs and more! Statistics? - 40+ categories - 125+ links - 2K views - 500+ daily online You can see! - Public & Private

services - Instant access, no registr.

SOCRadar entry displaying database[.]forum
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[@ Data Insights@

Source Telegram 7

Discover Date 2025-09-04 18:2UTC

Content Link https://t.me/5427675939/58116 [ [A
Sender User MocTuHr Expert 7 [

Chat Title JAMES LOOKUP CHAT 7 [

Account ID 5427675939Y [

Message Type group|channel

=ale

|:| Full Content @ Domainsn

Search

Y[ database.forum ] — very big.. database of projects!
- Markets, Services, Categories, Verified Sellers, Mews, Jobs and more!
Statistics?

- 48+ categories

- 1254 links

- 2K vieus

- 588+ daily online
You can see!

- Public & Private services

- Instant access, no registration!
- Mobile-friendly

- Trusted sellers

What we do?

- Trusted database

- Regular updates

- Support & feedback

- Need help? Contact to support!

oaa

Detailed SOCRadar entry displaying database][.]forum
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Thanks to the capabilities of our platform, information was obtained not only about Bulwark
but also about other related tools, as well as their communication channels, which may be of
interest to various malicious threat actors.

Antivirus Detection

A diagram showing connections between related malicious sites
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Database platform

To understand how Bulwark came to be, it is necessary to go through Database.forum which
is a portal run by affiliates and developers where various tools of different kinds are
advertised and indexed. Many of these tools are related to threat actors or capabilities that
can be used by them.

The Database lets us find both cybersecurity-related tools or channels (tutorials, blacklist
services, etc.) and other resources closely tied to threat actors or criminal activity (malware,
bypass tools, bots, logs, etc.). Everything is tagged for easier discovery, and the majority of
the tools advertised are in Russian.

According to its internal record, the Database was created in early August 2025, so it has
evolved very quickly and attracted an unusually large number of tools and affiliates.

Interview

I Disclaimer!!

“To better understand the creator's perspective, questions were conducted strictly for
research purposes. Throughout the conversations, a technical and respectful approach was
maintained, without presuming the interviewees' participation in illegal activities, with the
purpose at all times being to understand the techniques used, inform the community, or
contribute to academic knowledge."

During the interview with the creator of the Database.forum, key points were verified:

It was created by a small team.
They have alliances with affiliates and partners, but do not get involved in developing
other tools.

e If we affiliate with Database.forum, no payment of any kind will be necessary, but the
database can be promoted through the developers' internal channels, and they have
enabled ads within the website for those who want to advertise.

e Their short and medium-term objective is to continue improving the platform and
adding more affiliates that will include tools of all types.
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ADMIN <4
last seen recently

=g Explain ..

1 saw the database a few days ago and I find it really interesting how
it organizes all kinds of tools, I would like to ask you what plans you

h;vgm database platform? In one day? My goodness, that's truly incr...
SRS =y Yep site is full free(only banners for ads is paid)
Oh, and thank you very much for your time! -
edited 14:06
v 09:16 &

Buttechworknow ..
| Isaw the database a few days ago...

Ipmyou later, not near pcnow .. SoIunderstand that you simply offer the portal service for
developers to showcase their work, and you can index what is useful
|— for the community, right? 1 thought there might be cross-

Isawthe database a few days ago and 1 find it realy interesting .. collaboration with the projects, given that there are all kinds of tools
B0 to future, step by step upgrading my project glkethat and they joined so quickly (also because of the job portal) .15

1 suppose that's what needs to be done, but I'm surprised by the

number of affiliates and tools you've been able to locate on the

platform in just a few months, how did you come up with the idea to

create the database? Did you see a need that wasn't being met? R B
There really aren't many platforms like this One last question, as I don't want to take up any more of your time,
0 e If Iwanted to join or show you a new tool, would it be as simple as
. mentioning it, and you would index it and it would appear in the

“Verified” section? Would that be all? 1430

| Isuppose that's what needs to be done, but I'm surprised by th...
1 created this project in one day and updated it for one month

7
| One last question, as 1 don't want to take up any ..

— Yes of course if you have your chat channel bot or etc
(=3 1dk how but Iwanted to do something like this ;i 121- -

14:53
In one day? My goodness, that's truly incredible, and how do

database.forum affiliations or partnerships work to offer proprietary

tools? Is it necassary to pay anything, or can you simply post on the Perfect, now that we've cleared up any doubts, 1 don't want to waste

platform itself and/or advertise it in the TG groups controlled by the any more of your time, thank you very much! I will keep an eye out
d=r=or== for new database updates

L ]5] 1405 & 'e

In one day? My goodness, that's truly incr...
Yep site is full free(only banners for ads is paid)

15:20 &

- edited 14:06

Buttechworknow - ;. ¢

Interview screenshot with the creator of the database(.]Jforum
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Our Findings

Using the header, the database exposes different sections such as Category, Market, Job,
News, and Verified.

e Category: Allows filtering by types of tools and services indexed in the platform

e Market: Contains information and access to different markets related to capabilities
that can be used by actors (No-phone support, Domains, Bank accounts)

e Job: This is a portal where positions or potential affiliate opportunities are advertised
by people seeking to promote their tool

e News: Historical changelog since creation, showing improvements added to the
database

e Verified: Portal of affiliates, collaborators, and/or developers who sell, advertise, or
contribute to the database

ﬂ DATABASE Category || Market | Job Verified

A diagram showing different parts of database][.]forum

10
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This panel is updated, and more elements are added weekly. In addition to that, they added
“Donations” to support database.forum financially, taking advantage of the boom in
popularity of the database.

8 Donate

Tier 1 (5088+)

User 2 User 3 User 5 User 6
@userl Buser2 Guser3 @use r4 BuserS Busert

$500 $500 $500 $500 $500 $500

Tier 2 (2560%+)

User 2 User 3 User 5 User 6

@userl Buser2 Guser3 @use r4 BuserS Busert
$250 $250 $250 $250 $250 $250

The donation part of database[.]forum

WELCOME

Anonymous and easy access to all essential information in one place.

P RN TAYEL i <

ADS

Ads part of database][.]forum

1
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Terms

Banner placement is only possible after prior agreement

with the site administration. The minimum placement
period is 30 calendar days. The banner must meet the
size and format requirements: WEBM, MP4, JPG, PNG. The
content of the banner must not violate the project's
policy. The administration reserves the right to reject
the banner without explanation.

Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit

Information

Standard banner size: 987x90 px. Maximum file size:
individually. The banner is clickable — clicking on it
takes the user to the specified URL. It is recommended

to use high—quality images and concise design for better
conversion. Animated banners are allowed, but without

sound accompaniment.

Information about advertisements on database].]forum

Tool categories

Within the tag-based tool structure, there are different categories of significant importance.
Some of these can be used by researchers or cybersecurity companies, while others are
clearly for threat actors, such as stealers, EDR bypassers, malware, carding info, etc.

The vast majority of tools listed in the database rely on Telegram for support and typically
require acceptance to join. Many share similar characteristics, the same narrative thread,

and use Russian as the primary language.

B Category

fil BA =cc B LOOKUP @ sis £ LOGS

> VPN/PROKY [-] CHECKERS 7 ACCOUNTS # DESIGN

[E] cHaTS () ESCROUWS & FuLLz <> REFUNDS

1) HANUALS [©) EDUCATION £ BASES {7 BRUTE

& ANTIDETECT Q, CALL 53 EMAIL =] COMMUNICATION

@) BOTS 4. BOOKING <% SPAM/FLOOD

~

So OPENUPS /" DRAWING

[©] DEVELOPMENT (&) FORUMS
B MINER/EXCHANGE ) CRYPTO WALLETS

@ BLACKLIST 5, TRAFFIC

This is the category page. Here you will find links, buttons, services, and much more,
all divided by category names. Select the category you are interested in and click on

it to view the contents of that category. If you want to add your resource or category,
please contact us.

Categories on database][.]forum
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We can divide the tools according to intended use and how database.forum presents them:

13

High-risk tools — commonly used by threat actors

MALWARE: Distribution and information about malicious software, including names
like WebCrypter, Bulwark, or Aura Stealer.

STEALER: Credential/information theft portals, for example, the new BEE stealer.
BOTS: Automation for attacks or related tasks, such as CryptoBot, LUXHOST, or
Luxury Socks.

SPAM/FLOOD: Resources for carrying out attacks like DDoS or phishing, e.g., Cat
d'phisher or MoneyDay.

SIP/SPOOF: Identity spoofing, such as Loki Spoof.

Logs: Tools or malware that provide logs, for example, LummasStealer.

Tools usable for illegal activities

LOOKUP: Information searches (OSINT vs doxxing), with tools like Duck Lookup, Zen
Find Up, etc.

CHECKERS: Data validation (auditing vs verifying stolen data), such as OMG Checker
or ATOM checker.

VPN/PROXY: Legitimate privacy services as well as tools for hiding activity, like
LuxProxy, BigMama, or VentasVPN.

ANTIDETECT: Tracking and detection evasion and multi-account tools like Octo
Browser, Dolphin-Anty, Gologin, or AdsPower.

TRAFFIC: Traffic analysis or manipulation, possible click fraud, or fake engagement
tools such as TOPTG, Banana Traff, or Connect Traffic.
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Dual-use tools

LOOKUP: Information searches (OSINT vs doxxing).

CHECKERS: Data validation (auditing vs verification of stolen data).

VPN/PROXY: Legitimate privacy vs concealment of illicit activities.

ANTIDETECT: Tracking evasion vs security evasion.

TRAFFIC: Traffic analysis vs artificial traffic generation.

EDUCATION: Educational resources that may also hide hacking or fraudulent content.
MANUALS: Resources similar to Education.

HOSTING: Hosting services like aeza or LUXHOST.

COMMUNICATION: Communication tools, sometimes general (Telegram) or used by
threat actors (Utox, Pidgin).

DESIGN/DEVELOPMENT: Development and design tools, such as Showy Design or
Prince Harry Design.

BLACKLIST: Lists of addresses used for evading security or detecting indicators, for
example, Mnogo or Soprano BlackList.

Communications

NEWS: Sector news, leaks, and tool information, with channels like Spectrum,
FraudFM, or WhatLeaks.

FORUMS: Common deep/dark web communication channels: XSS, Exploit.in,
LeakBase, etc.

CHANNELS/CHATS: Communication with affiliates and tool developers listed in the
database.
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Correlation tools

Within the large portfolio available in the database, some tools stand out, either because
they are lesser-known but highly critical or because they are already well-known and have
caused significant damage to companies.

In addition, another characteristics found to be most relevant is the connection that exists
between some of the developers of each project, cross-promoting products on their
platforms (mostly Telegram), creating a network of tools among collaborators from different
products that range from malware to EDR bypass tools that can be used by multiple threat
actors.

Connections between Bulwark, Aura Stealer, Protection Club

15
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In this correlation, we found evidence that Bulwark, Aura Stealer, Protection Club, and others
are closely related, both when they were created, because of the similar form of
communication used by all of them, as well as sharing posts in their channels about
homonymous tools, showing a degree of affiliation, as well as launching joint offers. This
fact leads to further investigation of each of them and their involvement in any of the
projects.

@ ﬂpM BCTYNNeHWW B YaT Bbl COMawaetTecb C
HawunmMmn npasunamm @ ficial
RU: MTDS eleera [ n ‘ Otection-Cc

EN: https://telegra.ph/Protection-club—terms- @ Fmebuer otieL

Screenshots from Protection Club’s and Bulwark's Telegram channels, showing similarities in structures

A Bulwark Official | EN
BAURA STEALER

AV-LAB.PRO

RA STEALER

NURAN

24 P ion CI
# AVLab Scanner - HOBbIiA CEPBMC AR CKAHNPOBaHUSA aiinos! | 4 Loader | Protection Club

— CKaHMpOBAHUE GObILINM KONMUECTBOM AHTUBUPYCOB

— TouHble pesyNLTaThi M NOCTOAHHBIE anAeiTbl B Efficient, invisible, customizable
of

AURA Stealer - is a carefully verified solution, where every detail
exists not for beauty, but for the result.

| % Collect data from 110+ bre rs, 70+ applications (including
| crypto wallets and 27A) and 250+ browser extensions
% Easily add new collection targets

CAMBIIA Buiromsiit NMPAVC no cpaBHeHmMIo ¢ KoHKypeHTamu!
b.pro | htt ne >

Screenshots from Aura Stealer, AV-Lab and Protection Club, showing connections between the creators

16
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Bulwark

Overview

Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit

As mentioned above, Bulwark is a tool specially designed to bypass software such as EDR or
Antivirus from all recognized brands on the market.

The project began to gain visibility in July 2025 through its newly created Telegram groups,
where it openly advertises itself through two channels, one in Russian and the other in

English.

A AllResults [ ExposedRawDala g Pul {} Public ] Data Insights® u a
Source Telegram ¥
‘ Source (18/57) ¥ ‘ Country (250/250) v ‘ Sector (41/41) ‘ Date Range v
Discover Date 2025-08-09 13:52UTC
O Results are searched from 2025-03-26 to 2025-09-26 F——
Content Link https://t. me/5427675939/795680 I] [
MocTunr Expert mentioned ™bulwark™ on the "5427675939" Telegram channel Sender User MoCTUHT Expert 7 [
#Telegram - 2025 Aug 09 13:52UTC Chat Title Mescdopymubiii & *(va1) 7 (]
(es ) (Cret ) (Complon ) (Coveater ] ((sa27675939 | =] Account ID 5427675930V [/
Message Type groupichannel
> MNocTuHr Expert in Mex®opymHbii R O(4aT) o
DODDDEDEREEE 444444444 1> AURA Stealer - 370 TuiaTensHo Tags (e ) e ][]
Tae Kawaan He 1 KpacoTbl, a Ans pesynbTaTa. $#Cop AanHbix u3 110+ 6paysepos, 70+ npunoweruit
(BKNI0UaA KDMITTOKOWENBKA 1 2FA) U 250+ 6pay3e... a
[ Fullcontent @) Domains
osintcorp mentioned "bulwark™ on the "Osintcorp_chat" Telegram channel Search
@ Telegram - 2025 Aug 020:58UTC
((rmierosot ) (Twps ) ((weat | (“nex | [(informaton technolagy | [~ [=]=[= === === ] =]
[ S5 v v v v %
& asintorp in Osintcorp chat 4300 KTHEHLI, HeZaMeTHIA, HACTpansaemsiidy
Passwordless Future Years Away Despite Microsoft Authenticator Move Password managers will remain a valuable bulwark against identity-related threats for
‘some time to come, despite Microsoft's decision to switch...https://osintcorp y y-despi AURA Stealer - 3TO TUATENLHO BHBEPEHHWE PeweHMs, rAe KaXgas AeTanb CywecTeyeT He
AR KPacoTe, a ANA pesyneTaTa.
Moo o

Detailed SOCRadar entry displaying Bulwark

Channel photo updated

Bulwark Official

v Bulwark - Moka Apyrue ocTaenaloT wieabl. Mbl — He
OCTaBNfAeM LIAHCOB

Bulwark — 370 B5ICOKOTEXHONOMMUYHARA KOMMIEKCHaA NnatGopma
HOBOr0 NOKONEHWA, CO34aHHaRA ANA ryBOKOit  MHOrOypOBHEBO
3aLNTEI UCNONHAEMOTO KOA3 OT AETEKTOE Ha BCEX 3Tanax ero
KU3HEHHOTO UMKNA.

Bulwark o6ecneunsaeT HagexHoe CONPOTUENEHNE Kak
CTAaTUUECKOMY, TaK 1 AMHAMUUECKOMY aHaNn3y, BKKYAA
nepesoBsIe MeToALl 06X0A3 aHTUBNPYCHLIX CUCTEM, 3BPUCTUUECKUX
1 NOBeAEHUECKMX JETEKTOR, @ TAKXE COBPeMeHHsIX EDR-peLueHuit.

| Bnaroaaps MHTENNEKTYaNnsHLIM MexaHusMam 06dyckaunm,
YHUKaNLHO KPUNTOrPadui 1 aAaNTUEHEIM aHTUAHANNZHEIM

| TexHonoruam, Bulwark rapaHTpyeT MakCuMansHyHo yCTORUNEOCT

|k 0BHapyxeHuto 1 cTabunbHyo paboTy B N0GLIX yCN0BUAX.

Channel photo updated

July 26
Bulwark Official | EN

' Bulwark - While others leave traces, we leave no chance.

Bulwark is a cutting-edge, next-gen comprehensive platform
designed for deep, multi-layered protection of executable code
against detection throughout its entire lifecycle.

It delivers robust resistance against both static and dynamic
analysis, including advanced evasion techniques for antivirus
systems, heuristic and behavioral detectors, as well as modern EDR
solutions. Powered by smart obfuscation, unique cryptography, and
adaptive anti-analysis tech, Bulwark guarantees top-tier stealth and
rock-solid performance in any environment.

| v Every build is crafted 100% unique — no templates, no

signatures, no predictable patterns.

| This ain't just a crypter — it's a complex, architecturally sophisticated

Screenshot from Bulwark’s
Telegram channel

|

-7
7
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Interview

During this interview, we sought to verify the effectiveness and usability of the tool, as well
as to obtain resources related to demos or images that could confirm the veracity of the
work, and to understand whether it had any connection to other related products. The actor
provided vague responses and avoided clarifying certain questions.

[ - el I = — T wm
\ Hello, It's a pleasure to talk to you, [ was wondering if I could ask

eﬁ you a few guestions about Bulwark, It really is an interesting tool
a 09:01

i

'\ P - S

Hello, what are you interested in? 14:36

\ F B [~ T 7

First of all thank u so much for your time, and congrats on the tool
| 12:00 «

i ﬁ; Iwanted to ask about Bulwark's capabilities, as [ have seen that
you have only been on TG for a few months and I would like to
_ know what capabilities you are planning to add, such as (perhaps)

@‘/ support for other OS5 o file types? 15:01 &
L}

At present, the service is only available for Windows and exe
ﬁ 15:08

Do you offer demos or videos so that prospective buyers can check
~ outthe tool? The ability to bypass so many solutions is really

Y 5
3 interesting 1518 «&

Could you show me some photos or videos of how it would work?
don't want to take up too much of your time, [ guess I can share a
binary with Bulwark and apply the capabilities described on the
e website so that it isn't detected by security solutions, right?
15:50 &

That's right, but what photos or videos would you like to receive
from me?

16:32

Interview screenshot with the Bulwark channel admin

18
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Targeted Solutions

The tool claims to bypass a wide range of security solutions, a claim that obviously attracts
the attention of many threat actors since they could use it to encapsulate malware so that it
would not be recognized by security software or reverse-engineered, as it has protections
against analysis.

According to their own statistics, they claim to have a 99.9% effectiveness rate in
bypassing, in which it is capable of evading more than 30 security solutions with a 0%
detection rate, numbers that are truly disturbing if true, since it could open a window and
have the potential to expose most companies.

System Performance M

Statistics about the success rate of Bulwark

Within this portfolio of solutions that can bypass security measures, there are different
categories, namely classic antivirus and EDR solutions. These can be distinguished by
vendor and type of technology, with more than 40 in total.

19
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l l Consumer (23) Enterprise (14) EDR (&)

Different product categories that Bulwark can bypass

The AV and EDR solutions that this tool claims to bypass (you can see the detailed list in the
following pages):

] [ ] | J

Trend Micro Symantec F-Secure
Enterprise Enterprise Enterprise

] [ ] | J

Check Point Fortinet Palo Alto Networks

Enterprise Enterprise Enterprise

] ] | J

Cylance Deep Instinct Darktrace Microsoft Defender

Enterprise Enterprise Enterprise Enterprise

] [ J

Broadcom Forcepoint

Enterprise Enterprise

CrowdStrike Carbon Black SentinelOne

VMware Carbon Black CrowdStrike

AV and EDR solutions that this tool claims to bypass

20
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The detailed list of the AV and EDR solutions that this tool claims to bypass include:

Antivirus
(theoretically, with virtually total coverage)

AVG Check Point Forcepoint Microsoft / TotalAV
Windows
Defender
Avast ClamAV Fortinet Norton TrendMicro
Avira Comodo F-Secure Palo Alto Vipre
Baidu Cylance Immunet Panda Security Webroot
Bitdefender Darktrace Kaspersky Qihoo 360 ZoneAlarm
Broadcom Deep Instinct MalwareBytes Sophos 360 Total
Security
BullGuard Eset McAfee Symantec

EDR

(theoretically, with coverage of around 80%)

Crowdstrike
CyberEason
SentinelOne

VMware - CarbonBlack
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Capabilities

There is a capabilities subsection where they list all the techniques they have implemented

Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit

and that have been added and tested theoretically with satisfactory results.

Advanced Obfuscation

Multi-layer code obfuscation and encryption techniques that make your

executables unrecognizable to signature-based detection systems.

MOD_001

@ Real-Time Evasion Engine

e Adaptive evasion layer engineered to preempt signature-based and heuristic
detection, even before AV updates roll out. Built for proactive stealth, not reactive
patching.

MOD_003

Behavioral Evasion Layer

' Employs low-level flow manipulation and API call spoofing to disrupt heuristic
analysis and behavioral tracing at runtime.

MOD_005

Real-time Evasion

& Mutates the binary during crypting, producing a unique output tailored to evade

AV signatures and heuristics.

MOD_002

Polymorphic Engine

Each protected binary is uniquely mutated at build time, with full control flow
graph morphing to evade static analysis and ensure reliable bypass across all

E:

environments. executable is unique, preventing pattern recognition and ensuring
consistent bypass rates.

MOD_004

Multi-AV Evasion Tested

v Validated across 30+ AV engines including Defender, Kaspersky, and EDR-class
tools — ensuring stealth under diverse detection stacks.

MOD_006

Capabilities subsection

The capabilities they offer to affiliates are the following:

Advanced Obfuscation

Real-Time Evasion

22

Real-Time Evasion Engine

Polymorphic Engine

Behavioral Evasion Layer

Multi-AV Evasion Tested
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Advanced Obfuscation

They offer a multi-layer code obfuscation that, statically, does not allow the comprehension
of the code or makes it difficult, in order to try to evade signature-based detection systems
(commonly used in antivirus software). Some of the techniques most commonly used for
this purpose are:

e Opaque predicates: Causing functions to be always true or false
Dead code insertion: Code that never executes but appears statically as if it does

e Splitting: Division of functions into parts, making static analysis incoherent and
generating jumps dynamically

e APl hashing: Use of hashes instead of import names to hinder static analysis

Real-Time Evasion

Changes in the binary during the execution process and/or at runtime, modifying the output
or functions for each victim. Some of the techniques most commonly used to achieve this
are:

e Runtime polymorphism: Changing instructions during execution using equivalent
instructions to confuse the analyst

e Dynamic API resolution: Resolving APIs at runtime to avoid detectable static imports
Self-modifying code: Modifying the code itself during execution to change its
in-memory signature

e Instruction substitution: Replacing instructions with functionally equivalent ones
during execution and/or runtime
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Real-Time Evasion Engine

An adaptive engine designed to evade detection proactively, anticipating signature updates
and heuristic analysis. Some of the techniques most commonly used for this purpose are:

Environment profiling: Analysis of the execution environment to detect sandboxes,
debuggers, or analysis tools used during reversing

Execution timing optimization: Delaying execution until optimal conditions to avoid
automated analysis, commonly creating timing checks or exceptions

Anti-analysis detection: Active identification of dynamic analysis tools and
sandboxes via process capture and/or fingerprinting

Polymorphic Engine

Each protected binary is unique at build time, with complete control flow graph morphing
that prevents pattern recognition and ensures consistent bypass. Some of the techniques
most commonly used for this purpose are:

24

Function reordering: Random reorganization of function order in the binary to avoid
structural signatures that look for code blocks

Register allocation randomization: Random use of different registers for the same
functional operations, affecting static analysis and complicating dynamic analysis
Instruction expansion: Converting simple instructions into complex sequences that
are functionally equivalent and can be redundant

Equivalent instruction substitution: Replacing instructions with functionally
equivalent ones having different opcodes, enabling jumps or calls through other
instructions

Junk code insertion: Inserting garbage code that does not affect functionality but
alters signatures and hinders analysis
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Behavioral Evasion Layer

Low-level manipulation of execution flow and spoofing of API calls to affect heuristic
analysis and behavioral tracing, commonly used by EDR. Some of the techniques most
commonly used for this purpose are:

e API call spoofing: Interleaving legitimate calls among malicious operations to hide
patterns

e Call stack manipulation: Modifying the stack during execution to hide the real origin
of calls that might draw analyst attention or lead to relevant functions

e Normal process mimicking: Imitating behavior of legitimate processes (notepad.exe,
svchost.exe, etc.)

Multi-AV Evasion Tested

There is a theoretical validation across 30+ detection engines including Defender,
Kaspersky, and EDR-class tools, ensuring stealth across various detection stacks. They may
have used automated systems or testing tools against multiple AV and EDR engines, such as
a tool used by potential affiliates called AV-LAB PRO.

Welcome to AV-Lab.pro - high-speed antivirus scantime checker
Scan files with 13 antivirus engines: Scan domains with 5 antivirus engines:
1 Alyac Internet Security 1 Dr.Web Security Space 12
2 Avast Internet Security 2 Norton Safe Web
3 AVG Antivirus 3 Google Safe-Browsing
4 Bitdefender Total Security 4 Spamhaus
5  Dr.Web Security Space 12 5  Zillya Internet Security
6 Emsisoft Anti-Malware 6 BlockList.de
7 ESET NOD32 Antivirus

The detection engines utilized by AV-LAB PRO to analyze files
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Within the support they offer, they allow the application of these capabilities to portable
executable (PE) binaries fully, both 32-bit and 64-bit. In addition, they are improving support
for binaries written in .NET, but it still lags significantly behind the alleged success rate of
.exe files.

Scripts and libraries are currently excluded, and their focus is centered on Windows, since
they do not support other formats such as ELF (Linux) or Mach-O (macOS) at the moment.

FULLY SUPPORTED

Windows PE (.exe)
32-bit & 64-bit

Native Windows executables with full compatibility and optimized performance

Avg Size
24 MB

A EXPERIMENTAL SUPPORT A Use with caution

-NET Assemblies
AnyCPU e BETA

Functionality may be unstable, and performance is not yet optimized for production environments

Avg Size Processing
1.8 MB UNSTABLE

NOT SUPPORTED

Dynamic Link Libraries (.dll) Script Files (bat, .ps1, vbs) Non-Windows Binaries (Linux, macOS)

Scope of formats allowed by Bulwark
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Private Panel

In the private dashboard, you can expand and manage the capabilities available on the
platform: manage the plan you purchased, open a support ticket, interact with the API, etc.
The dashboard is the front-facing interface that displays all information related to our user
account and the capabilities we've acquired.

Bulwark Dashboard:

Dashboard Payments Support API

Dashboard

Quick Actions
File
: Balance
Support Tickets

Get help and support

Payment Histo:

View your transactions

Account Settings

Manage your account

Activate Code
Enter activation code.

¥ Activate

One of the most relevant features is the panel where we can upload PE files (.exe) so the
service runs the obfuscation and the capabilities mentioned above. Additionally, the tool
suggests using KleeenScan, a software to analyze and detect malware, possibly to check
the binary before and after transformation.
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The KleenScan screenshots are as follows:

Encryption
@ KleenScan

Upload s

Secure encryption

[+3

Drop files here

Only .exe and dll files

Choose Files

Would you like to have insight into all the scans you've performed? Scan files on a regular basis?
Create a Scan account today and experience it to the fullest!
Check out our new Kleenscan Telegram Bot @kleenscanofficialbot for scans on Telegram!
We also now have a Command-line Tool & Python Library for ease of access to our API!

To receive news and updates, check out our new Kleenscan News & Updates Telegram Bot @kleenscanupdates to

receive news and updates on Telegram.

Crooseafie.

Max file size - 32MB

... Or drop file here

No Distribution

Select Antivirus programs from the list below in order to scan your files

Selected Scanners: 36 / 36
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All Fastest Endpoint Detection
Most Popular

Alyac Amiti Arcabit

Avast AVG Avira
Bullguard ClamAV Comodo Linux
Crowdstrike Falcon DrWeb Emsisoft
eScan F-Prot F-Secure

G Data IKARUS Immunet
Kaspersky Max Secure McAfee
Microsoft Defender NANO NOD32
Norman SecureAge APEX Segrite
Sophos Threatdown TrendMicro
Vba32 VirusFighter Xvirus

Zillya Zonealarm Zoner
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EDR Bypasser Tool Testing

When testing the tool, we checked Bulwark's capability level, as well as the total coverage
claimed by the developers, trying to use a highly reported piece of malware in order to
check whether various AVs and/or EDRs are able to detect it, with the capabilities that the
tool provides.

Binary Creation

After choosing the binary we want to protect from AV/EDR detection, in the “File Encryption”
section we can submit the file to be converted.

In this section a quick static analysis is performed, capturing relevant information about the
binary to be protected (Size, Arch, Hash...) and the capabilities that are currently active to be
applied to the binary are shown.

@ Current Plan
Act tion

BASE PRICE

DAILY LIMIT

Additional Features
D Bypass ETW
[ Bypass AmsI
[ virtual Machine Prevention

[ startup

Price Calculation

Base price:

Total:

@ Start Crypt

Screenshot of the binary creation module
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Bypass ETW Bypass AMSI
This feature patches Event Tracing for
Windows (ETW) to suppress system-
level telemetry, preventing the

This feature patches the Antimalware
Scan Interface (AMSI) to stealthily

bypass real-time malware scanning,

- - e ity fram 1 - . - -
application’s activity from being effectively preventing antivirus

monitored or logged by the software from detecting or blocking

operating system . . ! .
perating sy the application’s actions

Virtual Machine Prevention Startup

This feature detects and prevents - T
SR pre . This feature enables the application
execution in virtualized environments, :

. to automatically start when the
reducing exposure to sandbox . .
: : : system boots, ensuring persistent
analysis and enhancing operational ) ) R
) execution without user initiation
stealth

Experimental

The capabilities of the product which we can add to the binary

These capabilities are extra elements we can add to those mentioned earlier, which give us
additional evasion, analysis-resistance, or persistence capabilities:
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Bypass ETW: Will allow the binary to disable or evade Event Tracing for Windows
(ETW), which is commonly used to monitor system events in real time such as
process executions or calls to critical functions.

Bypass AMSI: Will prevent scripts from being passed through the Antimalware Scan
Interface (AMSI) if they are executed at any time; AMSI is responsible for real-time
analysis of code coming from PowerShell, VBS, JS and others.

Virtual Machine Prevention: Uses Anti-VM techniques to try not to be executed or
analyzed in virtual machines, by checking system indicators at runtime to determine
whether the host is a real machine or not.

Startup: Generates persistence for the transformed binary by using the Startup folder
to launch a copy of it, achieving execution of the potential malware on every system
boot.
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Once the chosen binary has passed through Bulwark, we obtain a much larger version that
consequently has more functions and features than the original binary.

Success X Processing Complete X

Crypt process started successfully File has been successfully processed!

Cancel Cancel

o

Your Files ¢ securesionee 28 B=) | sort by Date Al Files

m .exe Application KB

Output from Bulwark
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Bulwark Binary overview
The transformation of the binary is total, performing changes in several parts that are visible

both statically and dynamically.

Notable changes are observed in the use of resources, where bitmaps are used that

Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit

typically hide parts of the code to be used and are loaded during runtime.

Icon file of the malicious file after Bulwark

00100740
00100750
00100760
0o10a770
0o10o7a0
00100730
001007A0
00100780
001007Co
00100700
001007ED
Q01007FD
00100aa0ao
00100810
0olhosz20
00100830
00100840
00100850

Pl B e T Wl ]

28
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FF
FF
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Hex code of the icon file after Bulwark
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New sections appear where the entropy level increases considerably and where some of
them show clear indications of containing code that is extracted during execution, showing
the clear difference applied to the binary compared to the original.

headers  headel]  hesdefl]  hede?]  headed]

name et rdata .data {CRT

md5 ESBC4ESE303408C39213630... 52A01B9F29B1BCAB4EDACT.. /= 3F3F0EL82FED9DGATIZ1BEZ.
entropy 5.905 5506 nia 0.041

file-ratio (93.56%) 7534 % 17.39 % nia 0.83 %

raw-address 000000400 0:0000BAD0 000000000 0:0000E400

raw-size (57856 bytes) 0x0000B600 (46592 bytes) 0x00002400 (10752 bytes) 000000000 (0 bytes) (000000200 (512 bytes)
virtual-address 000002000 0:0000D000 000010000 000011000

virtual-size (58009 bytes) 0:0000B40B (46091 bytes) 000002802 (10450 bytes) 000000588 (1464 bytes) 000000004 (4 bytes)
chameterisis
value 060000020 040000040 (0=C0000040 040000040

writable - - x -

executable x

shareable

self-modifying

virtualized - - X

Header information of the file before Bulwark

headers  headefd]  headedl] kel hedefdl headels]  headeds
name text .rdata .data fptable rsre relac

md5 BF227A2F1968CB450057EFG...  D396697CF1202BB656E097E... 4ETCI3FCI7CDC45CA96211..  BFG19EACOCDF3FG3D40GEA.. 4DSBABGT834DCO93E8263D2... (C561EB20D2CF4AF215C0365..
entropy 6.661 4695 7679 0.000 6427 6729

file-ratio (99.95%) 61.34 % 15.36 % 877 % 002 % 1264 % 182%

raw-address 000000400 0:0014D400 0001 A0ADD 0:001D0400 0x001D0600 000215000

raw-size (2222592 bytes) 0:0014D000 (1363968 bytes) 0x00053600 (341504 bytes) 0x0002FAQ0 (195072 bytes) 0x00000200 (512 bytes) 0x00044A00 (281088 bytes) 0:00009E00 (40448 bytes)
virtual-address 0x00001000 0x0014E000 0x001A2000 0x001D3000 0x001D4000 0x00219000

virtual-size (2224464 bytes) 0x0014CECG (1363654 bytes)  0x000535A2 (341410 bytes) 0x000307D0 (198608 bytes) 0x00000080 (128 bytes) 000044818 (280600 bytes) 0:00009C80 (40064 bytes)
chamscterstics

value 060000020 0x40000040 0xC0000040 0xC0000040 0x40000040 0x42000040

writable - - x x - -

executable x

shareable

self-modifying

virtualized

Header information of the file after Bulwark

LI B

Comparison of two binaries before and after Bulwark
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An important expansion of imports is also observed, adding capabilities to:

34

Create and manipulate processes
Invoke other libraries and imports (allowing capability expansion)
Perform injections into other processes
Work with multiple threads and create them
Anti-VM and Anti-Debugging techniques
Work with the binary's resources

VirtualProtect
TrackMouseEvent
UnregisterHotKey
FindFirstFileEx\W
FindMNextFileW
FindFirstFileExA
DeleteFileA
DeleteFileW
LockFile
LockFileEx
MapViewOfFile
UnlockFile
UnlockFileEx

UnmapViewOfFile
WiriteFile

GetEnvironmentStringsW
SetEnvironmentVariableW

OpenProcess
GetCurrentThreadld
TerminateProcess

RaiseException
GetModuleHandleExW

FreelibraryAndExitThread
RegisterHotKey

UEIETELTIC3I3ECTION
EnterCriticalSection
TryEnterCriticalSection

LeaveCriticalSection
CreateMutexW
WaitForSingleObject
WiaitForSingleObjectEx
InitializeSListHead

InitializeCriticalSectionAndS...

LoadCursorW
FindResourceW
GetSystemMetrics
GetTimeZonelnformation
GetDiskFreeSpaceA
GetDiskFreeSpaceW
GetSysteminfo
GetSystemTime
GetTickCount
QueryPerformanceCounter
IsDebuggerPresent
GetStartuplnfoW
IsProcessorFeaturePresent
GetStringTypeW
HeapAlloc

HeapCreate
HeaoDestrov

MessageBoxA
MessageBoxW
DrawTextA
DialogBoxParamA
GetDC

ReleaseDC
DeleteDC

BitBlt
SetTextColor

Arc

CreatePen

SelectObject
CreateCompatibleBitmap

CreateCompatibleDC
CreateSolidBrush

CreateFontIndirectW

Rectangle
GetPixel
OffsetClipRgn
LineTo

SetGraphicsMode

Additional imports added to the file after Bulwark
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Possible SQL queries can also be seen, which could be used to store information or
manipulate it during execution or to retrieve obfuscated elements.

UPDATE %Q.sqlite_master SET type="%s', name=%0Q, tbl_name=%Q, rootpage=#%d, sql=%Q WHERE rowid=#%d
CREATE TABLE %Q sqlite_sequence(name,seq)
CREATE TABLE

lite_master WHERE thl_name=%Q and type!="trigger’

sqlite_master WHERE name=%Q) AND type= trigger’
UPDATE %Q.sqlite_master SET rootpage=%d WHERE #%d AND rootpage=%%d
SETUP

at most %d tables in a join

SEARCH

DELETE

UPDATE

DELETE FROM %Q.sqite_master WHERE name=%Q AND type='index

SET NULL
SET DEFAULT
CREATE TA

5)

%Q COLLATE nocase)AND name NOT LIKE ‘sqliteX_%%' ESCAPE ‘X"
% ESCAPE'X'  AND type="index' THEN 'sqlite_autoindex_" || %Q || substr(name, %d-+18) ELSE name END WHERE {

sql, type, name, 1, ‘after rename’,0) THEM %0 ELSE tbl_name EN
=NULL
=NULL

=%(Q COLLATE nocase AND  sqlite_rena
sqlite_rename_test(%Q, sql, type, name, %
. sql, type, name, 1, %

UPDATE sqlite_temp_ss
SELECT 1 FROM "%aw" 5

AND sglite_rename_t

RE type = 'table’ AND name = %
‘table’ AND thl_name=%Q COLLATE nocase)

ERE name NOT LIKE ‘sqliteX_%%' ESCAPE ‘X' AND (type != ‘index’ OR tbl_name = %Q) AND sql NOT LIKE 'create virtual %%"
HERE type IN (‘trigger’ ‘view)

Additional SQL queries added after Bulwark

Technical Details

During a controlled run, it is confirmed that the original malware’'s capabilities have not been
altered and, although the execution flow changes, it performs the same runtime tasks while
adding the ones selected previously in the file-creation panel.

The binary does not appear to be recognized with any packer, but different sections can be
observed from which it can collect information during runtime to perform injections or
dynamic code loading.

2223616 > Reload

not packed Save diagram

PE Header(™2.99
.

rsrc)

ecti )
Section5(".reloc”)

A screenshot from Detect it Easy

1e+06 1.5e+l6 2e+06 2.5e+0l6
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Initially, the binary tries to protect itself against any type of analysis. Statically, it presents
functions that are unreadable or difficult to trace with disassembly, and on the other hand, it
performs different Anti-Analysis and Anti-DBG techniques to hinder tracking tasks during
debugging.

SEH (FS:[0]) usage can be located to control exceptions and try to execute process
termination if debugging is detected.

DOCESG36 83EC 28 sub esp,Zs8

OOCEBG2D 8965 DC mov dword ptr tfebp-24), esp
OOCEBGIC C74% FO FFFFFFFF mov dword ptr i febp-100l, FFFFFFFF
OOCEBG43 C745 EC G4FBEGOOD mov dword ptr :febp-14)l,tsL. EGFEG4
DOCESE4A 8045 E4 lea eax,dword s5:[febp-1C]

LW WL A
[ M ]
3

FEEEEEEEER X

OOCES&4D C745 ES BODSEODQOD mov dword ptr i febp-158],tst. EODSBO
OOCEBGS 4 64: 8B00 00000000 mov ecx,dword r Il [0]

DOCESESE 5340 E4 mov dword ptr :febp-1C), ecx
OOCESGSE 64: A3 00000000 mov dword ptr JJl: [0],sax

ODOCEBGG4S C745 FO 00000000 mov dword ptr ss:|febp-100,0
_ ES 713C0E&00 c€all tst.D4CZEL

Debugging view of the executable

There are different techniques where functions modify their content during execution
causing jumps to other functions, obscuring the execution flow.

OOD4C2EL 59 pop ecx
00D 4C2E2 59 pop ecx
00D 4C2E3 C3 ret

Debugging view of the executable

TEB and PEB access to locate Debugger execution flags (TEB.BeingDebugged,
PEB.BeingDebugged...)

int v5[13]; // [esp+eh] [ebp-34h] BYREF
/S[4] = (int)vs
5[8] = (1ntj&unk SOFBE4;
'5[7] = (int)sub_S53DoBG;
vS[B] = (int)NtCurrentTeb()->NtTib.ExceptionList;
vs[9] = @;
sub 47C2EL();
return &;
b

Execution flags related with TEB
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More common techniques are also found where some calls to IsProcessorFeaturePresent or
IsDebuggerPresent are used to locate debuggers. Assembly code views of the executable:

OOEOCEE2 64 17 push 17

DOEDC 664 FF15 3ICEZE100 call dword ptr ds:[<IsProcessorFeaturepP
85CO test eax,eax

OOEQC 66C 74 05 je tst.EO0CE73

OOEOCE6E 8B40 08 w ecx,dword ptr ssi|lebp+s]

7 B3CE OC add esp,C

OOEOCT1F C745 A8 15000040 mov dword ptr ss:[Bebp-5s8),40000015

DOEDCT 26 C745 AC 01000000 mov dword ptr ss:[lebp-54§,1

OOEC 5945 B4 mov dword ptr ss:[[ebp-4C],eax

DOEDC FF15 2CE2E100 call dword ptr ds:[<IsDebuggerPresent>]

Debugging views of the executable

Other techniques are performed to hinder analysis, such as abuse of CC (INT3) for
BreakPoint detection and blocking.

® [OOEOCOES 6A OF [RVELLE

# ((DOEQCOBY ES SC050000 call tst.EOCESS
. cC int3

# ((DOEOCOBD ES 61050000 call tst.EOCE23
& [[DOEQCOC 2 33C0 NOr eax,eax

Debugging view of the executable

During runtime, it also invokes other libraries that will be used by both Bulwark and the
embedded binary (The malware).

After this, a Portable Executable (PE) is extracted from memory, performing different
operations which it constructs, making use of different threads to access different functions.

Extraction from memory of the PE file:

(R LS )
Q073C7D0
0073CFED
0073C7F0
0073C800
0073CE10
0073C820
0073CE30
0073C 840
0073C 850
0073C 860
0073CE70
0073C880
0073CE90
0073CEAD
0073CEBD
0073CBCO
0073C 800
0073CBED
0073C8FO
0073C300
0073C910
0073C920
0073C930
0073C940
0073C950
0073C960

a0
Do
00
oo
OE

69 7

74
&D
73
43
43
BO
43
EE
EE
52
L)
0o
00
00
113
oo
o0

00
64
0o
00

L I

is program canno
T be run in DOS

LirTh

| ox620000
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This binary is responsible for performing persistence, where it not only has the capability to

use startup, but can also create it using tasks.

Additional strings added to the file after Bulwark:

UpenProcessloken
GetMativeSysteminfo
GetEnvironmentVariabled
VirtualProtect

2esh Microsoft\ Windows'\ Start Menu'\Programs’\Startup
Shsh e WriteFile
schtasks /Create /TN "%s" /TR "%s" /SC ONLOGON /RL HIGHEST /F EindFirstFilebxW

: FindMextFilewWy
GetCurrentProcessld

E

(EXE
.Com TerminateProcess
EXE GetCurrentThread|d
E GetExitCodeProcess
Ed CreateProcessW

GetEnvironmentStringsW
SetEnvironmentWariableld

RaiseEx ception

esi
esi, 104h

lea  eax, [ebpsvar_108]

push  esi

push @ I

eax

call  sub_sesace

lea  eax, [ebpivar_108]
esi

s eax

call  sub_se101C

add esp, 14h
esi

al, al

short loc_403286

= ! e =

lea  eax, [ebptvar_108]
"

loc 428
| call  startup | | fall  _vask

or L
jmp short loc_403286 || 13
\

memset(v3, @, 13);
sub_4012EF(v3, 12);
sub_405ACO(v2, ©, 2048);

return sub_4081F5(v2) == ©;

mmmmm (05, 0, 17);

if ( !GethoduleFileNaneA(@, Filename[@].m128i_i8, @x104u) || !(unsigned _ints)sub_4@1334(Buffer(@].m128i_i8, @x104u) )
urn ;
sub_403A2€(v3, 260, "¥s\\Microsoft\\Windows\\Start Menu\\Programs\\Startup", Buffer[0].m128i_i8);
b_40126F ((int)vs, 12);
sub_4077A0(
b_403A2€ (NewFileName, 260, "¥s\\¥s", v3[0].m128i_i8, v5);
n lenane[0].m128i_i8, Newrilelanc[6].m128i_i8, @);

sub_403A2E(v2, 2048, “schtasks /Create /TN \"¥s\" /TR \"¥s\" /SC ONLOGON /RL HIGHEST /F", v3, al);

Persistence functions seen in IDA
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31 32 33 3435 36 37 38[39 00 00 25[73 5C 4D 69123456789, .%54M]
63 72 6F 73|6F 66 74 S5C|57 62 6E G&4|6F 77 73 5C|crosoft \windows®
53 74 61 TZ|74 20 4D 65|6E 75 5C 50|72 6F &7 72|S5tart Menu“Progr
61 60 73 5C|53 74 61 72|74 75 7O 00|00 00 OO0 2ZE|amshStartup.....
65 78 65 00|00 00 00 25|73 S5C 25 73|00 00 00 73|ENE....%5'%5...5
63 68 74 61|73 6B 73 20|2F 43 72 65|61 74 65 20|chtasks /Create
2F 54 4E 20|22 25 73 22|20 2F 54 52|20 22 25 73| /TN "#s" /TR "%s
ZZ Z0 2ZF 53|43 20 4F 4E|4C 4F 47 4F|4E 20 2ZF 52" /5C ONLOGOM /R
4C 20 48 49|47 48 45 53 (54 20 2F 46|00 00 00 52|L HIGHEST /F...R
75| 6GE 49 6D |61 &7 &5 00|00 00 00 00|00 00 00 80|UNIMAgE.........
ED 1C 01 B4|46 1B 01 1B|47 1B 01 55|6E 6B GE &F|1.. F...G..Unkno
77 GE 20 65|78 &3 &5 70|74 &% &F &E|00 00 00 50|wn exception...P
EE 1C 01 B4|46 1B 01 1B|47 1B 01 62|61 64 20 61|i.. F...G..had a
6C 6C &F 63|61 74 &2 GF|6E 00 00 CSB|ED 1C 01 B4|l1location..Bi..~
46 1B 01 1B|47 1B 01 62|61 64 20 61|72 72 61 79|F...G..bad array
20 6E 65 FFlz0 6C 65 GE[(67 74 68 00|00 00 00 70| new lenath....o

Persistence strings extracted from debugger

Subsequently, checkpoint tasks are performed, where it is verified if the load has been
executed successfully.

OutputDebugStringa("RunImage”);
sub_4832E7(&v1, &v2);

sub_4@32C2(&unk 421838, 25655, Shyte 421810);
return sub_481510(1, w1, wv2);

Function shown by IDA

v3 = sub_4@83F75(a2, a3);

if ( w3 )

1
OutputDebugStringA( "MemoryLoadLlibrary failed");
return @;

}

OQutputDebugStringA(“MemoryLoadLibrary ok™);

if ( a1 )

i ( (*(_WORD *)(*(_DWORD *)(a2 + 68) + a2 + 22) & @x2008) != @ )

OutputDebugStringA(“Launching DLL in separate thread”);
w5 = (_DWORD *)sub_4842C3(4);
if ((vs )
*v5 = w3j
else
vs = @3
Thread = CreateThread(@, @, StartAddress, vs, @, @);
WaitForsingleObject(Thread, @xFFFFFFFF);
if ( !Thread )

OQutputDebugStringA(“Failed to create entry thread");
sub_4842F3(v5);
return @;

}
CloseHandle(Thread);
¥

else

OutputDebugstringA(“Calling EXE Entry Point™);
sub_483E73(v3);
3
b

Function shown by IDA
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8| 77AGYLES -~ QOF84 B3000000 je ntdl1.77AG9260

® || 77AG91EA BETC24 14 mov edi,dword ptr ssi:[esp+14] [esp+14] : "MemoryLoadLibrary ok™
e | 77AG91BE B95C24 28 mov dword ptr ss:fesp+2E],ebx

(| 77AB91C2 3B5C24 OF cmp byte ptr ss:|fesp+F],bl

@ 77A691C6 -~ OF85 F1CAD300 jne ntdl1.77AASCED

Loading a library during debugging

31 32 33 34|35 36 37 38(3% 00 00 25[73 5C 4D 69| 123456789..%s M1
63 72 6F 73|6F 66 74 S5C|57 69 6E 64|6F 77 73 5C|crosoft \windows®
£3 74 61 72|74 20 4D 65|6E 75 5C 50|72 6F &7 72|S5tart Menu“.Progr
61 60 73 5C|53 74 61 72|74 75 70O 00|00 00 00 ZE|amsh“Startup.....
65 78 65 00|00 00 00 25|73 S5C 25 73|00 00 00 73|EXE....%5'%5...5
63 68 74 61|73 6B 73 20|2F 43 72 65|61 74 &5 20|chtasks /Create
ZF 54 4E 20|22z 25 73 22|20 2F 54 52|20 22 25 73| /TN "#s" /TR "%s
ZZ 20 2ZF 53|43 20 4F 4E|4C 4F 47 4F|4E 20 2F 52|" /SC ONLOGDM /R
4C 20 48 49|47 48 45 53 (54 20 2F 46|00 00 00 52|L HIGHEST /F...R
75| 6E 49 6D |61 &7 &5 00|00 00 00 00|00 00 00 80|HNIMADE. ...uc.e...
ED 1C 01 B4|46 1B 01 1B|47 1B 01 55|6E 6B GE &F|1.. F...G..Unkno
77 GE 20 65|78 63 65 70|74 69 6F &E|00 00 00 50|wn exception...P
EE 1C 01 B4|46 1B 01 1B|47 1B 01 62|61 64 20 61|i.. F...G..had a
6C 6C &F 63|61 74 &3 GF|6E 00 00 CSB|ED 1C 01 B4|l1location..Bi..~
46 1B 01 1E|47 1B 01 62|61 64 20 61|72 72 61 79|F...G..bad array
20 6E 65 77|20 6C 65 GE[(67 74 &8 0000 00 00 70| new length....o

Strings extracted for persistence

The final result will be a copy of the original binary in the path
C:\Usersl<user>\AppDatal\Roaming\Windows\|Programs\Startup, using a name that will be
created randomly in each iteration, which does not involve any routine to avoid executing
twice, stacking in each execution, and following the same pattern.

Regex:

[a-zA-Z1{1113}\.exe
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Persistence procedure of Bulwark:

. FF15 3BEZ22400 call dword ptr ds:[<GetStartupInfoun:]
@ 0023C7ED Fed45 EB 01 test byte ptr ss:flebp-18],1
®|0023C791 OFB74D EC movzx ecx,word ptr ss:febp-14]
@ 0023C795 Ga 0A push A
@ 0023C797 58 pop eax
@ 0023C798 OF45C1 Cmovne eax,ecx
#||0023C79B ca leave
dows * Start Menu » Programs @ Start-up v | 0 J2 Search Star

Mame Date medified Type

m 2¥Slwroaje Ot Application

B clzaucMiwzsr Application

m FbVSAKVMMSCP Application

[ fiuuNisjIoDx Application

ﬁ ggMuwdugeMak Application

Ejmojqthbpuﬂ Application

ﬁ NdVbGpZ2adUl Application

ﬁ OmR3J0%0c0ME Application

& PoINogntrE37 Application

mehgplonanh Application

& wPMel3gd3Eke Application
7584 [ZhReadFile C:\sDirectory
Thad BaCreateFile Cilsers® “AppData“RoamingMicrosoft Windows*Start Menu*\Programs®Startup’y 5 Exe
Thad BatluseFile Calsers® “AppData“Roaming Microsoft Windows"Start Menu®\Programs®\Startup’y 3.E0E
Thad EaCreateFlle CalUsers® ‘AppData*RoamingMicrosoft\Windows"Start Menu*\Programs*\Startup’y 5 EXE
7584 B:\Queryﬂd‘tribl.rtel... Calsersh ‘AppData*Roaming \Microsoft\Windows"Start Menu'\Programs*\Startup’y 5.E0e
Thad Bs\QueryEasiclnfor...C:\Users‘\ “AppData“Roaming Microsoft  Windows* Start Menu*\Programs*Startup’y 5 EXE
7584 Bsﬁuewﬂttribmel... Ciilzersh, "Diesktop'ist exe

4 C\Users\  AppData‘\Roaming\Microsoft\Windows'\Start Menu'\Programs'\Startup
W aexe

pData * Roaming »* Microsoft » Windows » Start Menu * Programs » Start-up w | D
Marme Date modified Type Size
m | 5 Application KE

41



Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit

SOCRadar

Your Eyes Beyond

After this, the binary performs different function accesses to deobfuscate and extract the

encapsulated binary (Our Malware).

W CIEE 0H =hT 227, 8
w [0 F L1051 or e5i, eax
= ||kE22951 Cle7 08 2h1 «di, 8
= ||E22054 43 ine ebx
& ||BE22D55 B975 FEB mov dword ptr ss bp- B, &5
s ||ME22058 BO95D FC mowv dward prr ss bp-4All , 2bx
» ||BE2295E BECT mo e, e
o || DeME2 295D CleB OB shr eax, B
s || ekE2 26D OFAFCL imul eax,ecx
s ||E22OE3 JeFl cmp e51, Ean
- |62 265 w 73 1E jae 622085
w ||DE22DET BerB mow edi, eax
w || D2 2965 C745 pC DEMMEHMY moy dword ptr 55 Jebp-24], 6
» || E22970 B8 (RE DR miw eax, B0D
= ||DE22975 2BLCL sub eax, eix
& ||pE22977 Ea 0 push 4
& ||pE220970 C1eB 05 shr eax, 5
s ||ME229TC 0345 BC add wax, dword per ss:lehu-ddl
s ||e6229TF 59 pop &L
s || ekE2 2GR0 B94D DB mov dword ptr ::.:lehu-ZEl.th
—= | 0622983 ~  EB 20 jmp 622945
- e |[FE229B5 2eFD sub esi, eax
» ||DE22987 Cled 05 shr ecx,5
w ||DekE2298A 2BFE Sub edi, eax
» ||E220BC B975 FRB mov dward ptr ss:febp-Bf, esi
s |[DDE2ZORF BBd5 BC mov eax, dword per b.b.:l'E u-ddl
w ||DepE22002 £ DE push &
s || ekE2 2904 2BCL sub eax,ecx
o ||eBE2 2996 C745 pC 07 MM mov dword ptr s bp-24
w || DekE2 2900 C745 DB 050N mov dword ptr s bp-28
o |62 2984 59 pop BLH . .
Lo [[00622905 BeSp FO mov ebx, dword pr ss: Jebp- 10 Extraction of the encapsulated binary
= ||DE220aE8 (115 fmi] MOVER £ax, dx
= ||DE22048 B3d4p BB mow dward ptr ::..lehu-dﬂl.fl.x
= ||DE2204E BE:B343 02 mov word per ds:[ebx+2],ax
= ||DE220982 Berl miwv eax, ehx
s ||kE22084 BESD FC mov by, dword per b.b.:l-uhu-dl
s ||[E220ET OFBE 701 movex eax, word per ds:[ecxeeax]
s || k2 2TEE B945 BC mov dword ptr s.s:lehu-ddl.tdx
. ::EEHEE GFB-.'-"CB- MOVIK BLK, 8%
BLFF ({eMMHMIL cmp edi; LI
=== I BOD| w~ T3 0C jas BZZBEB
1 . ""EEEE iF OFEED3 movin ean,byte prr ds:[ebx]
i o || DE22BE2 Cleg DB shl wsi, B
1 » || E22BES cle? 0B shl edi,B
! s [|ep6220ER [ or esi,eax
1 o |[E22EEA 43 inc ebx
'———3—- 62 2BER Be45 9C mov ean, dword ptr ss:febp-E4)
» || ME22BEE BLFa (ee02 (DM} cmp edx, 200
‘- 62 2B F4 B958 1C mov dword ptr ds:[ean:1C]; eba
- W BESD ER moy b, dword per ss:
. R @ [0k BFA& RO5R 18 mov dword ptr ds:[eax: 18] :E
Extraction of the encapsulated binary + [[voe222F0 Be5p Ed mov wbi, dword pre ss:febp-1o])
s || D2 20060 B95R 2B mov dword ptr ds:[eax+28], eba
s ||E22003 BeSo ED mov b, dword per :::I-ehu-Z':II
& || D2 2006 B958 30 mov dword ptr ds:[eax30], ebe
s || 0E2 2000 BBSD CC mov by, dword ptr :.:.:l:hu-ﬁl
w || DeE2 200 B958 34 mov dword ptr ds:[eax34]; eba
s || DE2200F BESD CB mov &b, dword per ss:luhu-lﬂl
a || DE22C12 AOSE 3R mov dword pere de: [eax+38], ebs
« ||DE22C15 BBRSD C4d mov by, dword phr ss: l-ehu EIC.
« ||E22C1E BO7R 20 moy dword prre ds: [eax+20], edd
s ||E2ZC1E Bo70 24 mov dword ptr ds:[eax+24],esi
s ||E22C1E B958 3IC mov dword ptr ds:[eaxs3C], ebe
o ||E22C2L 5F pop edi
o || 0622022 B950 44 mov dword prr ds: [eax+dd4] ;eds
s || E2ZZC2S B94R 40 mov dword ptr ds:[eanedd], ecn
w ||E22C2E 1oy shb eax, eax
o || 022028 SE g £59
s [|ME22C2E 40 int eax
« [JonE22c2c 58 pup ebx
. m =] Teave
o ||0Ded2C2E 2 D400 - 4
s ||E2Z2CIL Bedp Fd o, dword ptr :.:.:lrhu-cl
o || DDE22C34 BA 12010} rru:nr adx, 112
& || 622030 BIED OC sub eew,C
« || 22030 ~ EB 00 jmp E22ED7
s [|ME22C3E BeSS EC moy e, dword prre ss:Jebp- L4J
o |[|ME22C4L BLCZ D202 Mky add edx, 202
« ||00E22c47| . Em BE jmp E22eD7
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The final result is a second binary extracted from memory.

00718CC8
00718CD8
00713D07 (8D 41 78 F2|BE A5 1E 48|AF 3B 3D 7A(74 83 58 OE| .AXO%¥.H ;=zT.X. 00718CES
00713D17 (4A C2 92 CE|D5 30 71 B8|33 FC 06 E1|F8 F5 06 BO JA IOOq 3u a06 00718CF8 .
00713D27 (95 89 06 2A|F1 DD 3D 51|1E BA 99 53|9F 04 02 0D|. Y=Q.°. 00718008 s ¢
00713D37 |CB 1B F1 43|2D B8 G6A AO|1B 95 1F 4B|EB E1 FB 1B E Keau 00718D18(69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F 15 program canno

0071304749 F9 DE 0D |68 DD B4 F2|7A 63 1F 2C|A7 9A F3 60| Iub.kY dzc.,S.om 00718D28|74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00713057 | 4F 6A C3 EB|A7 38 E9 57|EA 37 55 BF |05 E4 D9 B6|OjAésaéwaru;.aly 00718D38|6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 00 mode....$.......
00713D67 |C6 C9 OF FA|66 88 18 F8|33 7E 95 C7|01 98 BE 78 % .03~.C..%{ 00718D48|EA 69 AE D4|AE 08 CO 87 |AE 08 CO 87|AE 08 CO 87 eweoe LA : FAT e
00713D77 |BE 1E 84 67|5D F8 83 4D|0D 31 13 OF [5F 7C 53 6F [%. g]e M.1.._|So 00718D58|BA 63 C4 86|AC 08 CO 87|BA 63 C6 86|AF 08 CO 87 |°CA.-.A. °cl AL
00713087 |EB BF 99 A2|E6 F1 67 78|97 C9 7C OF |86 F3 DA 6F | &.¢@na{.E|..olo 00718068 |BA 63 C1 86|AB 08 CO 87|AE 08 C1 87|A8 08 CO 87| °cA.«.A.e.A. [Al
00713D97 |FE FO 4D 08|55 A4 31 EB|7C SE 1B 9D |EB 6D 46 89 pbm.uuel/«..e-m:. 00718078|16 7D C9 86|BC 08 CO 87|16 7D C2 86|AF 08 CO 87|.JE.%.A..}A. T A.
00713DA7 |F2 BD 2F 76|EF 6A 7F CC|AF AC D5 F7|C3 C5 8D 3A[0%/vij.I -0<AA.: 00718088|52 69 63 68|AE 08 CO 87|00 00 00 00[00 00 00 00|Rich®.A.........
00713DB7 |79 BC CE AE|2B 29 34 92|40 EE EB 90|70 5F ES 49|y%le+)s.@ie.p ar 00718098
00713DC7 DU (mch; YIowi, 00718DA8
00713DD7 00718DB8
00713DE7 00718DC8
00713DF7 00718DD8
00713E07 00718DE8
00713E17 00718DF8
00713E27 00718E08
00713E37 00718E18
00713E47 00718E28
00713E57 00718E38
00713E67 00718E48
00713E77 00718E58
00713E87 00718E68
00713E97 00718E78

00718E88

00718E98

Anziocacln

The final result of the second binary

After the diff between the one extracted from memory and the original malware, it is verified
that it is identical, so from this phase, the malware that was inside the Bulwark bypasser
enters execution.

Comparison of the malware before Bulwark and after extracted from Bulwark (during execution)
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The execution of the main malware is not modified by Bulwark in any way, since in telemetry
it is observed how the modified executable performs Bulwark functions moments before the
binary execution, performing the same functions that were predefined in it, without altering
the order or content.

Comparison of the behaviour between Bulwark and the original malware:

n Bulwark.exe "l Malware.exe

T
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Target AV/EDR PoC

Knowing that the modified binary performs the same tasks in a controlled environment, it is
necessary to test it against AV and EDR to determine whether it can perform the evasion
described by the Threat Actor.

Antivirus (AV)

In the panel of software it is stated that Bulwark theoretically can bypass a large number of
antivirus products that are widely used by millions of people worldwide (Kaspersky,
Bitdefender, Avast, AVG, Microsoft Defender, etc.)

We carried out tests against some of them to determine whether there was any change in
execution or whether these solutions blocked it.

Microsoft Defender

Starting with one of the most used ones, and given that Bulwark is only usable on Windows,
the compressed binary is transferred to a device with Microsoft's standard protections.

Security at a glance

See what's happening with the security and health of your device
and take any actions needed

Ce S

Virus & threat protection Account protection

No action needed Sign in with Microsoft for
enhanced security and other
benefits.

Sign in

Dismiss

(13 c

Firewall & network App & browser control

protecion The seings o block poendall After performing a desktop scan, Windows Defender is not able
Your device may be vulnerzble to determine any threat, so it does not see anything harmful
Turn on statically in the binary

Dismiss
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Icon file after Bulwark

Mo current threats.

Last scan: (customised scan)
0 threat(s) found.

Scan lasted 1 seconds

599 files scanned.

Quick scan

Allowed threats

No action from Windows Defender is observed during execution

During execution, no action from Windows Defender is observed either, so it can be
determined that, with the modifications made to the binary, the native OS AV is not capable
of providing a first line of defense against the threat.

O Protection history

View the latest protection actions and

recommendations from Windows Security.

Filtered by: Filters ™

Recommendations,
Quarantined Items, Cleaned
items, and 3 more

O  Sign in with Microsoft for en...
(wr |

ﬁ The settings to block potenti...
A

No action from Windows Defender is observed during execution
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Avast

Among the software that is theoretically bypassable, there are several from GEN, which is
the brand that currently encompasses multiple antivirus signatures such as Avast, AVG,
Avira, Norton, etc.

Therefore, the same test is performed against one of them, Avast. Extraction of the binary
itself is not even allowed in this case, because the AV solution blocks it instantly and sends
the binary to quarantine.

& Avast

2

Threat secured

We've moved .l - r 2l m.exe to your Quarantine because it was
infected with Win32:MalwareX-gen [Pws]

We can also protect you from other types of threats

UPGRADE YOUR PROTECTION MORE OPTIONS ‘

Quarantine

Detected threats are s

ADD FILE

Win32:MalwareX-gen [Pws]

Win32:MalwareX-gen [Pws]

The AV solution blocks it instantly and sends the binary to quarantine
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Since it is possible that it was detected contextually or by a signature, an attempt is made to
rescue the binary from quarantine to try to execute it and check whether it could reach to
the execution step.

After an initial execution, Avast acts on the binary again, preventing its use and successfully
stopping the malware:

& Avast threat found

ould harm your computer or pri

2

Restart needed
]

|:| Threat name Infected file

) [:',‘ Win32:MalwareX-gen [P... C:\Users" \Desktop\tstitst.exe

[ | =
-' H.exe to your Quarantine.

in this threat.

RESTART NOW LOSE ALL (3)

Hide

Threat name  Win32:MalwareX-gen [Pws]

Threat type Password Stealer - This threat steals your login credentials
and passwords and sends them to the attacker.

File path C\Users\Jean\Desktop'

Process PID 7868
Detected by  File Shield

Status Moved to Quarantine |

Option Report false detection
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AVG

The same test is carried out with another product from the same GEN group, AVG, and it
behaves the same way, being blocked both on decompression of the binary and on its
execution.

Threat secured

We've moved g L Sexeto your Quarantine because it was
infected with Win32:MalwareX-gen [Pws]

We can also protect you from other types of threats

e m
UPGRADE YOUR PROTECTION | MOREOPTIONS +

See details ~

The file being blocked both on decompression of the binary and on its execution
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The same tests are performed in the controlled environment using another antivirus,
Bitdefender, and it does not present problems when decompressing or when scanning the

sample with its engine:

B sitdefender > B Scan with Bitdefender

&) Bitdefender Contextual Scan

|

@

Your system is clean!

Scanned items:

Elapsed time;

Resolved:

Unresolved items:

Password protected:

00:05

An attempt is made to execute the binary, and it performs it

alerting or being stopped during execution:

50

s actions normally without

@ We're looking out for your device and data.
Autopilot Recommendations
(T | Autopilot, your personal security advisor, provides contextual recommendations based ‘
Dashboard on your device usage and needs. This way, you'll get to benefit from everything your
product has to offer.
Protection
o) [ m
0
Privacy
Quick Scan System Scan Vulnerability Scan
o
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Endpoint Detection & Response (EDR)

Within the category of solutions that Bulwark is capable of bypassing are EDRs, the software
commonly used by companies to protect and monitor infrastructures. SentinelOne was
among the products tested by the adversary and was subsequently targeted by the tool.

After an initial extraction, SentinelOne neither detected nor took any action on the binary, so
it did not flag anything malicious:

SentinelOne

OVERVIEW

SECURE

Mame Date modified Ve ize

|ﬁ TST Application 2,172 KB

The file was unaffected
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After execution, no alerts or actions were raised against the original binary; the binary ran
similarly to previous cases where AV products failed to detect Bulwark.

THREAT HISTORY

SentinelOne

THREAT HISTORY

SentinelOne threat history

After reviewing telemetry, the binary’'s execution is observable, and it does generate an
indicator that alerts analysts to suspicious activity.

m Storyline View O View X
‘4 TST.exe ¢

svchost.exe
PID: 2792

Storyine D

® o — s Storyine Ros e

S S =
Command Line CUsers! \Deskton
User

0% explorer.exe @ TST.exe
PID: 4672 PID: 7280 image Path CUsers A Deskto

SentinelOne telemetry
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Investigating the execution, we found that the related indicator corresponds, based on
MITRE, to Credential Access (TA0O006), where attempts were made to obtain device
credentials using techniques such as Input Capture (T1056), a capability that characterizes
the binary and is present in its feature set.

'SOURCE PROCESS PARENT DETAILS SOURCE PROCESS DETAILS INDICATOR DETAILS
o HookinaVi
Name ® 98 explorer.exe Name ® 98 TsTexe ) FockineVissthoskat
Category o General
Storyline ID Storyline ID
Ak 2 Detected hooking with SetHook API
Start Time Command Line ® "C:\Users\' \Desktop\: . Show More
Image Path © C:\Windows\explorer.exe User (Cisdential Access (TAOUOS)
Unique ID T The adversary is trying to steal account names and
passwords.
image SHAL Image Path ® Ci\Users\  \Desktop Show More
« T1056 Input Capture:
PID * 7280
Adversari ies may use methods of capturing
Unique ID . user input to obtain credentials or collect

Indicator Details from SentinelOne

INDICATOR DETAILS

Name ® HookingViaSetHookAPI

Category ® General

Detected hooking with SetHook API
Credential Access (TA0006)

The adversary is trying to steal account names and
passwords.

e T1056 Input Capture:

Adversaries may use methods of capturing
user input to obtain credentials or collect

Indicator Details from SentinelOne
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Examining the binary further, those indicators expand: a SetHook API was detected, which is
commonly used to obtain system information or to collect sensitive data. This is tied into
various credential access and data-collection techniques.

TST.exe

Event Count Event Table INDICATORS

BEHAVIORAL INDICATORS

#  Indicators Behavioral Indicat... ) Showing 1/1, Distinct values | (2 Open In Deep Visibility Q General

HookingViaSetHookAPI 1

Indicator General ... 606

Indicator Injectio.

Indicator Evasion
Indicator Reconn... 21
t

Indicator Infostea.

Indicators from SentinelOne
Thus, the malware did execute, but it did not complete its full lifecycle, because the EDR

intervened at later stages, disrupting many of its capabilities and alerting analysts in the
console. Bulwark was only partially effective in this instance.
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Aura Stealer

Aura is another tool accessible through the database, which is a recent Stealer that
appeared in July, like the rest of the correlated tools from 2025.

It promises capabilities similar to other stealers, being customizable through a builder and
capable of obtaining information from browsers and other applications to subsequently
exfiltrate them to the affiliates’ C&C.

3bc abc abe abe abo abe abe abe abe sbo abe abe
Y4555
4 Effective, discreet, customizable 4

AURA Stealer is a carefully crafted solution where
every detail exists not for beauty, but for results.

¥ Data collection from 110+ browsers, 70+
applications (including crypto wallets and 2FA)
and 250+ browser extensions

¥ Easily add new collection targets

¥ Stealthy data collection, server-side decryption,
and minimal system actions

¥ Build size 500-700KB, own private morpher,
well encrypted

¥ Non-resident loader

% Get the maximum results with AURASP

We are on forums:
- -
- -

Screenshot of the Telegram advertisement
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Aura advertises on both Telegram and Dark Web forums to promote itself, following a similar
model to the other affiliated companies.

Promotional Content on Dark Web and Telegram sources, obtained from SOCRadar Dark
Web Module:

Alleged AURA Stecler Service Announcement i Detacted

Alleged AURA Stealer Service Announcement is Detected

08 Jui 2025

[ ———s
o8 z0as

P socRadar
~ .
Anclysis of Alleged New Stecler Service "AURA Stecler”

Nature of Dork Web News:

colled "AURA Stealer” on

browsers, applcations, and browser excensions

In & hacker forum monitored by SOCRadar, a new alleged stealer service sole is detected.

ion config in a couple o
m of suspicious actions.

AURA Stealer - You Don'

© Todayat 35340 | bt | e

Prce: 295- 5858
Contacts: "

o= AURA Stea butfor the rasut
70 appications, Thats ot a,

- Thoroisaloader

—
s
Aot
!
ey
web:
Ao e
~ Each usas ctals soury protectd b it sccesspoicies.
a2 [0] [0] -
A AlResuts  Bm ata & (@ Data Insights® u E g
Telegram 7
| souceigrs7)~ || country (250/250) - Sector (41/41) v Date Range v nnn
v 20250809 1352 UTC
2610 20250926 .
Content Link hitps://t.me/5427675939/795680 I (4
Sender User MocTumr Expert 7 (4
MocTunr Expert mentioned "Aura Stealer™ on the *5427675939" Telegram channel Chat Tite MexOopywsii & (4an) ¥ (3
o Telegram - 2025 Aug 09 13:52UTC. )
Account D 54276759397 [
=) =) (ooon) (emer) (5mom ) | esenae Tyne
Message Type groupichannel
i Moctusr Expertin Mexopymbit 8 O (a)

Tags (e (v ) [7)
OODNBERERBEBE $44% %954 4 O00exTusHbiA, HesameTHbIA, HaCTPanBaeMbIii 47 AURA Stesler - 3TO TwaTenbHo o

ae kaxgan 110+ 6paysepos, 70+ npn

(exmrou.

[ Fulcontent @ Domains &
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Search
The post titled [ AURA Stealer |* on the Exploit.in Forum mentioned “Aura Stealer™
o Exiotin Foum- 2025 Aug 07 158 UTG
oopooEEEnEEE
( ) Cetvemiom ) (G ) (iears ] ( 1) %%
praTv—_—

AURA Stealer ',
“author':(
“usemame: "AuraCorp’,
i "201406",

AURA Stealer -

7R KpacoTs, a an

e Kaxpan feTans cywecTsyer He
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Interview

During this interview, the TA was very open and collaborative, and pertinent questions could
be asked to learn more about the Stealer. These questions were focused on clarifying
different aspects:

If it were possible to obtain photos, videos, or a demo of Aura Stealer
Extended capabilities and what differentiated it from other Stealers
Relationships with other similar products

Controversy with Lumma Stealer and possible code copying

Aura Support 7

last seen recently

Hello, I have some questions about Aura, can you help me?

57

10:08

Hello, of course, we are always happy to answer your questions.

Wow, thank you very much. It's really a pleasure to talk to you. First
of all, I'd like to know what the future plans are for Aura, You've
really caused a lot of excitement 15:02 W&

ey x ~tcr T T
We planned to make a video review of the panel and how to work
with our product. This will most likely be done in the future, but for
now, all of our features and pricing plans are described in detail on
all forums and accompanied by detailed screenshots. We also keep
a detailed update log, where we describe all changes and
improvements in detail, and where there are visual changes, we
attach screenshots. Al of this is recorded on popular forums, and
you can easily follow the dynamics of our development.

It's agood plan, of course (545

Our plans are simple. We want to provide high-quality software
that is easy to use for a large number of people. We still have work
to do, and we operate on the principle of “today, we need to be
better than yesterday.” We will promote these principles in all
circumstances and, thanks to them, we plan to become number
one in the market.

1am really sure you will achieve it, many people are talking about
AuraStealer, and version by version, the product is undoubtedly
maturing. As for making it simple for people and easy to use, do
you offer affiliates who want to use Aura a builder or similar tool so
they can understand its capabilities, or can they watch videos or
look at photos to see how the product is improving? 15:224 &

We planned to make a video review of the panel and how to work
with our product. This will most likely be done in the future, but for
now, all of our features and pricing plans are described in detail on
all forums and accompanied by detailed screenshots. We also keep
a detailed update log, where we describe all changes and
improvements in detail, and where there are visual changes, we
attach screenshots. All of this is recorded on popular forums, and
you can easily follow the dynamics of our development. 5:36

It's agood plan, of course (5.5

Finally, I wanted to ask you about Aura's capabilities, since there
are people who are deliberately trying to compare it or even saying
that part of the code is copied from Lumma, when tools such as
RAT or Stealers usually have a similar logic to others that were
made previously and the aim is to improve on that basis. Why do
you think these similar characteristics are being attributed to it? Do
you think others are trying to demonize your work because they
see you as potential competitors? 15:42 &

Finally, | wanted to ask you about Aura's capabilities, since there

are people who are deliberately trying to compare it or even saying
that part of the code is copied from Lumma, when tools such as

RAT or Stealers usually have a similar logic to others that were

made previously and the aim is to improve on that basis. Why do
you think these similar characteristics are being attributed to it? Do
you think others are trying to demonize your work because they

see you as potential competitors? 1542 &

You are right, we have been compared to Lumma many times, but
it was more out of people’s curiosity than an attempt to demonize
our work. Especially after the sad news about Lumma being seized
by FBI agents, people thought that it was his return under a
different name, that there was some kind of sensation or
something like that.

The main reason for the comparison is the external similarity in the
panel, as we use the open source Tabler admin panel web template
(tabler.io). But this is only an external similarity at first glance. If
you look more closely, you can see a huge difference. As you
understand, it is impossible to copy the backend, since each project
keeps it secret, and our backend was developed from scratch by
our specialists.

You are correct in noting that the functionality of different projects
is usually similar because the market has certain requirements, and
we all have to adapt to them by providing the features that users
need. During development, we analyzed a lot of software, including
Vidar, Raccoon, Lumma, Rhadamantis, and many others. We tried
to take the best aspects of them and refine them, as well as
introduce something new that wasn't there before. This is not
about copying, but about setting business goals and technical

that our p s carry out ir
Also, on the xss forum, our build was reverse-engineered by a user
with the nickname wizardo, which fully proved that there was no
code copying. Our build was developed from scratch by our best
specialists.
You can check out the stuff from wizardo at these links:
1) https://x.com/KrakenLabs_Team/status/1952302052928803182
2) https://xss.pro/threads/141753/

As for our competitors, they clearly saw us as a major threat. We
have been attacked repeatedly, and recently someone tried to
disable our infrastructure with a DDoS attack. It is obvious that this
was ordered by one or even several frightened competitors, since
no one demanded a ransom from us; the goal was to destabilize
our work. The attack was successfully repelled, and Aura is fully
operational and continues to develop. All of this indicates that we
are indeed moving in the right direction, and everyone is noticing it.

AL [

Interview screenshot
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As the TA mentioned, communication takes place with a user called "wizard", who analyzes
the binary to determine some of the techniques, even finding some flaws or improvements
that could be made, as well as resolving doubts about the Stealer. At the end of the
conversation, the TA himself gives him $100 for the work performed.

Posts from Dark Web forums about the malicious product

During this analysis, clear differences from Lumma are shown, as the Threat Actor
commented during the interview.
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Features

Among Aura Stealer's capabilities, similarity to other stealers can be expected, both from
Lumma, previously mentioned, and from others where the TA himself has commented on his
inspiration for Aura's development, such as Vidar, Rhadamanthys, or Raccoon.

From these capabilities, we can highlight some such as:

Password and wallet checking

Cookie and credential theft

Clipboard information retrieval

Password collection in txt format (AllPasswords.txt)
Screenshots

Device/User info

Communication with Telegram bots

During collection tasks, the SOCRadar platform is used to obtain valid I0Cs from various
sources.

A Al Results [ Data Insights® [afc]:]

n n Source AbuseCH Threatfox 7
Discover Date 2025-09-11 12:28 UTC
Content Link https://threatfox.abuse.ch/ioc/1587832 IF) [
® AbuseCH Threatfox - 2025 Sep 11 12:28 UTC Tags ([ maware ] [(bowmer | (]

[*] Fulcontent @ pomains & & urLs
“id": "1587832", —_—
“ioc™ "capitalfiowpanel xyz",

“threat_type™ “botnet_cc’,
“Indicator that identifies a botnet command&control server (C&C)",

Search

omain that is used for botnet Command&control (C&C)",

https://threatfox.abuse.ch/ioc/ 1587831
@ AbuseCH Threatfox - 2025 Sep 11 12:27 UTC
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After collecting I0Cs, we checked how it behaves in execution; it commonly seeks another
process to perform injection with Aura Stealer capabilities.

000000013FD 70000 @00 5A 78 00[03 00 00 00|04 00 OO0 OO[FF FF OO0 OOMEX......... V¥ .
000000013FD7 0010 (ES OO OO OD|O0 OO 00 00|40 00 OO OO|0D OO0 OO0 DO0| ..oeea.s [
000000013FD7 0020 (00 OO0 OO 00|00 OO0 OO0 Q0|00 OO0 OO0 00|00 OO0 OO0 O0| . ceeeeinannnanas
000000013FD7 0030 (00 OO OO 00|00 OO0 00 00|00 0D OO0 OO|78 00 00 D0) iueeusaannns h,
000000013FD7 0040 (0E 1F BA OE|O0 B4 09 CD |21 BB 01 4C|CD 21 54 &5 e,. .11 .LIITh

000000013FD70050| 69 73 20 70|72 6F &7 72|61 6D 20 &3 (61 &E &E &F|is program canno
000000013FD70060| 74 20 62 65|20 72 75 GE|20 6% &E 20(44 4F 53 20|t be run in DOS
000000013FD70070| 60 &6F 64 &5 |2E 24 00 00|50 45 00 00|64 86 OF OO0 |mode.$..PE..d...

000000013FD70080 | EE 4D &E 68|00 00 00 00|00 00 OO0 OO(FO OO0 22 O0O0|&Mnh........ o.".
000000013FD70090| 0B 02 OE 00|00 32A OD 00|00 EC 04 00|00 00 O0 00| +vueefveadannnns
000000013FD700A0 | EC 37 05 00|00 10 00 00|00 00 D7 IFI0] 00 00 00|37 ..e. ... .
000000013FD70O0BO (00 10 OO0 00|00 02 00 O0D|04 0D OO0 OO|0A OD OD D0| . ceuseinannnnnas
000000013FD700C0 (04 OO OO 00|00 OO 00 Q0|00 BO 12 00|00 04 00D O0|..aeuuasua TR

000000013FD7 0000 (00 OO0 OO 00|02 OO0 &0 01|00 OO0 10 OO|00 OO0 OO0 DO0|....u. “Zoooooooco
000000013FD7O0EDQ (00 10 OO 00|00 OO0 00 Q0|00 00 10 00|00 0D OD O0| . cewseinanananas
000000013FD700F0 (00 10 OO0 00|00 OO0 OO0 Q0|00 0D 00 00|10 00 00D O0| . cewseinanannnns

000000013FD7 0100 (00 OO OO 00|00 OO0 00 Q0|00 46 OB 00|28 00D 00D O0|..cuuaaun e
000000013FD7 0110 (00 OO OO 00|00 OO 00 00|84 54 OB 00|34 6B 00 OO0 . .vuuaaun T..4k..
000000013FD70120( 00 OO0 OO OD|O0 OO0 OO OD|0D 90 12 00|50 11 00 O00) cueeuncnnans Pou.

000000013FD7 0130 (00 OO0 OO 00|00 OO0 OO0 Q0|00 00 00 00|00 00D OD O0| . .eeeeinanananns
000000013FD7 0140 (00 OO OO 00|00 OO0 OO0 QD|00D OD OO0 00|00 0D OO0 O0| . .veseinannnanns
000000013FD70150|D0 EC OB 00|40 01 00 00|00 OO0 OO OO(0D OO0 0D OO0|B¥..@...........
000000013FD70160 (78 49 OB 00|50 O3 OO0 QOD|00 OO0 OO0 QOO0 OO0 OD OO XI..Po.eaeenanas
000000013FD70170 (00 OO OO 00|00 OO OO0 Q0|00 00 00 00|00 00 OO0 O0| . aeeseinanananas
000000013FD70180|2E 74 &5 78|74 00 00 0O|CO 38 OD OO(00 10 OO0 OO|.text...AB......
000000013FD7 0190 (00 3A OD 00|00 O4 OO0 QOD|00D OD OO0 OO|00 0D OO0 O0| . e eeinaaananns

000000013FD701A0 ( 00 00 OO0 00(20 00 00 &0|2E 64 61 74(61 00 OO0 0O0|.... .. .data...
NONNNNNT ZENTNIRNl 48 F1 nd nnlon En on nnlon ng nd nnlnon 26 on onl /A =] & u

Extraction of the binary of Aura Stealer

rundll32.exe process injection attempt:

Eaur.exe 1876 BﬂuewNamelnfn...C:\Wndnws\SysWDWﬁ-i‘wndllSE.exe
B aur.exe 1876 &Y Process Create  C\Windows SysWOWES\rundl32 exe
Dn_lndll.'l?.exe 2928 &% Process Start

D rundll32.exe 2528 0.01 80 B/s 21 MB
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40 SA T8 00 01 OO0 ©O0 00 O4 00 00 OO0 00 00 00 00 MZx.............

00 00 Q0O 00 00 OO 00 OO0 40 00 Q0 00 00 00 00 00 ........ [
00 00 Q0O 00 00 OO0 00 OO0 00 00 Q0 00 00 00 00 00 ... veeernnmnnns
o0 00 QO OO OO0 OO OO0 OO0 QO OO0 Q0 OO0 78 00 00 00 ......o...v... Heww
OFE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ..°.. .i!',.Li'Th

69 73 20 TO 72 &6F 67 72 61 6D 20 63 &1 6E 6E £F 1is program canno
74 20 62 65 20 72 75 6E 20 6% 6E 20 44 4F 33 20 € be run in DCS
6D &6F &4 65 2E 24 00 00 50 45 00 00 4C 01 05 00 mode.$..PE..L...
37 3C 6B €8 00 OO 00 OO QO OO QO OO EO QOO 02 01 Tekh........ E...
0B 01 QE 00 00 56 07 00 00 F& 01 00 00 Q0O 00 0O ..... AT §
DC 2F 05 00 00 10 00 00 OO0 00 OO0 00 00 00 40 00 ©/............ 2.
00 10 Q0 00 00 02 00 00 06 00 Q0 00 00 00 00 00 ... venevnnmnnns
06 00 QO OO0 OO0 OO0 OO0 OO0 Q0 CO 09 00 00 04 00 00 ...evenas .
3D 23 OA 00 02 OO0 Q0 B0 00 OO 10 OO OO0 10 00 00 =#..... €. ...,
00 00 10 00 00 10 00 00 00 00 Q00 00 10 00 00 00 ... veeernnmnnnn
00 00 QO 00 OO0 OO0 00 00 48 2B 08 00 B4 00 00 00 ........ H+.. ...
00 00 Q0O 00 00 OO0 00 OO0 00 00 Q0 00 00 00 00 00 ... veeernnmnnns
00 00 OO OO0 OO0 OO OO0 OO0 00 50 09 00 DC 61 00 OO0 ......... BF..Ja..
00 00 QO 00O 00 0O 00 0O QO OO0 Q0 OO 00 OO 00 00
00 00 Q0 00 00 0O 00 00 AC DC 07 00 18 0O 00 00
70 78 Q7 00 CO OO 00 OO QO 00 Q0 00 00 00 00 00
5C 2E Q0B 00 60 02 00 0O 0O OO0 Q0 OO0 00 0O 00 00
o0 00 QO OO0 OO0 OO OO0 OO 0O OO0 Q0 OO0 00 0O 00 00
2E 74 &> T8 74 00 00 00 F& 54 07 00 00 10 00 0O
00 56 07 00 00 04 00 0O OO OO0 QO OO OO0 OO 00 00
00 00 00 00 20 00 00 60 ZE 72 &4 &1 T4 &1 00 00
F4 D7 Q0O 00 0O PO Q7 00 Q0 DE OO0 00 00 5& 07 00
o0 00 Q0O OO0 OO0 OO 00 OO0 0O OO0 Q0 OO 40 OO 00 40
2E 64 61 T4 61 00 00 00 90 EZ Q0 00 00 50 08 00
00 BE Q00 00O 00 32 08 00 00 OO0 Q0 OO 00 OO 00 00
00 00 00 OO0 40 OO0 €0 CO ZE 74 &C 73 00 00 00 00
91 00 Q0O 0O OO0 40 0% 00 00 02 Q0 00 00 FO 08 0O
o0 00 Q0O OO OO0 OO 00 OO0 0O OO0 Q0 OO 40 OO 00 CO
2E 72 &5 &C 6&F &3 00 00 DC &1 Q0 OO0 00 50 0% 00
00 &2 00 00 00 F2 08 00 00 OO0 Q0 OO 00 OO 00 00
00 00 Q0O 00 40 0O 00 42 00 00 Q0 OO 00 0O 00 00

Extracted Aura Stealer binary

In these executions, browser searches can be observed, as well as attempts at external
requests to maintain communications with the C2.

ChProgram Files\BraveSoftware\Brave-BrowserApplication\brave exe
ChProgram Files\Google\Chrome\Application\.chrome.exe

Ch\Program Files (B6)\Microsoft\Edge\Application\msedge.exe
¥ H

Browser searches conducted by Aura Stealer
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Mozilla/5.0 (Windows MNT 10.0; Wing4; x64) AppleWebkit/537. 36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537. 36

Connection attempts to browser agents

Examples:

C:\users\<user>\AppData\Roaming\Opera Software\Opera Stable\Local State
C:\users\<user>\AppData\Local\Microsoft\Edge\User Data\Login Data
C:\users\<user>\AppData\Local\CocCoc\Browser\User Data\Local State

Likewise, all versions collect device information necessary to maintain communication with
Telegram and send a record of each infected system's characteristics to the panel.

. aurd exe 2108 &Heg[ﬁloseKﬁy HELM\SOF TWARENMICROSOF T4 Rpc

. .ﬂaurS.exE 2108 ﬁHegOpenl{e:.r HKLM System CumentControl SetControl'\ComputerMame \ActiveComputerMame

. .ﬂaurS.exe 2108 ﬁHegOpenl{E}f HELMSystem \CumentControl Set “Control\ComputerName \ActiveComputerMame

. .ﬂaurS.exE 2108 ﬁHegSeﬂnfoKey HKLM System CumentControl SetControl'\ComputerMame \ActiveComputerMame

. .ﬂaurS.exe 2108 ﬁHegOuew\n’alue HELM"System \CumentControl Set “Control\ComputerName \ActiveComputerMame ComputerMName
. .ﬂaurS.exE 2108 ﬁHegClosel{e:.r HKLM System CumentControl SetControl'\ComputerMame \ActiveComputerMame

. aurdexe 2108 #8ReqOpenKey  HKLM:System'Setup

Query attempts to retrieve information from registry

Similarly, there are less refined, earlier versions or those that have served as tests where
they are somewhat noisier and save information about where they have collected
information or hardcoded logs with obtained information.

| 1414173837.6xt - Notepad

File Edit Format WView Help

QO00OBGEE4 BROWSERTYPE
000B6FE6C <C:“Program Files'BraveSoftware'\Brave-Browser'Application‘\brave. exe

Collected information
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ﬂ 20m03z6WREQDEQRwE.log - Notepad
File Edit Format View Help

[2025-09-22 10:54:30] bbzm zasgnxblk nglj pcvijkk7c nm5sh8 bd4o? neuSpefh dEeZpw
dat oectZhyh ugﬂ; hrshd2 wvrliz [2025-09-22 10:54:30] 1sfasioxer adB urdozdtvg
2vjotyr ofgmgfssir disdccOx kdgohv [2025-09-22 10:54:30] npvtj kudSﬂisfav Opnrr
4né red ttxlpodt]l wncucuf gxOww 4hdvOhlgg [2025-09-22 10:54:30] kahm ryiaBeawc
adjw vys7 Ixsunxddlm xwo9iye 8zxj jviByd igx8 wbllygv hoapd [2025-09-22 10:54:
xhBor aShqyixmb o7 lowarye Bkojyy9o gnuuhocu zwa [2025-09-22 10:54:30] 2mhbpfeC
vs hmz [2025-09-22 10:54:30] m8v b9jnthy zyrrs BV?HQ 25a2 jzke gk3hb trjj dx313
hovimluj dyitf2Tkki grsypy? Snvngwoo ab6tEd edasujlm 2025-09-22 10:54:30]
qtty my3TEuSy gevkcjedye ghyﬂfﬂkp Sediiv [2025-09-22 1U 54:30] djymfn37t grrec
ax arplwlce nggryy7q kodSgisfov 9fvkcB0 drhyj dejlx [2025-09-22 10:54:30] hc
lknjp7mnw [2025-09-22 10:54:30] xzOnjibwih bk75kbkg y9g7p6&é oplvku 1m9u tkkz c

a bl8zyf hyt75ndb zfofg3scs [2025-09-22 10:54:30] 1]wuzmt hcémbncr3k ijm chiz
pvv 15v wySs7 [2025-09-22 10:54:30] jkutdas 10ecedo rvaolzShns ylee hgi hBag ix

Collected information

The adversary shows images of information collection from devices affected by Aura where
passwords, screenshots, previously seen information (Browsers, system information...), etc.,
can be collected.

— e E— p— E—

Brave Browser Cookies Firefox Google Chrome Important Files
— —— 3 3
Microsoft Edge Wallets AllPasswords. ot AURA Brute.txt

Screenshot.jpeg System.tit

Detailed showcase of collected information
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Versions of Aura with Bulwark as an added feature are also located, which makes analysis
difficult but keeps their capabilities intact.

Aura Stealer's icon after Bulwark

Comparing the Bulwark test binaries with the modified Aura Stealer ones, great similarity
between them is appreciated; however, the execution result is different.

\

\

Comparison of Aura Stealer before and after Bulwark
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The C&C addresses are varied, using different ".stop" and ".shop" panels:

AurasStealer Config

- https://opencamping.shop - https://gamedb. shop « https://unknowntool .shop « https://browsertools.shop

AuraStealer Config

https://softytoys.shop

Builder

AuraStealer presents a Builder, like most similar malware, where different changes can be
made to the final binary, so the affiliate who buys Aura can have some decision-making
power over the final executable, being able to add or remove features from it.

This Builder is still in development and doesn't have as many options as other competitors, a
sign of its short life, where it can be observed that changes can be made to:

Proxy

Domain or address where it will connect

User agent used (By default, the one seen during analysis is found)
Auto-deletion of the original binary

Anti-VM tactics

Anti-Sandbox, Anti-HoneyPot, and other anti-analysis techniques
Log creation

Screenshot of the builder
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Pricing

As stated in underground forums and their Telegram accounts, Aura Stealer has a model
similar to its competitors, with rates depending on the capabilities you want. It allows the
user to create different Stealers. The two main subscription models presented by the TA are:

Basic - $295/month

Keyword search

Country search

Date and time search

Ability to add 1 bulk export to the queue

Ability to configure browser extension collection
Addition of 2 grabber configs besides the standard one
Ability to link 3 tags to a build

Ability to create 2 builds (configuration templates)
Linking one Telegram bot

Advanced - $585/month

66

Advanced log filtering type

Ability to search by build

Buttons for quick date selection by filter (24h, 7d, 30d)

Tag search

Application search

Wallet search

Search by IP address and ranges

Additional options (hide empty, hide duplicates, hide downloaded)
Bulk export limit increased to three

Ability to create up to 5 links for workers

Can add 5 additional configs besides the standard one
Ability to link up to 8 tags to each build

Addition of the user agent list in the build (used for pinging)
Disable receiving new logs on a specific build

Ability to create up to 5 builds (configuration templates)
Ability to link up to 5 Telegram bots
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Basic ($295 / month). Your path to success
starts here!

¥ Keyword search

¥ Country search

¥ Date and time search

¥ Ability to add 1 bulk export to the queue
¥ Ability to configure browser exiension
collection

¥ Addition of 2 grabber configs besides the
standard one

¥ Ability to link 3 tags to a build

¥ Ability to create 2 builds (configuration
templates)

¥ Linking one Telegram bot

Advanced ($585 / month). The golden mean for
those used to winning!

¥ Advanced log filtering type

¥ Ability to search by build

¥ Buttons for quick date selection by filter (24h,
7d, 30d)

¥ Tag search

¥ Application search

¥ Wallet search

¥ Search by IP address and ranges

¥ Additional options (hide empty, hide
duplicates, hide downloaded)

¥ Bulk export limit increased to three

¥ Ability to create up to 5 links for workers

¥ Can add 5 additional configs besides the
standard one

¥ Ability to link up to 8 tags to each build

¥ Addition of user agent list in build (used for
pinging)

¥ Disable receiving new logs on a specific build
¥ Ability to create up to 5 builds (configuration
templates)

¥ Ability to link up to 5 Telegram bots

Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit
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Panel and communications

The developers have prepared a panel on tabler.io, to which they report information from
affected devices, with a user system typically based on affiliates who acquire access to the
platform being common.

In the publicly available information about Aura Stealer, different panels are located where
C2 communication takes place both from the actor and affiliates, and where they can log in
to access their panel.

Login to your account

Username

Your username

Password

Your password

Remember me on this device

Login page
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Following similar patterns, attempts are made to reach other domains that may belong to the
same infrastructure, where various aspects may coincide:

They are behind Cloudflare
They use TLDs like .shop, .xyz and .cc
ASN: 13335

All domains used have been under Cloudflare, making pivoting difficult on many parameters.

auracorp.cc  FeW.

< Cloudflare Header

Sign in

ASN:

Organization:

2025-08-25

cloudflare

Example of pivoting using FOFA search engine

ad auracorp.cc SOA_RNAME dns.cloudflare.com
A o

O auracorp.cc SOA_MNAME gabe.ns.cloudflare.com
'y L]

Example of pivoting using Validin
Through platforms like URLscan, similar domains are reached that share the same

infrastructure and resemble each other in various aspects, potentially leading to other
domains that are still active.
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opencamping.shop/login

rokencars.shop/login

URLScan Results

fancycloud.shop:8080 =

Banner

Organization:

2025-09-18

Behind the Bulwark:
Anatomy of a EDR/AV Evasion Toolkit

3days

7 days
15 days
15 days
15 days
25 days
2 months
2 months
2 months
2 months
2 months

& months

Example of pivoting using FOFA search engine

25 brokencars.shop/login Bg &

Login to your account

Username

Your username

Password
Your password

Remember me on this device

Sign in
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Some of them are either no longer active, having started to appear this type of addresses in
June-July 2025, or on the contrary have already been reported and/or have been detected

as potential malicious domains.

©® Warning

&) 2% luxgames.shop

Suspected Malware

This website has been reported for potentially distributing malware.
Malware is malicious software created to intentionally disrupt the normal operations of a device.

One of the reported malicious domains

During this analysis, various active and inactive domains with the same infrastructure are

reached.

softytoysl[.Jshop
auracorp[.]lcc
secondhandcloth[.]Jshop
armydevice[.]shop
opencampingl[.]Jshop
glossmagazine[.]shop
balancedassetline[.]xyz
radioengineering[.]Jshop
secondhandcloth[.]Jshop
luxgames|.]shop
cartdetails[.]shop
softytoys[.lshop
glossmagazine[.]shop
armydevice[.]shop
fancycloud|.]shop
clockhouse[.]shop
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After the analysis, all information can be consolidated in a graphic format to correlate all
adversary indicators.

E“r #r

foresietcom hitps:iix comimarkisec46085/sta...

N
&, "

2D33509252FDEB9BFEDA9F168E34CAQ..,
Resources

ﬁ\ T

_—7 nttpsiiusrinkiofauracorp
73720103359 1¢18211C5a74d435.. 6
>< ;y — —_—

/ l hitps:iit me/i7343p2js9uzbozc
Ly

N
CloudFlare
ZewgchQMBaedeﬁBSEUhdZVefaEQs / \
ﬁ;

€9117999972891184731370ectacT6...

2c4b8be34028¢43d6625 1fbaB0d75DE... ﬂi

BAC52FFC8072893FF26CDBF1DF1ECERY.

104.21.0.0116 172.67.0.0116

— - —
/-.i ;-\' ;-\' ;-\' /-\' /-\' /-\' 1-\' /-\' /-\' /-\' 1-\'
hop clockhouse shop luxgames shop brokencars shop cartdetails shop fancycloud shop balancedassetiinexyz armydevice shop auracorp.cc softtoys.shop. opencamping shop glossmagazine shop
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Correlation of all adversary indicators




N ® Behind the Bulwark:
SOCRadar :

Your Eyes Beyond Anatomy of a EDR/AV Evasion Toolkit

What we can visualize as an affiliate or the adversary themselves in the panel is access to
information related to deployed malware, where searches or queries can be performed by
regions or countries, a common practice where we can easily access data from each Stealer
victim.

KapTa mupa Ton-10 Feo

Aura Stealer dashboard

From this control panel, freedom is given to modify some parameters or how information will
be received in the panel, providing granularity and adaptability to actors who wish to use the
tool, so the affiliate can find information related to victims, change configuration, download
agents or victim information, etc.
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MpoaBHHY Thik

2025-07-02 22:28:32 2025-08-30 22:28:32

MpoanesMe NoAnHCKH

Toxes npopnents

Aura Stealer control panel

HacTpofixo 6ota
Toxes Gota WoGnow oTuéta

Onuyn

@ Npwpenurs apxvs @8 Crpn

CacToanne

® omposnate naru &

Tenerpas

Cnmucox 6oTos

Aura Stealer control panel
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Buirpyaka noros

Aura Stealer control panel

Kowur

Hasaokwe

FileZila

MakchuansHes paasep aina (M) Ty6usa

0 10

Kyfia oToBpaxaTs

Aura Stealer control panel
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Other related tools

Protection Club

Protection Club is another affiliate group, which has direct relationships with Bulwark, Aura,
etc., whose capabilities are software creation, being a group of developers who often create
these tools dedicated to bypasses, loaders, side loadings, etc.

Interview

The Protection Club team was busy and was not very responsive to the questions; however,
attempts were made to extract the following information:

What capabilities their tools have, and how they focus their business

If there is any demo, information, images, or videos where their work can be seen
What relationships do they have with other actors seen through the Database (Aura,
Bulwark, etc)

Interview screenshots:

-
: - Aaah, 1see, so with the 1.5k we have access to all the capabilities, J
) .
Hey!sry to bOther_you‘ I've been reading about PrOte_Ctlon Club and could Iview the entire portfolio of capabilities on a website, or do
I have a few questions, could I take up some of your time? you only share them through your channels? 53 .//f

16:42 &

Helloyes ...

I have seen that the tool is very cross-functional and has capabilities
in many areas, something I am not used to seeing, could you tell me
a little about what your project consists of? 16:45
We do software a lot of great software with good functional for
spreading exe and other things

That's what I've read, capabilities for side-loading, loaders, it's crazy,
but normally it's a panel that you install on your computer and
allows you to interact with other binaries, or rather, does it provide
what each person needs depending on what they want to do?

16:53 &

1.5k month f:54

Aaah, Isee, so with the 1.5k we have access to all the capabilities, J
could I view the entire portfolio of capabilities on a website, or do
you only share them through your channels? 16:56 & A

76

Perfect, understood, one last question, I've seen that other
developers have mentioned you, and I see from the channels that
you've mentioned them too, I don't know if there are cross-

| capabilities with other tools such as Aura, Bulwark, or AVLab, or if
they are simply independent projects with independent developers
working on separate projects, It could really be interesting

17:03 &

T T T

@ itis out partners .-
) . e
:’F’ Wow, honestly, I can't wait to see what you can build together, there

- are all solid projects with new and interesting proposals. Could I see

; a video or some photos you have prepared showing how Protection
Club works? 17:07 &

Prowe do software ..o
Ifyou need any software .-
Wecandoitforyou ..
Pay and gowork ;.o

e Thave alot of work and can not spend time for that .,
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Business Model

Protection Club is a team of developers who advertise through Telegram and other platforms
like the database mentioned earlier, so that affiliates can request tools from them or they can
serve those they already have. Within their social networks, they have advertised:

Loaders focused on botnets with bypass techniques
RATSs targeting different OS

Phishing panels

Bypassers

Side Loaders

v
P

Protection Club
Crypts | Software dev. | Loader

Protection Admin

Protection Channel

Protection Chat

MNpaBuna ucnonb3oBaHuA

Terms of Use

Linktree of Protection Club
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The Actor mentions the possibility of paying $1.5k per month to access a panel that allows
us to obtain side-loading functionality, a technique they work with more regularly; however,
they are open to requests to create other software within their scope.

Protection Channe

| H DLL sideloading

Attack on Windows devices where attackers distribute a malicious |
DLL library along with a legitimate application that executes it.

| Due to the mass revocation of certificates, we have created a
program that will package any of your files into a sideload and
help avoid SmartScreen triggers. g

Contact: Administrator | Our Club i
P.5. Please read the rules of our channel carefully in its
| description. |

Advertisement of the malicious product on a Telegram channel
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Within the panel, clients or affiliates can be observed, as well as access to directories,
where it is understood that there will be information or access to the software they develop
for us, acting as a launcher where they can attach their work so that those who buy
Protection Club have easy access from their devices.

Protection Club Server Admin Panel

Connected Clients

Select All H Deselect All

Upload EXE Run CMD Open CMD

CrpaHa IP appec Desaitc Craryc LeiicTeune

YcTpoicTteo

Test 127.0.01 Unknown

offline

The 95.215.207.218 YcTponcTteo

Netherlands Windows online

The 95.215.207.218  YCTPOWcTBO

Netherlands Windows online

Protection Club Admin Panel
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Among the related entities where information has been shared recurrently in homonymous
channels is AV-LAB, which allows us, like other tools such as VirusTotal, to analyze samples
in real time to locate whether engines can detect it.

80

Protection Channe

AV-LAB. PRB

fd

| 4 AVLab Scanner - HOBbIA CEpBWC ANA CKaHWPOBaHWA dainos!

— CkaHWpoBaHWe BONbLUKMM KONMYECTEOM aHTUBUPYCOE
— TouHBIe pe3ynsTaTel M NOCTOAHHLIE anAenTel BA
SHTUBUPYCHEIX BEHACPOB.

— MonHaA aHOHMMHOCTEH M 23LWKTa oT CMBa dainoe. |
— MNocToAHHaA NogAepXKa W passByUTUE CepBUCa.

N W

CAMBIF BrirogHeiii NMPAKC no CpaBHEHWIO C KOHKYpeHTamu!
av-lab.pro | https://t.me/avlab_sup

A

Advertisement of the malicious product on a Telegram channel
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On the page itself, advertising for related entities such as Protection Club can be found:

81

AV-Lab.pro

Welcome to AV-Lab.pro - high-speed antivirus scantime checker

Scan files with 13 antivirus engines

Alyac Internet Security
Avast Internet Security
AVG Antivirus

Bitdefender Total Security
Dr.Web Security Space 12
Emsisoft Anti-Malware
ESET NOD32 Antivirus
FortiClient Antivirus

G-Data Internet Security
Kaspersky Internet Security
IMalwarebytes Anti-Malware

Windows 10 Defender

Scan domains with 5 antivirus engines

Dr.Web Security Space 12
Narten Safe Web

Google Safe-Browsing
Spamhaus

Zillya Intemet Security

BlockList de

31 Login

2+ Register
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Business Model

AV-LAB, like the other partners (Aura, Bulwark, Protection Club, etc.), promises good
capabilities at a competitive price. In this case, offering a business model focused on three
packages, which, as is usually common, tends to be more economical and competitive as
we approach the more premium versions, in this case, "Corporate":

e Beginner: Allows us 100 files per day, without the possibility of using the API at $25
per week

e Progressive: Allows double the files per day, 200, without API capabilities for $50 per
month.

e Corporate: The most premium version, where they allow us 600 files per day, with API
usage capability for $100 per month

Choose your tariff:

Beginner Progressive Corporate

$25/week $50/month $100/month

100 files per day 200 files per day 600 files per day
NoAPI No API API

|/ Enter | | Enter ‘ ‘ Enter ‘

AV-LAB tariffs
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As users, we can choose one of the available modes as long as we have funds, otherwise,
we must pay through cryptocurrencies to be able to use the tool.

(* Add money to balance

Your current balance: 0.0%
Amount to add (in USD, minimum 10%):

$ 200

Get address and pay

You will have 1 hour to pay this invaice.

Payment will be added automatically to your account balance
after 1 confirm.

AV-LAB payment method
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AV-LAB payment method

Heleket @ &

(- B
@ You pay network fee 0:59:48
N -

Select Payment Currency and
Network

Payment currency

& usoT o

LTC
|

Q rx
OcH

Heleket
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Within the tool's capabilities, it allows for the launch of files and the checking of domains or
IPs in different engines:

Select file Browse  Scan
Antivirus Result
Alyac Intemet Security
Avast Internet Security
AVG Antivirus
Bitdefender Total Security
Dr.Web Security Space 12
Emsisoft Anti-Malware
ESET NOD32 Antivirus
FortiClient Antivirus
G-Data Internet Security
Kaspersky Internet Security
Malwarebytes Anti-Malware
Windows 10 Defender
Windows 11 Defender
ZoneAlarm Antivirus
Zillya Internet Security

Enter domain/ip Scan
Scanner Result
Dr.Web Security Space 12
Google Safe-Browsing
Norton Safe Web
Spamhaus
Zillya Internet Security
BlockList.de
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Conclusion

The relationships shown by the multiple tools found in the database indicate connections
both in terms of capabilities and tooling and among the creators themselves, revealing a
very similar business model in which they complement one another and form a network of
criminal projects that serve each other. They enjoy a large window of exposure thanks to
their activity on social platforms, using both Telegram and the Dark Web, and are now more
accessible than ever via the database search engine, allowing their tools to reach more
people and enabling escalation to the development of customized tools or malware,
including security-solution bypassers and stealers, which are already a reality.
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On Bulwark's side, it is possible to see how the tool is being used publicly, since the samples
obtained were used to pivot to other very similar ones that used Bulwark, which contain the
same headers and functions as those analyzed, showing an imminent danger to companies.

(D 53/73 security vendors flagged this file as malicious 0 Follow~ C Reanalyze & Download v+ = Similar v  More Vv
2c4b8be34028c43d6b2511ba60d75b62d2b1b70373f8eb8104205e67471bc32d size Last Analysis Date %L
c:\users\rdhj0cnfevzx\appdatalocal\temp\ 10788820101\ y51xume.exe 2.38MB 6 days ago EXE
Community
score | 13 peexe  spreader
2c4b8be34028c43d6b251fba6ad75b62d2b1b70373f8eb8104205e67471bc32d 2c4b8be34028c43d6b251fba6ed75b62d2b1b70373f8eb8104205e67471bc32d
© cz\users\rdhjBcnfevzx\appdata\ local\ temp\ 16788820101 \y51 xume .exe c:\users\rdhjécnfevzx\appdata\local\ temp\16788826101\y5 1xume . exe
peexe  spreader peexe  spreader
ddd9869711d8310b87f4fcd44329c785d1a34fbe245fa644e121829c152fc88c ddd9869711d8310b87f4fcd44329¢785d1a34fbe245fa644e121829c152fc88¢
(5] C:\Windows\85j77.exe 5] C:\Windows\85j77.exe
peexe  detect debug-envionment  spreader peexe  detect debug-environment  spreader

38c4970a71766593d4c8e287951FF73b2b727155c84585735e45a0d1c3164a70
C:\Users\<USER>\AppData\Local\Kicrosoft\Windows\Temporary Internet Files\Content.IES\9C6Q2GAH\YS1XUme[1].exe

peexe  comupt

db3ce2d4BbBecScc6564d253ecedbbTbacosdfae7513fd9642c2eal3ldcdaTbT
(5] 35e05c42d798fTca. exe

peexe  spreader

43639db4ba5d902be694c3352008541200f6c71dfTea3T8cf853c faf5486c268
Cz\Windows\bnnduzk. exe

peexe overlay corupt

VirusTotal scan results

Comparison between original bulwark and other pivoted versions of bulwark
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IOCs

2D33509252FDEB9BF8D49F168E34CA938D6BDC2730695B7394FAFS5D8F785D27D
e91f79999728911847313f70ec1ac76ff5965b43c929bc4db7c2f55d62f353d2
BAC52FFC8072893FF26CDBF1DF1ECBCBB1762DED80249D3C9D420F62EDODC202
2c4b8be34028c43d6b251fba60d75b62d2b1b70373f8eb8104205e67471bc32d
a73f7ff2df033591c1821fc5a74d435d5718486a3fcd9030ac8b046abef6led7
4119aec7ae80d0595d0299470900415434ecd3b1fc03f495b69617€6489f359d
db3c02d40b0ec5cc6564d253ecedbb7bac08dfae7513fd9642c2eal31dcda7b7
f2607505337d23ecee2017a24463d00dba41a127db02ec4b347e10dcdeafe43b
8f9e60a5a448126c684c2f53b6d397d751dbc6a9d005d8365ed3c4e38868f96e
bf60ddab670c7ed28632ddbbb2e871be853a51003441abb5e79641515df70217

ddd9869711d8310b87f4fcd44329c785d1a34fbe245fa644e121829¢152fc88c
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Domains
softytoys[.]shop
auracorpl.]cc
secondhandcloth[.]Jshop
armydevice[.]shop
opencamping[.]shop
glossmagazine[.]shop
balancedassetline[.]xyz
radioengineering[.]shop
secondhandcloth[.]Jshop
luxgames|.]Jshop
cartdetails[.]shop
softytoys[.]shop
glossmagazine[.]shop
armydevicel[.]shop
fancycloud[.]Jshop

clockhouse[.]shop
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TA Sites

Database webpage
Database TG
Database Admin
Database Support
Database forum

Database Onion
website

Database Bitcoin
Database Litecoin
Aura linker

Aura Support

Aura principal channel

Protection Club Admin
TG

Protection Club
Channel

Protection Club Chat
Av-lab webpage

Bulwark webpage
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https://databasel.]forum/index.html
https://t[.]me/rootdatabase
https://t[.]me/dbroot
https://t[.]me/sup_database
https://t[.Ime/+tgX1gmdIfikxMDM®6

goxqg6gjdnplseo3ziivgpht24skew55sly5zazldix7bb3pfeubx
t2id[.]Jonion

bclghsm7issgzljvetx276y90wl7r7rw9jcjtsjymg
LLPrQ4w1MJX56GcvP4bs7twMzbWnXZiAkP
https://usrink].]io/auracorp
https://t[.]me/i7343p2jsQuzbozx
https://t[.]me/+PPVWLEojMQxhMWUx

https://t[.]me/protection_adm

https://t[.]me/protection_club

https://t[.]me/+054K8aj910VINTMy
https://av-lab[.]pro/
https://bulwark[.]pro/
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