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Executive Summary 
SOCRadar Threat Research Unit (STRU) previously documented FortiBleed, a large-scale 
credential-harvesting operation targeting more than 430,000 FortiGate firewalls globally. The 
investigation confirmed that the threat actor operates as an Initial Access Broker (IAB), driven by 
financial gain. Using a custom Golang-based tool named FortigateSniffer, the attacker abuses the 
native FortiOS diagnose sniffer packet command to passively intercept authentication traffic 
across 24 protocols.  

Further investigation and the identification of over 450 operational servers have provided a more 
comprehensive view of the adversary's intent, organizational structure, and ultimate operational 
objectives. 

The STRU assesses with high confidence that the FortiBleed operation is linked to the Lynx and 
INC ransomware groups. Evidence is arising from a newly identified FortiGate credential sniffing 
node that was found to be operated by the threat actor “TOXMAN”, an affiliate of both INC and 
Lynx ransomware groups. 

Identification of evidence showing how targets are organized and mapped to specific operators 
provided further insights into the ransomware gangs' internal structure. The group is characterized 
by a clear division of labor and a tiered hierarchy run by more than 20 members. At the core, a 
small group of primary operators (SCROOGE, MET, and SHARK) drive the vast majority of 
high-impact activity, executing thousands of system checks and securing hundreds of corporate 
and "golden" admin accesses on FortiGates. Beneath this leadership layer, the operation leverages 
dedicated technical specialists for exploit development, infrastructure routing, and scripting, all 
supported by a robust back-office network of junior operators, technical support, and automation 
personnel. 

The analysis also shed light on the heavy AI usage of the group. TOXMAN was found to utilize AI 
for various steps of the attack chain such as tool development, operations and vulnerability 
research. CyberStrike was utilized to provide a FortiGate attacking playbook, showcasing how to 
compromise and persist FortiGate firewalls and then dump configuration data. They also built 
“PENTEST LAB”, a Docker-based multi-agent AI framework based on CyberStrike, leveraging 
Large Language Model (LLMs) via OpenRouter API to autonomously research zero-day 
vulnerabilities on multiple open-source software such as Nextcloud, Keycloak and Guacamole. It is 
highly likely that the threat actor has already found and exploited a zero-day vulnerability in 
Nextcloud (an open-source content collaboration platform). The STRU is still investigating all the 
artifacts and will work with the vendor for a responsible disclosure if confirmed.  
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The same evidence also provided insight into their victimology. It showed increased targeting in 
Latin America and the Asia-Pacific regions, heavily focused on manufacturing and technology 
sectors, following a "high-volume, small-to-mid market" targeting strategy.  

INC & Lynx Ransomware Linked to FortiBleed 
Campaign 
The starting point of the investigation involved a deeper examination of the FortiBleed 
infrastructure to uncover additional insights about the campaign. Given the scale and active nature 
of this operation, expansion of infrastructure continued through a combination of tools like Shodan, 
Censys, Validin, as well as our own IP block scans to identify additional operational servers, 
including sniffers and scanners. 
 

 
Sample Validin Pivot on Banner Hash 

 
By leveraging critical operational security (OPSEC) failures in the group's infrastructure 
management, it was possible to gain access to the threat actor’s artifacts. By analyzing an 
extensive collection of the attackers' internal files, a wealth of information about their 
methodologies, internal documentation, and operational data was revealed. 
 

TLP:CLEAR | socradar.io​ Page 3 

https://app.validin.com/detail?find=18172f4b3bea31fd484375403709d39e&type=hash&ref_id=a4bcadda26d#tab=host_pairs


SOCRadar Threat Research Unit (STRU)​ FortiBleed Unmasked - Volume II 

 
Sample Listing of Operator’s Files 

 
Among the newly discovered operational servers, we identified one Windows-based 
(188[.]127[.]246[.]183), that further revealed the threat actors’ modus operandi. During the 
investigation of the artifacts, the threat actor was found accessing the ransomware panels of both 
Lynx & INC ransomware groups to negotiate ransomware demands. The actor is operating under 
the alias “TOXMAN”. 
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“INC Ransom is a prolific ransomware-as-a-service (RaaS) operation that has been active since 
mid-2023 and is ranked 5th in 2026 on most victims. Lynx is another RaaS operation that first 
emerged in mid-2024 and is widely believed to be an evolved variant of the INC ransomware.“ 
 

 
TOXMAN Accessing INC Ransomware Management Panel 
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TOXMAN Accessing Lynx Ransomware Management Panel 

 
The expansion of the infrastructure revealed the scale of the operation and brought to light the 
human element behind it. A single Windows-based server connected the FortiBleed credential 
harvesting chain directly to two of the most active ransomware groups operating today, as well 
as to the individual coordinating both. The following sections reconstruct that picture, from the 
group’s internal organization and target selection strategy to the AI-assisted tools and capabilities 
being developed for future operations. 

Another Open Directory with INC Ransomware 
Artifacts 
Another validation point was an open directory (217.144.189[.]136:8080) containing INC Ransom 
related artifacts. This open directory contained ransomware binaries for multiple variants (x86-64 
Linux, ESXi, Windows), as well as attacking scripts, logs and exfiltrated data. 

However, what was interesting was the victimology part. Victim data that were present in attacking 
scripts and exfiltrated data of this open directory, were also present in FortiBleed’s open directory 
attacking scripts and target lists. 3 out of 5 victims being present in the INC Ransom open directory 
could be correlated with FortiBleed: a Chinese manufacturer, a Japanese food wholesaler and a 
Taiwanese manufacturer. 
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Venn Diagram of FortiBleed’s and INC Ransom’s Open Directories on Victimology 

Internal Tracking Document 
Within the threat actor's data, the STRU uncovered an internal Excel tracking file. The INC and 
Lynx groups maintain this document as a central hub for operators to coordinate and manage 
their FortiGate targets. It records which credentials were used, which company networks were 
accessed and by whom, the actions taken within each environment, and whether ransomware was 
ultimately deployed.  
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NEW 26.xlsx - Lynx-INC Ransomware Group Operation Environment - Using FortiBleed Credentials  

This tracking document contains multiple operational sheets and utilizes specific internal slang to 
organize and manage their ongoing activities: 

Sheet Purpose 

Gates Main FortiGate target list. Contains URL/IP, port, username, password, 
country, LDAP, domain, and revenue notes based on ZoomInfo. 

fresh Fresh or newly processed targets waiting for validation or assignment. 

corp Higher-value corporate targets, usually enriched with company/revenue 
data from ZoomInfo. 

scrooge Targets handled by or handed off to the operator/team named scrooge. 

Мэт “Met” operator’s prepared list, with more structured fields such as GEO, 
Revenue, Gate, VPN, DC, DA, and LAN. 

Шпаргалка Russian for “cheat sheet.” This acts as the internal legend for priority 
countries, colors, and operator nicknames. 

Arrangement of Sheets Inside the Document 
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Term Meaning 

na Not an admin panel / not useful as admin access 

NO / no Unavailable, not responding, or not useful 

setap / Setup Good target, but VPN / gate setup is needed 

2 / 2.0 Already attacked / worked on 

3 / 3.0 Ready for work, often moved to another page 

v rab, в работе “In work” / currently assigned to someone 

ne interesno Not interesting, often schools/social orgs/hospitals 

дубль Duplicate 

кредсы сменили Credentials changed 

I/C Invalid credentials 

admin Admin-level access confirmed or likely 

Pwn3d Successful compromise / privileged access achieved 

off Gate is offline or inaccessible 

не определил Could not identify the company/domain 

отдал Handed off to another operator 

rev, Revenue, kk Revenue estimate; kk is used for “million” 

LOCK Ransomware deployed on systems (PCs, NAS, etc.) 

Common Slang Used in Document 
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Lynx / INC Structure 
In the document, there were also columns with people responsible for executing the intrusions. By 
analyzing the usernames present in each sheet and row, we documented the personnel (more 
than 20 members) affiliated with Lynx and INC operations, along with their activity in the following 
table. “Checks” mean credential checks on FortiGate interfaces, “admin” is for administrative 
access, “corp” is high-value targets, and “Golden” means high-value ransomware-ready targets 
with VPN access, identified Domain Controller / Domain Admin paths, and revenue-based 
prioritization. 

Name Role Activity 

SCROOGE Lead/Primary Operator 4,937 checks • 111 admin • Corp: 7 

MET (Мэт) Golden Target Lead 1,035 checks • 243 admin • 75 golden prepped 

SHARK Senior Operator 2,011 checks • 29 admin • 10 corp 

MONA Operator / Recon 107 checks • 48 admin • 38 golden 

TOXFOX / TOXMAN Operator / Golden Execution 480 checks • 9 admin • 30 golden 

TRU02 / TRY02 Primary Ransom Deployer/ Regional 
Op (TR / MENA • Global) 

194 checks • 3 admin 
12 LOCKs • 50+ PCs • 6 NAS 

LEON Operator 14 in work • 2 golden 

WRX Operator 6 checks • 7 admin • 4 golden 

FOX Operator 13 golden in work • 6 admin 

FLEX Recon / Checker 59 checks • 1 admin 

RND Exploit Specialist Kerberoast • NoPac • Certipy • AD Dump - 6 
targets attempted, 1 pwned 

SHA Infra / Exploit Dev 15 golden • Kerberoast / Certipy / NoPac 

ATLAS Infra / Routing 15 golden • Kerberoast / Certipy / NoPac 

SA Automation / Scripting 19 golden 

MIH Support - 

JEREMY Support - 

НИНЗЯ Support - 

SOUL / PIPA / RAD Jr Operators - 

FIFTY / PIP / RAD Jr Ops / Support - 

SSH / ФКР / ВРХ Tech Support - 
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Group Hierarchy - Lynx / INC Affiliates 
 
The tracking document shows a picture of a coordinated operation with a clear division of labor. 
Yet not all operators carry equal weight. One individual appears at the intersection of tooling 
development, AI infrastructure, ransomware negotiation, and direct exploitation, serving 
simultaneously as architect and executor of the operation. That individual is TOXMAN. 
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Who is TOXMAN? 
TOXMAN (also known by the alias "TOXFOX" and the handle "Greenprawn100" on Exploit.in) is 
assessed as a key affiliate of both the INC and Lynx ransomware groups. He serves as a primary 
operator, deeply involved in the operational network, managing credential-sniffing infrastructure, 
negotiating ransom demands through management panels, and executing intrusions. His role is 
defined by his extensive technical specialization, particularly in automating attack chains and 
heavily leveraging AI tools for tool development and vulnerability research. 
 
Artifacts from the operator workstation show that TOXMAN used a capable operator toolkit. The 
tools point to four main activities: validating access, moving files, managing anonymity, and 
preparing communication or automation. 
 

Tool / Platform Evidence / Details Likely Usage 

Bitvise SSH 
Client 

Browser history shows Bitvise download 
pages; separate note mentions 9 
profiles. 

SSH / SFTP client for reconnecting 
to compromised servers, moving 
files, and managing tunnels. 

Chrome History contains victim panels, Synology 
DSM pages, Forti / RDWeb-related 
panels, and internal operator panels. 

Main working browser for checking 
access, downloading files, and 
managing web-based infrastructure. 

Yandex 
Translate 

Repeated RU↔EN translation activity, 
including negotiation-like Russian text. 

Translating messages for 
English-speaking victims or service 
providers. 

Tor Browser / 
proxies 

Tor download activity, CyberYozh proxy 
panel visits, Proxy SwitchyOmega 
searches, and 2ip.ru checks. Lynx-INC 
ransomware Group Management panels. 

Hiding origin, rotating access, 
checking exit IPs, and separating 
identities. Accessing Ransomware 
Group Management panels. 

Cryptomus Visit to a pay.cryptomus.com payment 
page. 

Crypto payment processing, likely 
for tools, accounts, infrastructure, or 
services. 

Exploit.in / 
Exploit.im 

Frequent forum visits; topics include 
checkers, brute-force tools, RDP tools, 
AI/API access, and underground 
software. 

Marketplace / forum activity for 
acquiring tools, access, accounts, 
and operational knowledge. 

FileZilla FileZilla download pages visited; FileZilla 
installers found locally. 

FTP / SFTP transfer of tools, 
archives, and victim data. 
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Tool / Platform Evidence / Details Likely Usage 

Wasabi / rclone 
/ Gofile 

Wasabi console/docs visits, rclone 
searches/downloads, and Gofile activity. 

Cloud storage and bulk file 
movement; likely staging or 
exfiltration support. 

OpenRouter / 
Manus 

OpenRouter API / credits / key pages 
visited; Manus used to download 
forti-checker.zip and 
rdweb-checker.zip. 

AI-assisted coding, checker 
generation, automation, and possibly 
report/message drafting. 

Synology 
checker tools 

Many Synology DSM visits; local 
syno_checker.exe variants found. 

Testing exposed Synology NAS 
systems and validating NAS 
credentials. 

Forti / RDWeb 
checkers 

Local files include forti-checker, 
rdweb-checker, checker*.bin, and 
web response checkers. 

Automated validation of FortiGate / 
RDWeb credentials and access 
paths. 

HashMob / 
cracked files 

Visits to HashMob; downloads include 
cracked.txt, hashes*.txt, and 
admin-hashes.txt. 

Password cracking support and 
credential reuse workflows. 

Tools Found in TOXMAN’s Arsenal 

 

TOXMAN’s Exploit.in Profile  
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Operator Indicators 
Throughout the investigation of the FortiBleed campaign (Volumes 1 and 2), several key indicators 
that attribute the operation to TOXMAN and the INC/Lynx ransomware groups were identified: 

●​ TOXMAN (Aliases: TOXFOX, Greenprawn100): As the primary operator, TOXMAN manages 
the credential-sniffing infrastructure, negotiates ransoms via management panels, 
develops AI-assisted tools, and oversees AI-driven penetration testing. 

 
●​ Workstation Connection (188.127.246[.]183): This Windows workstation that belongs 

to TOXMAN, maintained Bitvise SSH access into the Linux server fleet. An active session 
was identified from this workstation directly to 85.11.187[.]8, a primary IP previously 
confirmed as being under the operator's control. 

Connection Between TOXMAN’s Workstation and FortiBleed Infrastructure  
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●​ CyberStrike Identifier (cyberstrike@pentestlab): This identifier was recovered from 
the comments of an Ed25519 SSH key on 85.11.187[.]8 and it is related with the AI 
vulnerability research lab (“PENTEST LAB”) created by TOXMAN (described in section 
“Vulnerability Research”) 

●​ @clarksome: Internal documentation confirms this Telegram user as the administrator of 
the bot.py script and the @hashfinderr_bot, which orchestrates Hashcat GPU-cracking 
operations. 

 

Telegram Information on Bot and Username 

●​ @prosto100: This handle is linked to a Shodan API token identified during the reverse 
engineering of shodan_recon tool. The handle is associated with various social media 
profiles promoting Russian-language propaganda and gambling services, suggesting it 
may be used by an operator, an external collaborator, or as a reconnaissance account. 
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Username “prosto100” Associated with Shodan’s API Key 

●​ Team Structure: Operational logs recovered from the infrastructure reveal a coordinated 
team rather than a single operator. While TOXMAN handles tooling and AI infrastructure, 
other operators (such as “scrooge”, the suspected team leader) perform manual tasks like 
VPN pivoting and SMB enumeration. The team frequently rotates accounts and usernames 
to avoid attribution. 

 
Scrooge Sheet on Internal Document NEW 26.xlsx 
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Technical Profile 
The adversary demonstrates a mature and consistent technical profile throughout the entire 
timeline described in Volume I. The STRU has collected recurring patterns and techniques that 
help understand the adversary and build an accurate profile. 

The actor relies on a dominant programming language and platform strategy, with approximately 
80% of tooling written in Golang. These tools are compiled as statically linked binaries with no 
external dependencies, enabling cross compilation for Linux and Windows from a single 
development environment. This pattern appears repeatedly across the operation, with multiple 
tools existing in OS specific versions. This also produces executables that are significantly harder 
to statically analyze once symbol stripping is applied. 

The remainder of the toolkit consists mainly of Python and Bash (used extensively in Phases 4 and 
5 of Volume 1) and .NET (SSHlogger). Coding conventions remain consistent across tools, 
including recurring patterns such as socket monkey patching, suggesting either a single developer 
or a small team sharing the same practices. 

The actor rarely builds from scratch when reusable libraries exist: Impacket for lateral movement, 
go mssqldb for MSSQL checking, Nuitka for packaging mpbrute2, Hashtopolis and Hashcat as 
cracking engines, and CyberStrike as the AI powered orchestration layer for penetration testing 
and data collection. This accelerates development but leaves forensic traces that enable cross 
campaign correlation. Tools such as FortiChecker and FortigateSniffer are also repeatedly reused, 
with multiple versions of the same binaries. 

In terms of sophistication, the actor does not demonstrate highly advanced development 
capabilities. Symbol stripping is consistently applied to Go binaries (-ldflags="-s -w"), and 
mpbrute2 uses Nuitka packaging. However, no advanced anti analysis techniques, string 
encryption, or sophisticated evasion methods are observed. In many cases, useful strings remain 
in plaintext, directly enabling tool identification. This suggests prioritization of operational speed 
and scale over stealth. 

Behavioral and Operational Profile 
Beyond tooling and indicators identified in Volume 1 phases, additional operational characteristics 
contribute to profiling the adversary: 

●​ Time zone and working hours: FortigateSniffer typically operates between 07:00 and 
18:00 Moscow time. This is not only an evasion measure aligned with victim business 
hours, but likely reflects the operator’s own schedule. The sniffer requires monitoring or at 
least availability for processing results, so restricting activity to this window suggests an 
operator in UTC +3 (Moscow).  
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●​ Primary working language: The entire fg_sniffer interface is written in Russian, 
including dashboard tabs (Лог, Сессии, Хеши), status messages, PCAP documentation, 
and related tooling such as Python scripts. Russian serves as the native language used in 
development and operations, not a secondary localization layer. Operational logs are also 
fully written in Russian, including technical notes on victim network topology and credential 
checking results. 

●​ Team structure, small with divided roles: Volume 1 assessed a single operator based on a 
single Telegram admin and one SSH key. However, confirmed multiple operational roles 
(TOXMAN, scrooge, etc.) indicate a functionally divided team: one handling tooling, AI 
infrastructure and asset supervision, others performing manual victim exploitation. The 
tmux shared session architecture of the pentestlab, where external operators work under 
supervised sessions, reinforces a hierarchical model with a primary administrator 
monitoring all activity in real time. 

●​ OPSEC: The actor demonstrates operational security awareness across multiple 
dimensions, including sniffer geofencing, restricted operating hours, binary stripping, 
traffic routing through dedicated interfaces, and use of check_honeypots.py to avoid 
decoy environments. However, several mistakes enabled this investigation, like an exposed 
management panel without proper access control. The overall pattern suggests an actor 
prioritizing operational speed over strict OPSEC discipline, careful in victim environments 
but comparatively careless in their own infrastructure. 

Beyond the established patterns documented above, one dimension of this actor's profile stands 
apart from anything observed in Volume I and arguably from most threat actors at this level of the 
ecosystem. TOXMAN has made a deliberate, sustained, and financially significant investment in 
AI-assisted offensive operations, integrating it as a core component of their attack chain rather 
than an experimental add-on. 

Heavily Invested in AI 
The operational patterns identified, specifically the team’s division of labor and structured 
workflow, are amplified by their heavy investment in AI. TOXMAN, in particular, integrates AI 
technologies into every phase of the attack chain, ranging from tool development and 
vulnerability research to daily operational tasks. 

Jailbreak Research and Tool Development 
Operating under the alias of Greenprawn100 on Exploit.in, the actor shows deep, repeated 
engagement with jailbreak threads i.e.: "Claude Opus 4.8 Jailbreak," a thread literally titled "How to 
put Claude Opus 4.6 on its knees and make it write malware," chained jailbreaks across Claude 
Opus + Sonnet + M3 + Deepseek v4 PRO, and research into GLM-5.2 (a Chinese uncensored 
model). He's also chasing Qwen 3.6 Uncensored for local deployment to dodge usage logging. 
This lines up with his own tool inventory (RDP bruteforcer, EVM / Bitcoin / Solana / Tron wallet 
sweeper, Synology checkers), suggesting jailbroken models are helping him write or refine that kit. 
The operator also likely used Manus as an AI-assisted build workspace to generate, iterate, and 
download custom access-validation tools such as forti-checker.zip and rdweb-checker.zip, 
likely to speed up credential-checking and victim-panel validation workflows. 
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Sample Browser History 

Penetration Testing and Operations 
TOXMAN also researched "AI Pentest Checker", an Exploit.in tool promising a fully automated 
pentest in approximately 10 minutes. In addition, the actor is actively acquiring and burning through 
paid AI API access. On exploit.in, TOXMAN searched for a buy request for OpenAI, Claude, AWS, 
and OpenRouter keys. Separately, 5 OpenRouter keys were recovered directly from the 
CyberStrike launcher scripts, all tied to one account that has purchased $4,554.00 in credits and 
burned $4,554.86 (currently overdrawn). The details on the usage of those OpenRouter keys are 
described in the next section. 

 
Sample Browser History 
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Sample Screenshot of TOXMAN’s OpenRouter Credits 

 
Further artifacts indicate that CyberStrike was also used to orchestrate known-CVE validation 
across Fortinet, Windows / AD, VMware / ESXi, QNAP / NAS, and web/server targets. Its records 
include tasking, scan notes, and agent prompts for multiple CVEs. Some reflect active testing, 
while others appear to be checklist or exploit-pool references rather than confirmed exploitation. 
The full list is provided in the following table. 
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Sample Task of CyberStrike Auditing FortiGate Devices 
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Product CVEs Evidence / role 

Fortinet / FortiGate CVE-2018-13379 
CVE-2019-5591 
CVE-2022-42475 
CVE-2022-40684 
CVE-2023-27997 
CVE-2023-33308 
CVE-2023-48788 
CVE-2024-21762 
CVE-2024-23108 
CVE-2024-23109 

FortiGate-focused notes / checklists and 
CyberStrike tasking; includes legacy FortiOS 
path traversal, auth bypass / RCE checks, and 
exploit-candidate pool. 

Active Directory / Windows CVE-2017-0143 
CVE-2020-1472 
CVE-2021-1675 
CVE-2021-34527 
CVE-2021-36942 
CVE-2021-42278 
CVE-2021-42287 
CVE-2022-26923 

MS17-010, Zerologon, PrintNightmare, 
PetitPotam, NoPac and Certifried-style checks; 
some were directly tested in CyberStrike 
workflows. 

VMware / ESXi CVE-2021-21974 
CVE-2021-21985 
CVE-2021-22005 
CVE-2022-31699 

ESXi/vCenter exploitation notes; OpenSLP and 
VMware management-plane attack surface. 

QNAP / NAS CVE-2019-7192 
CVE-2019-7193 
CVE-2019-7194 
CVE-2019-7195 
CVE-2021-28799 
CVE-2022-27593 
CVE-2022-27596 
CVE-2023-50358 

QNAP NAS scanner / checker activity and 
exploit checklist references. 

HP / iLO / Embedded devices CVE-2013-4784 
CVE-2014-9222 
CVE-2021-39238 

iLO / RomPager / Jetdirect-style checks or 
candidate notes. 

Web / server exploit pool CVE-2014-0160 
CVE-2017-7494 
CVE-2019-0708 
CVE-2020-0796 
CVE-2021-3156 
CVE-2021-4034 
CVE-2021-44228 
CVE-2022-0847 
CVE-2022-22965 
CVE-2023-22527 

Mostly exploit-pool / tooling references rather 
than strong victim-specific evidence. 

Known Vulnerabilities Scanned Through CyberStrike 
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Vulnerability Research 
After analyzing more files, we were able to identify the threat actor’s next steps and finally decode 
the “PENTEST LAB” initiative. TOXMAN explored the concept of AI-assisted vulnerability research 
on open-source software to identify and exploit zero-day vulnerabilities.  
 
It is highly likely that the threat actor has already found and exploited a zero-day vulnerability in 
Nextcloud (an open-source content collaboration platform). The STRU is still investigating all the 
artifacts and will work with the vendor for a responsible disclosure if confirmed. 
 

“PENTEST LAB” - An AI-assisted Vulnerability Research 
Framework 

TOXMAN developed a framework, named “PENTEST LAB”, for vulnerability research by utilizing 
CyberStrike. As part of testing he uses his own infrastructure to deploy multiple open-source 
software via Docker, and then launch multiple CyberStrike agents simultaneously for searching 
different sections for vulnerabilities using OpenRouter API keys (a unified API and platform for 
accessing different AI models through a single endpoint).  

 
Overview of “PENTEST LAB” 
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Targeted Applications 
To facilitate zero-day vulnerability research, TOXMAN uses Docker to deploy various open-source 
applications on infrastructure under his control (85.11.187[.]12). These applications were 
selected specifically because their open-source nature supports both white-box (source code 
analysis) and black-box (external penetration) research approaches. The software targeted in this 
framework is detailed in the table below: 
 

Application Purpose 

Guacamole Clientless remote desktop gateway 

Nextcloud Content collaboration and file sharing platform 

Keycloak Identity and access management solution 

Gitea Self-hosted Git service 

Grafana Multi-platform open source analytics and 
interactive visualization web application 

Mattermost Open-source messaging and collaboration 
platform 

Rocket.Chat Open-source communications platform 

Wiki.js Open-source wiki software 

BookStack Platform for organizing and storing 
documentation 

Vaultwarden Unofficial Bitwarden server implementation 
written in Rust 

SonarQube Code quality and security analysis platform 

Superset Data visualization and data exploration 
platform 

Gitlab CE DevOps software package for software 
development and lifecycle management 

Roundcube Web-based IMAP email client 

Harbor Cloud-native registry that securely stores, 
signs, and scans container images  

Application Targets for AI Vulnerability Research 
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Sample Keycloak docker-compose.yml File 

 

Agent Structure 
All the agents are deployed via Docker and have distinct IDs, missions (prompts), target URLs, API 
keys and integrated tools. In addition, the agents also support integrated tools to perform their 
missions, such as nuclei, ffuf, httpx, katana, semgrep, sqlmap, dalfox, and nmap. 
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Excerpt from docker-compose.yml for agent01 

 

 
Sample Integrated Tool Katana 

 
Excerpt from agent1.sh 

 
The actors crafted their prompts carefully, employing multiple techniques for bypassing safety 
models, scaling their efforts, and producing actionable outputs. The following excerpt presents a 
sample prompt on the first agent (01) for a Remote Code Execution (RCE) hunt: 
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Sample agent1.txt Prompt 

 
The following table lists all the agent details for attacking Nextcloud. The account identified spent 
$4,5K+ on the AI models. The DeepSeek V3 keys (cheapest model) accounted for 80% of 
recovered usage, suggesting high-volume automated scanning. The Claude Opus 4 key (most 
expensive model) was dead at the time of analysis, likely burned after excessive usage. 
 

Agent Details 

Agent Mission AI Model 

Agent 01 RCE code review: exec, deserialization, command 
injection 

Claude Opus 4 

Agent 02 Auth bypass session logic, token flaws, annotation 
abuse 

Deepseek R1 

Agent 03 SSRF + Path Traversal HTTP clients, URL 
validation bypass 

Deepseek V3 

Agent 04 SQL Injection + XSS raw queries, template 
escaping 

Deepseek V3 

Agent 05 App RCE Office (CVE-2025-66208 pattern), Talk, 
Mail 

Deepseek R1 

Agent 06 IDOR + PrivEsc RBAC bypass, IDOR enumeration Deepseek V3 

Agent 07 File Upload WebDAV, path traversal, SSRF via 
uploads 

Deepseek V3 
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Agent Details 

Agent Mission AI Model 

Agent 08 Talk App Spreed code review, messaging injection Deepseek V3 

Agent 09 Mail App SSRF in autoconfig, IMAP injection Deepseek V3 

Agent 10 Office App RCE in richdocuments proxy Deepseek V3 

Agent 11 Dependency CVE known vulns in 3rd party 
libraries 

Deepseek V3 

Agent 12 Brute Force user enum, password reset chain 
abuse 

Deepseek V3 

Agent 13 Sharing / Collab federation trust boundary 
violations 

Deepseek V3 

Agent 14 Version Diff find silent fixes = unfixed in older Deepseek V3 

Distribution of Agent Missions and AI Models for Attacking Nextcloud 

FortiGate Attacking Playbook 
The STRU also identified a FortiGate Vulnerability Research Report produced by CyberStrike. This 
report is actually a playbook detailing how an old, misconfigured firewall can be completely 
compromised. It focuses on core weaknesses (default admin credentials & VPN-to-Management 
pivot) that, when chained together, allow them to take full control of a corporate network 
perimeter.  

 
FortiGate Takeover Playbook 
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Attack Chain 
It begins with active reconnaissance, where an external sweep identifies the FortiGate SSL VPN 
portal (via /remote/login redirect). Then they use weak or compromised low-privilege 
credentials to authenticate against this portal via openfortivpn or FortiClient (depending on OS), 
establishing an encrypted tunnel into the network. 

Once inside the tunnel, the attacker's operational perspective shifts from an external outsider to an 
internal network asset. They scan the firewall's internal IP address from within this newly granted 
subnet and discover that the administrative web interface is fully exposed to VPN clients. 

By navigating to this internal login screen ({Fortigate_Management_IP}/logincheck) and 
submitting the default factory credentials, they successfully bypass the external restrictions. The 
firewall authenticates the request and prompts for a mandatory password reset. In addition, they 
also fingerprint the FortiOS version and scan for valid vulnerabilities. 

 

FortiGate Takeover Playbook 
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Persistence (Backdoor Account) 

Once administrative access is achieved, the post-exploitation phase focuses on securing 
long-term control, harvesting sensitive data, and ensuring the intrusion can survive administrative 
cleanup. The attacker uses automated API requests to seamlessly create a secondary 
"super_admin" account, providing an independent entry point that avoids the primary admin 
profile. The specific name of “super_admin” was also reported by other researchers as part of 
INC’s playbook. Other confidential sources additionally cite the same behavior with the username 
of “adminin”. 

To prevent detection from cutting off this access, the attacker establishes an advanced 
persistence mechanism by hijacking the firewall’s native automation framework. By linking an 
event-based trigger, named “health_monitor” to a CLI script and a configuration change as the 
trigger, the attacker ensures that if a legitimate administrator detects and deletes the malicious 
account, the firewall itself will automatically execute the script to recreate the backdoor account 
"super_admin". 

 

Creation of Backdoor Account on FortiGate 
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Configuration Extraction & Further Persistence 

Finally, they solidify their position by downloading the complete system configuration backup. This 
file contains encrypted credentials, pre-shared network keys, and precise structural blueprints of 
the internal network. In addition, they also create an SSL VPN user for persistence 
(pentest:P3ntest2026!), add it to the VPN group, and create a firewall policy for full access. 

 
Configuration Extraction & SSL VPN User Creation 

FortiVPN Audit Panel 
Another tool that was identified was FortiVPN Audit Panel (also known as Fortigate Harvest Grid). 
This is a web dashboard used to ingest, normalize, and triage large FortiGate access datasets. This 
panel functions as a comprehensive review workspace, transforming IP_PORT access folders into 
a spreadsheet-style interface. It organizes key details such as domain, revenue, geo-location, 
protocol indicators, and privileged-account markers, while providing comments, operator 
assignment fields, and folder drill-down capabilities. Additionally, the tool parses various artifacts, 
including cleartext.txt, results.json, ad_domain_accounts.txt, .hashes, 
radius_creds.txt, and tacacs_creds.txt, syncing them with a remote Hashcat global.pot file 
to display the status of cracked versus pending hashes. 
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FortiVPN Audit Panel 

 
The convergence of an ongoing process of credential harvesting within an expanding network of 
ransomware affiliates and a set of increasingly automated and AI-assisted capabilities defines a 
malicious actor that has been active for months. To understand where these capabilities are being 
directed, we analyzed the group’s internal documentation, which maps the global scope of their 
attacks and identifies the infrastructure targeted by their operations. 

Victimology 
By analyzing the internal document mentioned in section “Internal Tracking Document”, further 
observations could be made about the groups’ targeting strategy. On their lists, they include the 
working credentials for the exposed FortiGate interfaces, the country of the target, and revenue 
information based on ZoomInfo. Approximately 11,250 FortiGate portals were scanned across 150+ 
countries, with admin access achieved on 409 targets and 354 taken through the full attack chain 
(VPN Compromise → Access Domain Controller → Achieve Domain Admin). 12 organizations were 
designated as “LOCKED”, indicating their systems were encrypted for a ransom payment. The 
actors seem to prioritize targets in specific countries and mark these listings with a specific color: 
 

●​ Priority 1 (Orange Color): Austria (AT), Australia (AU), Canada (CA), Switzerland (CH), 
Germany (DE), Denmark (DK), United Kingdom (GB), Japan (JP), Netherlands (NL), Norway 
(NO), New Zealand (NZ), Singapore (SG), and United States (US). 

●​ Priority 2 (Pink Color): Belgium (BE), Brazil (BR), Chile (CL), France (FR), Hong Kong (HK), 
Italy (IT), Iran (IR), South Korea (KR), Mexico (MX), Philippines (PH), Poland (PL), Sweden 
(SE), and Taiwan (TW). 

 
Prioritization Legend of the Group 
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Geographic Targeting 
The actors show a heavily pronounced focus on emerging markets in Latin America and the 
Asia-Pacific region, alongside significant operations targeting European and African 
infrastructure. 

As mentioned earlier, the threat actors have different priorities depending on the country, with 
emerging markets serving as potential training grounds or testing grounds for their activities, which 
also provide a source of revenue and rapid intelligence, as opposed to the countries classified as 
Priority 1, which are targets with more valuable and validated resources. 

 
Geographic Targeting Map 

LATAM and APAC are regions that account for a higher volume of initial access, generally due to 
lower maturity and a high density of unprotected devices or those with less monitoring than in 
other regions. 

Target Profile by Corporate Revenue 
However, the companies that experience the most attacks are small to medium-sized businesses 
with revenues ranging from $5 to $100 million dollars, which make up the bulk of the targets. 

Small businesses are a prime target because they are large enough to have deployed Fortinet, but 
still too small to have a dedicated security team. 
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Distribution of Revenue Per Target 

Larger companies often offer greater payment potential, but they also attract visibility by 
showcasing the impact they have had on small and medium-sized businesses throughout their 
history. 

Industry Targeting 
Most of the victims, numbering more than 600, are concentrated in sectors with ties to other 
companies, such as the industrial, manufacturing, technology, and logistics sectors. The 
remaining victims, more than 100 affected companies, are concentrated in other types of 
companies operating in the financial, healthcare, and energy sectors, which are often strategic and 
high-value. This targeting is opportunistic: compromising an MSP or logistics/manufacturing firm 
opens lateral access to downstream customers and partners, letting the TA monetize the access 
multiple ways, selling it as IAB or exploiting it directly through affiliates. 

 

 
 
 
 
 
 
 
 
 

     Sectorial Targeting → 
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Sectors such as healthcare and finance appear to be of lesser importance. However, they are often 
a reasonable vector since they typically have greater security and monitoring compared to other 
sectors. The operators marked them as “ne interesno” in their own internal document, which 
indicates less interest in these types of targets for strategic reasons. 

Conclusion 
The FortiBleed investigation gives us a front-row seat to how the INC and Lynx ransomware groups 
operate as of now, continuing to be active. Far from being a chaotic bunch, they’re a well-oiled 
machine with a clear hierarchy and specialized roles. At the heart of it all is TOXMAN, a key 
player who’s pushing the boundaries by using AI to automate everything from writing tools to 
hunting for zero-day vulnerabilities. This heavy reliance on AI has supercharged their ability to 
strike fast and at scale. However, their obsession with speed and scale led to some major security 
blunders on their end. These operational lapses gave us a rare, detailed look into their internal 
playbooks and AI-driven workflows. For those of us on the defense side, this intelligence is a 
wake-up call and a roadmap, helping us stay ahead of these increasingly automated and evolving 
threats. 

Organizations can leverage SOCRadar’s FortiBleed Checker, as well as to re-evaluate their security 
hygiene, especially on edge devices that provide a foothold to various threat actor types. Strong 
password complexity, 2FA enrollment, and monitoring of firewall configuration changes are 
essential to protect from this kind of attacks. 

Diamond Model 

 
Diamond Model Graph 
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MITRE ATT&CK TTPs 
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Tactic Technique ID Technique Name Description 

Reconnaissance T1595.002 Active Scanning: 
Vulnerability Scanning 

Scanning for known 

vulnerabilities using CyberStrike 

and nuclei. 

Resource 

Development 

T1583.003 Acquire Infrastructure: 

Virtual Private Server 

Hundreds of additional nodes 

identified in Vol.2, 4 block 

architecture which can be 

checked using the Fortibleed 

Checker 

Resource 

Development 

T1587.001 Develop Capabilities: 

Malware 

Use of the custom developed 

CyberStrike Framework to 

perform automated offensive 

tasks 

Resource 

Development 

T1588.002 Obtain Capabilities: 

Tool 

Acquisition of OpenRouter, 

Claude and DeepSeek API keys 

for offensive operations 

Resource 

Development 

T1650 Acquire Access Hybrid IAB model with 

intelligence collection commonly 

used for selling access to other 

threat actors on underground 

markets 

Execution T1059.006 Command and 

Scripting: Python 

Python scripts used across all 

operational phases including 

lateral movement with the 

Impacket suite 

Discovery T1069.002 Permission Groups 

Discovery: Domain 

Groups 

Use of ad_full_audit.py 

enumerating Domain Admins and 

DnsAdmins 

https://socradar.io/free-tools/fortibleed?hstk_creative=813266602275&hstk_campaign=23953486043&hstk_network=googleAds&utm_source=google&utm_medium=cpc&utm_campaign=&utm_term=fortibleed%20checker&hsa_acc=9964034205&hsa_cam=23953486043&hsa_grp=203319822411&hsa_ad=813266602275&hsa_src=g&hsa_tgt=kwd-2490120027031&hsa_kw=fortibleed%20checker&hsa_mt=p&hsa_net=adwords&hsa_ver=3&gad_source=1&gad_campaignid=23953486043&gbraid=0AAAAAo8fFTo3ZLtWFDuhoa0_rYsTZDHkK&gclid=CjwKCAjw0o3SBhBVEiwAh28-jbLFayvWuthaH3ioVkJrT8qjz790qj66wnsY4-FuSw3Arwqu1IIi9xoCvdQQAvD_BwE
https://socradar.io/free-tools/fortibleed?hstk_creative=813266602275&hstk_campaign=23953486043&hstk_network=googleAds&utm_source=google&utm_medium=cpc&utm_campaign=&utm_term=fortibleed%20checker&hsa_acc=9964034205&hsa_cam=23953486043&hsa_grp=203319822411&hsa_ad=813266602275&hsa_src=g&hsa_tgt=kwd-2490120027031&hsa_kw=fortibleed%20checker&hsa_mt=p&hsa_net=adwords&hsa_ver=3&gad_source=1&gad_campaignid=23953486043&gbraid=0AAAAAo8fFTo3ZLtWFDuhoa0_rYsTZDHkK&gclid=CjwKCAjw0o3SBhBVEiwAh28-jbLFayvWuthaH3ioVkJrT8qjz790qj66wnsY4-FuSw3Arwqu1IIi9xoCvdQQAvD_BwE


SOCRadar Threat Research Unit (STRU)​ FortiBleed Unmasked - Volume II 

TLP:CLEAR | socradar.io​ Page 37 

Tactic Technique ID Technique Name Description 

Discovery T1018 Remote System 

Discovery 

Execution of rdns-scan, 

smb-grab and rdp-grab 

identifying the internal topology 

Persistence T1543 Create or Modify 

System Process 

Agent running as a persistent 

daemon with /root/agent.pid 

Persistence T1136.001 Create Account: Local 

Account 

Creation of backdoor accounts 

on FortiGate via triggers. 

Lateral Movement T1021.002 Remote Services: 

SMB/Windows Admin 

Shares 

Use of tools such as 

Spray_{target}.py and 

smb_test.py accessing C$ and 
D$ 

Lateral Movement T1021.004 Remote Services: SSH SSHlogger and SSHWorker 

providing remote shell 

capabilities 

Lateral Movement T1572 Protocol Tunneling Use of openfortivpn and 

openconnect to pivot into 

internal networks using valid VPN 

credentials 

Collection T1114.002 Email Collection: 

Remote Email 

Collection 

SMTP, IMAP and POP3 capture 

through fg_sniffer 

Collection T1552.001 Credentials from Files Use of spider.py hunting 

hardcoded credentials in SMB 

shares 

Command and Control T1090 Proxy Layer of 39 IP addresses across 

29 ASNs used for proxying and 

rotation 
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MITRE ATT&CK TTPs Table 
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Tactic Technique ID Technique Name Description 

Exfiltration T1048 Exfiltration Over 

Alternative Protocol 

Execution of backup_dfs.py 

transferring SMB data directly 

over SSH using sshpass 

Impact T1486 Data Encrypted for 

Impact 

Multiple confirmed INC and Lynx 

ransomware deployments with 

hundreds of encrypted endpoints 

Impact T1489 Service Stop Ransomware using proc and 

serv parameters to terminate 

Veeam, backup and SQL services 

before encryption 

Impact T1657 Financial Theft Monetization model based on 

access sales and ransomware 

extortion 
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IoCs 
The full list of IoCs can be found on the SOCRadar platform. 

IP Addresses 

Type Indicator 

Operator Workstation/Sniffer (Windows) 188[.]127[.]246[.]183 

Sniffer (Windows) 213[.]171[.]17[.]74 

Master Node of CyberStrike Cluster 149[.]50[.]108[.]150 

C2 - Fortigate Harvest Grid 62[.]60[.]131[.]246 

C2 - Fortigate Harvest Grid 91[.]214[.]78[.]252 

C2  193[.]221[.]200[.]2 

C2 195[.]10[.]205[.]233 

Operator IP Address (via RDP - PrivadoVPN) 91[.]148[.]237[.]63 

Operator IP Address (via RDP) 109[.]205[.]211[.]139 

Operator IP Address (via RDP) 213[.]21[.]239[.]65 
IP Addresses IoCs Table 

Ransomware Indicators 

Type Indicator 

TOX ID (MET) D0C12DAC4797FFBD31A0BB57E227E141A39FA1F5A3A3FD4C3F15C02D
7801DC5ED8C1BF08ACFD 

Lynx Ransomware 
Management Panel 

Lynxad2seqpyu52lr5v7il4idasv23535a46s4bj65b3v7t5y6u5daqd[.]onion 

INC Ransomware 
Management Panel 

 
Incbacg6bfwtrlzwdbqc55gsfl763s3twdtwhp27dzuik6s6rwdcityd[.]onion 
 

BTC Address 
(TOXMAN) 

3A2THXCdqeeuBeDZEKTcwqykYABZsVoJxq 

Ransomware IoCs Table 
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File Indicators 
 

SHA-256 File name Description 

08561b4778eddf654c7ac7de4e7ad

2a7178173c68ca3bf4777de1c06a05

eda4b 

mssql.bin MSSQL credential checker/scanner 

3c86b25c5a9e638701975a7079f23

aa99cac17039f822bd35951f00e863

215fd 

ssh.bin SSH credential checking tool 

following a similar approach to 

MSSQL Checker. 

b82ec17c3d33607131350dd9251165

78c19f30fbdb74706f0ae9c73d0394

5a37 

rdchecker.bin / rdweb-checker.bin Microsoft RD Web Access credential 

checking. 

aa40be12da0fd1e98f3e91188dfee49

dd8fd01ff171d4a15e88e506da97308

80 

checker4.bin / forti-checker.bin FortiGate checker 

928e1773514e54106a816c5576d07b

1d07c097f309c72fc4a5af96163bbe

b11b 

web_response_checker_windows_a

md64.exe 

Mass web response validation / 

target checking. 

928e1773514e54106a816c5576d07b

1d07c097f309c72fc4a5af96163bbe

b11b 

go_creds_cycle_tester_windows_am

d64.exe 

Credential cycle/rotation tester 

373f3d26fe6416e95e27b47a78f2a4

b7414f8c93cee7ab80821a9429280

46569 

forti-panel.exe FortiGate Harvest Panel 

38353f95fff270f4e3a9d7add8c646

66020dd668ce66e15969a736ec48

cadc59 

ad_enum.py LDAP Active Directory enumeration 

tool listing Domain Admins, 

searching for passwords in 

description fields and identifying 

Kerberoastable accounts. 
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874bcb1c3d050a5b5b333a2198f50

4fcb27927c2abdd43b07440188a38

0c52d5 

ad_full_audit.py BloodHound lite style Active 

Directory auditor executing 12 LDAP 

queries covering AS REP Roasting, 

Kerberoasting, delegation, LAPS, 

gMSA, AdminCount, legacy 

operating systems, DnsAdmins and 

GPOs. 

e583abf71169f2c7ae2c4e371f2e477

4fc1de07c828eedb6491de2f14248a

45c 

backup.py Tool used to download FortiGate 

configuration and metadata. 

7c322680bcb71bee0c2796bda5432

1285b7384c6678f4540cd86df2a3d

a46bd6 

backup_dfs.py Exfiltration tool based on Impacket 
that authenticates to an SMB server, 
enumerates shares including C and 
D, and transfers files directly over 
SSH using sshpass without writing 
to local disk. 

61deeae307f630628c2b6550b3846

609bdf8d0faba09e459b7d709e26f

42619f 

bot.py Telegram bot for hash cracking 

orchestration managing a Vast.ai 

GPU cluster, dynamically assigning 

jobs and reporting real time 

telemetry. Single hardcoded 

administrator @clarksome. 

326a911d793e8ce27b77e335ef957e

9f2d0a0c58ebe958f97f41f0f83093f

d3d 

build_report.py Generates the final report of 

uncompromised domains sorted by 

revenue, likely producing 

targets_300M_plus.txt. 

33e8cd263bfe68580fbd3548e59ce

5104381852d8f8f061bbdab92d9dd1

a9ab8 

2fe4711ffe7f010b628b17302c5303fa

1bbcdad33a94d2a700b65b433fcf2

14d 

clean_brute.py / clean_brute2.py Utilities that remove credentials 

captured by the sniffer, eliminating 

noise generated by the actor's own 

brute force activity by identifying 

bot patterns. 

8e3f0c6044be7f9b01d7616540dbc

0438343cbf8571af06b0b64cdcb55

8b2522 

console_ui.py PCAP Toolkit module providing 

formatted console output with 

credential, hash, DNS and extracted 

file tables. 
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dbf2663cae5f39d6116a73360764f6

3d9518673d5b3c12471b3f779333f8

66d2 

file_extractor.py PCAP Toolkit module extracting files 

from captured traffic using tshark, 

foremost, binwalk and 

bulk_extractor. 

2e1b5ad44723cca12340a663c3004

1d568993701333a9d44ca4afa3d1e

d649c8 

find_uno.py Specialized Active Directory 

reconnaissance tool mapping 

Domain Admins and backend 

servers by filtering objects with 

Server in the operatingSystem 

attribute. 

a77381fc373a18571196dfb3b9959e1

9f47035b610c79922e1e41f78e0ca7

a8b 

forti_audit.py FortiGate SSL VPN portal scanner 

enumerating and auditing 

accessible instances while 

classifying portal availability and 

authentication characteristics. 

7822990c1dd89e73dce409d01f5f7a

0f4a97515d5386cacb9oe58ec5b20

5ae4d 

harv.py Credential harvesting module for 

PCAP and PCAPng files parsing 

fg_sniffer captures to extract NTLM 

hashes, Kerberos tickets, RADIUS, 

LDAP, FTP, SMTP, IMAP, POP3, 

MySQL, MSSQL, SNMP and Telnet 

credentials. 

7df7e3f3cb7af9147c8703893fddceb

979cbc96a0ca21cd8287c8dd606cf

422e 

leakcheck_domains.py Victim domain enrichment tool using 

the LeakCheck.io API to verify 

whether target domains appear in 

leaked credential databases. 

Contains a hardcoded API key. 

350ba5e95edadaf9fda830c15f0d9d

ae1666054217533ce783c7761e0e0

80e32 

notes_app.py Script that deploys a Flask based 

web application intended to function 

as a Pastebin clone. 

e0a3f0bae16fe0c3937d2a78afef62

d4237f6d29f4ed99e0336396be795

2c66f 

orchestrator.py PCAP analysis pipeline orchestrator 

coordinating execution of the PCAP 

Deep Analysis Toolkit modules. 
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2d3421d55dd7de4792d6ccc54f23c

32ae81e424a1b96bf06f47d37f11300

379a 

pcap_analyzer.py Main orchestrator of the PCAP Deep 

Analysis Toolkit v5.0 featuring more 

than 20 analysis modules covering 

cleartext credentials, NTLM, 

Kerberos and SIP hashes, DNS, TLS, 

SNI and secret patterns. 

7b5e37edda6ec7b2f7b0ed2c3f944

558b75d912a3eba34e3250efc366b

ea0ba6 

report_generator.py PCAP Toolkit module generating the 

final HTML report for each 

harvesting cycle. 

0f148a2bd47674b5e16f54faab658b

c4613d345361fee659ecac2b4ba69

22c8d 

smb_test.py SMB share enumeration tool using 

Impacket to retrieve the internal 

hostname, verify administrative 

access through C$ and iterate all 

available shares. 

3c6a1352401c78222a0eaffb16c2b3

c13d2e5b082f9b147634e9d5612d7

69e0f 

spider.py Hunts for hardcoded credentials 

within SMB shares by searching 

configuration files and scripts 

smaller than 30 KB. 

c695335896a3465a34aa623aa955

632e2c25ffd7b8494b9994b9a5572

a70e33d 

spray_da.py Kerberos validator against a 

hardcoded domain controller 

requesting TGTs while suppressing 

PREAUTH_FAILED responses to 

perform low noise password 

spraying. 

File Indicators IoCs Table  
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Free Access:  
FortiBleed Dashboard 
Get free access to SOCRadar's FortiBleed Threat Intel Dashboard. Check 
whether your organization's IPs or domains appear in the active 
FortiBleed breach dataset. 

 

 

   Use for Free 
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